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A. Introduction 

 

B. What is Going On Out There? 

 

1. Law firms are a target of cybercrime – example: Oleras threat  

 

2. Why you were hacked 

 

a. Picking your pocket 

b. Adware and spam 

c. Stealing intellectual property 

d. Turning you into a bot client 

 

3.  Prevention – what can you do? 

 

a. Update your devices and software 

b. Don’t give out your password 

c. Change your passwords often 

d. Password protect mobile devices 

e. Download programs only from reputable sites 

f. Log out of accounts after you’re done with them 

g. Use secured wireless networks 

h. Charge your phone on reliable USB ports 

 

4. Best practices for law firms 

 

a. Don’t use personal accounts for law firm correspondence 

b. Don’t use personal cloud/internet systems (DropBox, iCloud, Google Drive) 

c. Don’t store firm documents on home computers or storage devices 

d. Require employees to have strong passwords; reset regularly 

e. Limit USB devices 

f. TWO FACTOR AUTHENTICATION! 

 

C. Evolving Ethical Obligations for Lawyers 
 

1. Resources – ABA CYBERSECURITY HANDBOOK and state ethics opinions 

 

2. Rules of Professional Conduct – ABA 20/20 Commission, in August 2012, recommended 

several changes to RPCs, now found in the ABA Model Rules [Iowa and most states have 

adopted them – Nebraska will, eventually]. The changes are shown below in italics. 
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Rule 1.0 – Terminology: Definition of “Writing” – reference to “email” is changed to 

electronic communications. 

 

Cmt 9: Screening must include preventing access to “firm files or other 

information, including information in electronic form relating to the matter. . . .” 

[replacing “firm files or other materials”] 

 

Rule 1.1 – Competence 

 

Cmt 8: a lawyer should “keep abreast of changes in the law and its practice, 

including the benefits and risks associated with relevant technology, . . .” 

 

Rule 1.4 – Communications  

 

Cmt 4: Requirement to promptly return client phone calls is changed to: A lawyer 

should promptly respond to or acknowledge client communications.  

 

Rule 1.6 – Confidentiality of Information – new subsection (c) [new Iowa (d)]: A lawyer 

shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or 

unauthorized access to, information relating to the representation of a client.  

 

Nebraska Cmt 15 states: A lawyer must act competently to safeguard information 

relating to the representation of a client against inadvertent or unauthorized 

disclosure by the lawyer or other persons who are participating in the 

representation of the client or who are subject to the lawyer's supervision. See 

Rules 1.1, 5.1 and 5.3. 

 

The Model Rules [Cmt 18] mirror Nebraska Cmt 15 and add the following new 

language: The unauthorized access to, or the inadvertent or unauthorized 

disclosure of, confidential information does not constitute a violation of 

paragraph (c) if the lawyer has made reasonable efforts to prevent the access or 

disclosure. Factors to be considered in determining the reasonableness of the 

lawyer’s efforts include, but are not limited to, the sensitivity of the information, 

the likelihood of disclosure if additional safeguards are not employed, the cost of 

employing additional safeguards, the difficulty of implementing the safeguards, 

and the extent to which the safeguards adversely affect the lawyer’s ability to 

represent clients (e.g., by making a device or important piece of software 

excessively difficult to use). A client may require the lawyer to implement special 

security measures not required by this Rule or may give informed consent to forgo 

security measures that would otherwise be required by this Rule. Whether a 

lawyer may be required to take additional steps to safeguard a client’s 

information in order to comply with other law, such as state and federal laws that 

govern data privacy or that impose notification requirements upon the loss of, or 

unauthorized access to, electronic information, is beyond the scope of these Rules. 

For a lawyer’s duties when sharing information with nonlawyers outside the 

lawyer’s own firm, see Rule 5.3, Comments [3]-[4].  

https://supremecourt.nebraska.gov/supreme-court-rules/1827/%C2%A7-3-5011-competence
https://supremecourt.nebraska.gov/supreme-court-rules/1863/%C2%A7-3-5051-responsibilities-partner-or-supervisory-lawyer
https://supremecourt.nebraska.gov/supreme-court-rules/1866/%C2%A7-3-5053-responsibilities-regarding-nonlawyer-assistants
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Also relevant is Nebraska Cmt 16 [Model Rules Cmt 19]: When transmitting a 

communication that includes information relating to the representation of a client, 

the lawyer must take reasonable precautions to prevent the information from 

coming into the hands of unintended recipients. This duty, however, does not 

require that the lawyer use special security measures if the method of 

communication affords a reasonable expectation of privacy. Special 

circumstances, however, may warrant special precautions. Factors to be 

considered in determining the reasonableness of the lawyer's expectation of 

confidentiality include the sensitivity of the information and the extent to which 

the privacy of the communication is protected by law or by a confidentiality 

agreement. A client may require the lawyer to implement special security 

measures not required by this Rule or may give informed consent to the use of a 

means of communication that would otherwise be prohibited by this Rule. 

 

Rule 4.4(b) Respect for Rights of Third Persons: Reference to receipt of an inadvertently 

sent “document” is changed to “document or electronically stored information.” [lawyer 

must promptly notify the sender] 

 

Cmt 2 currently defines “document” as including “e-mail or other electronic 

modes of transmission subject to being read or put into readable form.” The 

revised comment adds a reference to data embedded in a document (“metadata”).  

 

Rule 5.3 Nonlawyer Assistance: New comments 3 and 4 have been inserted under the 

subheading “Nonlawyers Outside the Firm.” Underlining has been added below: 
 

[3] A lawyer may use nonlawyers outside the firm to assist the lawyer in 

rendering legal services to the client.  Examples include the retention of an 

investigative or paraprofessional service, hiring a document management 

company to create and maintain a database for complex litigation, sending client 

documents to a third party for printing or scanning, and using an Internet-based 

service to store client information.  When using such services outside the firm, a 

lawyer must make reasonable efforts to ensure that the services are provided in a 

manner that is compatible with the lawyer’s professional obligations.  The extent 

of this obligation will depend upon the circumstances, including the education, 

experience and reputation of the nonlawyer; the nature of the services involved; 

the terms of any arrangements concerning the protection of client information; 

and the legal and ethical environments of the jurisdictions in which the services 

will be performed, particularly with regard to confidentiality. See also Rules 1.1 

(competence), 1.2 (allocation of authority), 1.4 (communication with client), 1.6 

(confidentiality), 5.4(a) (professional independence of the lawyer), and 5.5(a) 

(unauthorized practice of law).  When retaining or directing a nonlawyer outside 

the firm, a lawyer should communicate directions appropriate under the 

circumstances to give reasonable assurance that the nonlawyer's conduct is 

compatible with the professional obligations of the lawyer. 

 

[4] Where the client directs the selection of a particular nonlawyer service 
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provider outside the firm, the lawyer ordinarily should agree with the client 

concerning the allocation of responsibility for monitoring as between the client 

and the lawyer.  See Rule 1.2.  When making such an allocation in a matter 

pending before a tribunal, lawyers and parties may have additional obligations 

that are a matter of law beyond the scope of these Rules. 

 

3. Relevant opinions – Nebraska and Iowa 

 

NE 12-07 (2012) (re record-keeping): Solo practitioners should give their passwords to 

their designated attorney. 

 

IA 08-02 (2008): A lawyer’s liability insurer may have requirements for the lawyer’s 

record retention and destruction policies. 

 

IA 15-01 (2015): A lawyer must warn clients of the risks of third party access to 

communications and data storage. 

 

IA 14-01 (2014), 15-02 (2015): A lawyer has ongoing obligations to ensure tech security. 

 

4. Relevant opinions – other states 

 

FL Op 10-2 (2010): A lawyer must supervise non-lawyer staff in the proper use of 

technology. 

 

NY Op 842 (2010): A lawyer must ensure that online (cloud) data storage is secure. 

 

ABA Op 08-451 (2008): Outsourcing of legal and nonlegal support services is permitted, 

but a lawyer must investigate to determine that service provider has appropriate security. 

 

Cal Op 2010-179: Before using any technology in representing a client, a lawyer must 

assess the risks and may have to advise the client and obtain informed consent. 

 

ABA 20/20 Commission (2010): Be prudent when using portable devices, e.g., don’t use 

free Wifi hotspots when sending confidential information.  

 

ABA Op 99-413 (1999): There is no ethical requirement to encrypt email, although 

encryption should always be a consideration. 

 

NH Op 2012-13/4: A lawyer’s Rule 1.6 duty to take reasonable steps to protect client 

information does not impose strict liability standard for breaches. NC Op 2015-6: A 

lawyer isn’t necessarily responsible if hacker steals money from a properly managed trust 

account. 


