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INTERNAL CONTROL F O R  ELECTRONIC DATA PROCESSING SYSTEMS

The advent of electronic data processing (EDP) systems, 

especially those centered around full-fledged computers, has made 

striking changes in the way data are recorded, summarized, and reported.

In pre-computer accounting systems, transactions were generally recorded 

on source documents, transferred to journals, posted to detail ledgers, 

summarized in control ledgers, and reported in summary statements at 

intervals ranging up to one year. Before the invention of accounting 

machines, these steps were performed entirely by hand— bringing to 

mind the illustration of D i c k e n s ' "Christmas Carol" which shows Bob 

Cratchit sitting on a high stool with his green eyeshade and sleeve 

garters laboriously copying figures from one sheet of paper to another.

The earliest accounting machines left the accounting cycle unchanged, 

merely substituting machine-printed figures for handwritten ones.

Later accounting machines began to combine several steps in the process 

into one operation, with cash registers creating source documents, 

journalizing and summarizing transactions at the same time; and 

general purpose machines combining, for instance, journalizing collections 

and posting these collections to the cus t o m e r s’ accounts. It should 

be noted that these machines left printed records of all transactions 

that were recorded, and that the ledgers to which the transactions were 

posted were in printed form so that they could easily be examined, 

checked, and hand-posted should the need arise. F or accounting systems 

ranging from strictly hand systems to machine accounting systems, a body 

of principles of internal control evolved to ensure proper recording of
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transactions and safeguarding of assets.

The use of computer systems has posed certain problems of 

adapting these internal control principles to a n e w  sort of system in 

which the only ledger for a customer m ay be a collection of magnetic 

charges on a piece of plastic tape. As an e x a m p l e , the computer systems 

of many large banks directly use the c u s t o m e r s’ magnetically imprinted 

checks as a source document, journalize, sum m a r i z e , and record the 

transactions in the customers' accounts all in magnetic code unreadable 

directly by humans and finally report the summary results in the form 

of the months bank statements; all on the basis of instructions stored 

in the computer memory, again in forms unreadable directly for humans.

In this paper, the traditional principles of internal control 

will first be presented; then the modifications and additions necessary 

to adapt these controls to EDP systems. Finally, a checklist will be 

offered which will enable the user to determine in a given situation 

whether internal controls are in existence in connection with the 

electronic data processing system.

Traditional Internal Control Procedures

One of the most authoritative treatments of the traditional 

principles of internal control is that of the Committee on Auditing 

Procedures of the American Institute of Certified Public Accountants 

contained in their "Statement on Auditing Procedures No. 33— Auditing 

Standards and Procedures." This statement provides guidelines for the 

accounting profession for determining the reliability of a system of 

internal control. The characteristics of a satisfactory system of

internal control are four:
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1. A plan of organization which provides appropriate segregation 
of functional responsibilities;

2. A system of authorization and record procedures adequate to 
provide reasonable accounting control over assets, liabilities, 
revenues, and expenses;

3. Sound practices to be followed in performance of duties and 
functions of each of the organizational departments, and ^

4. Personnel of a quality commensurate with responsibilities.

Since these characteristics form the basis for the internal 

control systems of EDP operations, as for all accounting systems, it 

will be instructive to quote the AICPA elaboration on these principles 

which serve as a basis for comparison for those to be presented later 

for EDP systems.

Plan of Organization

Although the appropriate plan of organization will vary with 
the enterprise, generally a satisfactory plan should be simple and flexible 
and should lend itself to the establishment of clear lines of authority 
and responsibility.

An important element in any plan of organization is the 
organizational independence of the operating, custodial, accounting and 
internal auditing functions. Organizational independence requires sepa
ration of duties in such a way that records existing outside each depart
ment serve as controls over the activities within the department.
Although organizational independence requires this separation, the work 
of all departments must be integrated and co-ordinated to provide for the 
smooth flow of work and over-all efficiency.

In addition to a proper functional division of duties, respon
sibility within the divisions must be established in conformity with 
managerial policy requirements. With responsibility must go the dele
gation of authority to meet such responsibilities. Responsibilities and 
the attendant delegation of authority should be clearly defined and set 
forth in organizational charts or manuals. Conflicting and dual respon
sibilities should be avoided, but where the work of two or more divisions 
is complementary, the responsibility for phases m a y  be divided.

System of Authorization and Record Procedures

A satisfactory system must include media; f i r s t , for the records 
control of the operations and transactions (source data and its flow) and, 
second, for the classification of data within a formal structure of 

accounts (a chart of accounts). A carefully prepared chart of accounts

American Institute of Certified Public Accountants, Auditing 
Standards and P r o c e d u r e s , (New York: American Institute of Certified 
Public Accountants, 1963), pp. 28-9.
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facilitates preparation of financial statements. If the chart of accounts 
is supplemented by an account manual which clearly defines the accounts 
and the entries to be made therein, greater uniformity can be achieved 
in recording accounting transactions.

Media for the original records control of the operations and 
transactions are created through the designing of appropriate records 
and forms and through planning the logical flow of the record-keeping 
and approval procedures. Such forms, and the instructions regarding the 
flow of recording and approval procedures, are often incorporated in 
procedure manuals.

Sound Practices

The soundness of the practices followed in the performance of 
the duties and functions of each of the organizational departments will 
largely determine the effectiveness of the internal control and the 
resultant efficiency in operations. The procedures adopted should provide 
the steps required for authorizing transactions, recording them and main
taining custody of the assets. Sound practices should provide the means 
for assuring the integrity of such authorizations, recordings and custody. 
This is usually accomplished by a division of duties and responsibilities 
so that no one person will handle a transaction completely from beginning 
to end. By such a division, an ancillary check on the accuracy of the 
work is provided and the probability of detecting errors or fraud promptly 
is enhanced...

Personnel

A properly functioning system of internal control depends not 
only on effective organization planning and the adequacy of the procedures 
and practices, but also on the competence of officers, department heads 
and other k e y  employees to carry out prescribed procedures in an efficient 
and economical manner.^

Application of Internal Control Principles to EDP Systems

These general guidelines for internal control will form a basis 

for the system of internal control in an electronic data processing 

system. All of the guidelines retain their validity; however, some unique 

features of EDP systems require adaptation of the internal controls to 

the special needs of the system. One significant feature of an EDP system 

is that most records are stored in such a way that they can only be 

changed through the computer. This means; however, that anyone with access
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to the computer facility and with sufficient knowledge of its operation 

and the storage locations can have access to the information stored 

therein and can make changes in it in the absence of special controls 

designed to prevent this sort of thing. Another feature that differ

entiates the EDP system from hand and accounting machine methods is 

that once information is fed into the computer, the computer will often 

take action without further operator intervention— writing checks, 

ordering inventory, printing customer statements, and the like. If 

the information on which the computer acts is faulty, this can result 

in embarassing and costly mistakes in the action taken. This feature 

necessitates the use of strong controls to ensure that as much as possible 

of the input to the computer is error free.

The internal control suggestions that follow are therefore 

modifications of the traditional system of internal control. The first 

four sets of controls are the EDP system's equivalent of the four guide

lines of the AICPA, the last set is composed of controls made necessary 

by the nature of the hardware of an EDP system.

Organization of the Data Processing Function

The organization of the data processing function should emphasize 

as much as possible the separation of duties of the various groups involved 

in the data processing operation. In his book, Auditing and E D P , Gordon 

B. Davis offers suggested organization charts for three distinct sizes 

of EDP operations.

Separation of D u t i e s . There are three main groups of persons 

involved in any EDP operation, the systems analysts and programmers who 

design and write programs for the computer, the computer operator who 

handles the day-to-day running of the computer, and the various keypunch
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and accounting machine operators who prepare data for input to the 

computer. The separation of the programming and operating functions is 

absolutely essential for good internal control over the EDP operation, 

since someone with detailed knowledge of the programs and data storage 

locations that a programmer has could use part of the time that he is 

ostensibly operating the computer to read and change selected informa

tion in storage in the computer. The preparation of input data should also 

be separate from these two groups so that there is an independent group 

which has control of the preparation of the media which will become input 

for the computer.

Organization c harts. Figures 1, 2, and 3 are the organization 

charts recommended by Gordon B. Davis. These charts reflect the economic
I

realities which govern the segregation of duties in any accounting situa

tion.

Figure 1. Organization chart for a small data processing installation.

In the first chart, for a small data processing installation, which is 

one in which the equipment rental is less than $5,000 per month, there

are only three functions isolated. There may in fact be only one systems 

analyst-programmer, one keypunch operator, and one computer operator. In 

any case, each of these groups is so small that it would be impractical 

to subdivide them further. It is also worthy of note that there is no 

control group in this chart, presumably the volume of the installation 

is small enough that the data processing supervisor can himself keep the
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control totals and verify the accuracy of the computer runs.

For a medium-sized data processing installation, one in which 

the rental is between $5,000 and $25,000, the organization structure is 

somewhat more complex. This is illustrated in figure 2.

Figure 2. Organization chart for a medium-sized data processing installation.

Since the larger installation is staffed with more p e r s o n s , it is now 

feasible to subdivide some of the functions that were combined in the small 

installation and to designate a control clerk. To keep down the span of 

control of the data processing manager, supervisors are provided for each 

of the functions. Now, the systems analysts who design the basic outlines 

for the system of programs used in the installation and would be expected 

to have a good knowledge of the operation of the entire system and its 

controls are a distinct group from those who do the actual programming. 

Those doing the programming will thus not be able to use a knowledge of 

the system of internal control to circumvent it in their programs.

There is now a control clerk whose duties are centered around the balancing 

and cross checking necessary to ensure accuracy in the computer operation. 

The operating function has n o w  be e n  broken down by type of equipment, and 

those operating the unit record equipment— such as punched card accounting
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machines— are now a distinct group from those operating the computers.

Still greater complexity is seen in a large computer installa

tion where the monthly equipment rental is greater than $25,000—
figure 3*

Figure 3- Organization chart for a large data processing installation.
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Some of the basic functions have been subdivided still further, and the 

increased size of the staff has necessitated another level of supervisors 

to ensure adequate supervision. The programming function n ow consists of 

two parts, the actual programmers who n ow concentrate on writing the 

programs, and the documentation clerks who take care of the detailed 

work of building run manuals around the programs. We will cover this 

function in more detail in a later section of this paper. Presumably, 

an operation of this size is not located in a single location, so the 

systems and procedures group is further subdivided into the systems
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analysts and another group with special knowledge in the area of data 

communication. These specialists will be highly trained in the skills 

required for the programming of data transmission systems. In this 

system there is a group with the responsibility for the control function 

previously performed by the control clerk. There is also a new function 

separated from the computer operators, the tape librarians. This group 

has custody of the library of program and data tapes and is responsible 

for seeing that operators have access to the tapes only for the legitimate 

purpose of using them on a routinely scheduled processing run or for a 

special run with the authorization of the supervisor. Such a compre

hensive separation of duties as that illustrated in this last chart would 

be desirable for any computer installation, but as a practical matter this

I

is only possible in such a large system. F or the smaller systems, more 

reliance has to be placed on the other internal controls and less placed 

on segregation of duties.

Control of Input and Output

The second internal control guideline calls for a system of 

authorization and record procedures. F or an EDP system, the implementa

tion of this guideline calls for measures which ensure that input to the 

computer originates only with authorized personnel. When the input has 

been processed, it is again necessary to be sure that the output is made 

available only to authorized personnel and that it is error free. There 

is another aspect to record procedures, the chart of accounts, but the 

computer will have little effect on a well designed chart of accounts 

except to make it possible to have a more detailed breakdown of the 

accounts. F or instance, a program option in the program which prepares
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the periodic balance sheet can call for an aged schedule of accounts 

receivable in place of the single figure ordinarily printed. Similarly, 

data for previous periods can be stored and comparative financial 

statements prepared if desired.

Input controls. There are two types of input systems used for 

EDP systems. With an on-line system, peripheral units are in direct 

communication with the computer, and can be used for direct input and 

o utput. Examples of this sort of system are teller terminals at banks 

which serve as direct input-output units of the computer, and the display 

terminals which access information on customer accounts through direct 

inquiry of the computer. In an off-line, or batch processing system, the 

information is accumulated until there is enough to form a batch, and

I
then this information is processed all at once. Since the input and 

output controls for these two types of systems are quite different in 

many respects, they will be discussed separately.

Batch processing systems are closest to the conventional system 

of internal controls. Recording of transactions generally starts with 

source documents which are then keypunched into cards or entered on some 

other input device which stores the input in a form readable by the 

computer. The input is then fed into the computer for the processing run.

The first step in the set of internal controls for this type of 

system is the same as in a manual accounting system. The source document 

must be authorized for recording by someone who has this authority. The 

means for accomplishing this range from simply initialling the original 

source document to transferring the data to be recorded to a separate 

document on which all like entries will appear.

To ensure that the information is accurately transcribed onto
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the input medium, control totals for the batch are taken by the depart

ment which prepared the source documents. At the end of the edit runs—  

if any— or the processing runs, these totals are compared with the totals 

compiled by the computer during its processing. These totals are of two 

kinds, financial totals and hash totals; financial totals being those 

money figures which are ordinarily added together to arrive at a summary 

in terms of dollars, and hash totals being totals of account numbers, 

employee numbers and the like which are used to ascertain that the computer 

processed all of the information and that this was done accurately.

When the control totals have been taken, usually in the form of 

an adding machine tape, the source documents are ready for their initial 

recording on input media. To ensure that the documents are received safely 

by the keypunching section, and are processed by the other groups which 

must handle the batch, a routing slip should be prepared which shows the 

processing steps required. As each of these steps are performed, the time 

and date are noted on the routing slip and on the log of the group per

forming the step. It will then be possible to f i x  the responsibility for 

the processing and custody of the batch as it moves through the various 

processing steps. When the keypunching section has recorded the trans

actions, there are two methods of ensuring that the data was properly coded 

into the input media. One method used widely with punched card input is 

key verification, in which the punched cards are given after keypunching 

to another operator who uses the same source documents and enters the in

formation into the verifier. If the information in the card does not 

match the information entered the second time, the verifier stops on the 

column in which the discrepancy is noted. The card is then removed and 

corrected. Another method is to use edit runs of the input data which
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print out the information contained on the input media and accumulate 

financial and hash totals of the input to be compared with the control 

totals previously determined.

If these internal control procedures are implemented, there 

can be reasonable assurance that the information received by the 

computer in a batch processing system is authorized and accurate.

On-line systems must depend on control of access to input 

terminals, training of terminal operators and strong edit routines in 

the controlling program. One of the most reliable ways of controlling 

access to the computer input terminals is to use the lock which is 

usually provided by the manufacturer of the terminal and to issue keys

to the terminal only to authorized users. A n  even more secure system
1

is one which requires the use of two different keys, for instance, by 

the employee and his supervisor, to gain access to the terminal. Another 

system, but one which can be overcome eventually is to include a request 

for a code word in the program steps for opening the terminal. An 

authorized use r  of the terminal would kn o w  the code word, but an unau

thorized user would probably not k n o w  it. A refinement on this system 

will be covered in the section on output controls.

To ensure that the information entered through the input device 

is accurate, there is really no substitute for intensive operator train

ing and good supervision. The training aspect of this control will be 

covered in a later section. A supervisory technique that could be used 

in connection with edits in the program itself is to have an exception 

report printed out at the end of the day listing the errors made by 

operators which were detected by the computer. If this print-out dis

closes that a particular operator is having problems in a certain area,
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the supervisor could give him further training in that area.

As was mentioned above, the program which supervises the input 

terminals should include fairly sophisticated routines for detecting 

and dealing with errors, whether operator or machine. The edits should 

check each piece of information received for reasonableness and internal 

consistency. F o r  quantities and amounts, limits should be established 

so that items exceeding these limits would automatically generate a 

request for the operator to repeat the information. F or examples of 

consistency, an order for tennis shoes should not be in gallons, and the 

item serial number should be in a series consistent with the description 

and price as shown in the entry and in the computer's files. The level 

of sophistication of the edits used will naturally depend on the amount
I

of damage that is possible due to the entry of erroneous information.

Some errors may be due to machine failures, so controls must be 

instituted to detect and correct these errors. Under one system, to 

ensure that messages lost in transmission are detected, each terminal is 

given a code number and the messages originating at that terminal are 

given a sequential number which is included in the heading of the message. 

As the messages are received, the computer checks the sequence of the 

messages for each of the terminals, and if the numbers are out of se

quence it requests retransmission of the missing messages. By reference 

to the message log, the operator at the terminal can determine the message 

that was not received and retransmit it. To ensure the accurate trans

mission of a message, the message can include the number of characters 

contained in it, and when it has been received the computer can test this 

against the number of characters actually received. Should a terminal be 

out of service, provision must be made for holding the messages for that
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terminal in the computer m e mory until such time as service is restored 

at the terminal. Procedures could also be established whereby the 

messages are re-routed to another terminal to be transmitted to the out 

of service location by some other means.

Output controls. The objectives of output controls are to 

ensure that the output will be distributed to those authorized to have 

the information and to them only, and to ensure that the output is 

reasonably free from errors.

Distribution of information from a computer system generally 

takes one of two forms, the printed documents— checks, reports, orders 

and the like— or displays on remote terminals. The best control of 

printouts and such materials is to include in the run manual the number 

of carbons to be made on the printer and the distribution of these copies. 

It is often an informative procedure to delay the distribution of non- 

essential reports with wide distribution for a week or two and judge the 

need of the users on the basis of the inquiries received about the delay. 

In the writer's own experience, the accidental delay of delivery of a 

report made it possible to reduce the distribution to those with an 

actual need to know.

The use of remote terminals which can access information stored 

in the computer memory can be controlled by the use of keys and code 

words as mentioned earlier, while another system involves the use of 

authority lists. This system is a refinement of the code word system in 

which the code word establishes the amount of clearance granted to the 

user. One user may have access to all files, but only to read, not to 

write. Another may read and write, or still another may be limited to 

specific files. By the establishment of a list of code words in the
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supervisor program the degree of access of users can be limited to the 

exact amount required by his job. The terminals themselves can be 

limited in their access by a table associated with their identifying 

numbers, and the identity of the requesting terminal positively es

tablished by assigning each teiminal to a specific line or by pro

cedures requiring the computer to break the connection and call back 

to the terminal to be certain that this is where the inquiry origin

ated.

Errors in the output can be reduced by the use of the pro

cedures above for controlling input, coupled with strong editing 

routines in the processing routines to screen out improper transactions 

and possible machine caused errors. The errors detected as a result
i

of the edits and checks contained in the programs should not appear 

with the normal output, but should be collected by the computer and 

printed out at the end of the run for correction. In some severe cases, 

especially when the computer's internal diagnostic checks determine 

that it is malfunctioning, it may be necessary to shut the system down 

completely and restart when the problem has been remedied.

If the output is absolutely essential, the cost of duplexing 

may be justified. In a duplexed system, two computers are used; one is 

the main operating computer which in normal circumstances takes care of 

the processing. The second computer is on stand-by, ready to take over 

the processing should the first computer begin to malfunction. In some 

systems the second computer periodically checks the functioning of the 

first and initiates the changeover if it appears that the first computer 

is malfunctioning. In other systems, the main computer checks itself 

and initiates the switch if it detects a malfunction. Under both systems,
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the operator can also initiate the switchover. While the use of one 

computer for standby is expensive; in situations where the proper 

functioning of the computer system is essential, such as national 

defense systems, this duplexing is routine. Such assurance of the 

continuity of output is not commonly necessary in business data pro

cessing systems, however.

Program Design and Documentation

In an EDP system, the sound practices to be followed in the 

performance of duties and functions are achieved by careful design of 

the functions and tests performed by the computer programs, sound pro

cedures for the operation and restarting of the p r o g r a m s , and adequate 

documentation of programs to ensure that they can be used and maintained 

by others than the original programmer.

Programmed controls. There are four basic objectives of the 

controls which are to be included in the computer programs themselves:

1. To detect loss or nonprocessing of data.

2. To determine that arithmetic functions are performed correctly.
3. To determine that all transactions are posted to the proper record.
4. To ensure that all errors detected in the processing of data are 

corrected.3

Programmed controls to detect loss or nonprocessing of data are 

of three types, record counts, financial totals and hash totals. We have 

already discussed the other side of hash and financial totals which is 

prepared outside the data processing center at the point of origination 

of the batch of transactions. Routines in the programs must be written 

to accumulate totals of the transactions processed. These totals are in 

terms of the total number of transactions, the dollar totals of the

W. Thomas Porter, J r . , Auditing Electronic S y s tems, (Belmont, 

California: Wadsworth Publishing Company, I n c . , 1966), p. 21.
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transactions and the hash totals of any other attributes of the trans

actions. While the financial and hash totals can be compared with the 

externally determined batch totals, the record count can be compared 

either to an initial count of the transactions or to a physical count 

of the output if the run is producing such things as invoices or pay- 

checks.

Programmed controls of arithmetic calculations include limit 

checks, cross-footing checks and zero balancing. An improperly per

formed calculation will often result in an answer which is of a different 

order of magnitude than the proper answer as in the cases of people who 

have received million dollar paychecks in place of hundred dollar checks. 

To detect such an improperly performed calculation, limits are set up in
I

the program to which the result is compared. If the answer should exceed 

the limit, the calculation is redone a given number of times, at which 

time either the result is within the limits or the transaction is placed 

in the error file for eventual error correction. Cross-footing checks 

are quite similar to those performed in a manual accounting system. When 

the individual items are posted to several different accounts or files, 

the n ew totals of the files should sum to the original control total for 

the files plus the total amount posted. Somewhat akin to this is zero 

balancing, where the detail items posted are accumulated in a register 

as positive items and the summary posting of these items is accumulated 

as a negative item. If the detail items have been processed properly, 

the balance in the register at the end of the run should be zero.

Programmed controls for proper posting are intended to ensure 

that the transactions were posted to the proper file. The problem arises 

from the fact that a large computer center will have a large number of
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files in terms of individual tapes, disc packs and card files. The 

use of the wrong file for input or output can result in the destruction 

of valuable data, as the writing process erases whatever information 

was previously on the file. Part of the control over this problem can 

be achieved by the use of external labels on the files, but for magnetic 

tapes and discs, the use of header labels is a powerful programming 

technique to control the problem. The program should include an initial 

routine which reads the label included in the first section of the file 

and compares it with the programmed information in the identification 

routine. If it is determined that the file mounted is not the correct 

one for the run in progress, a message on the console to the operator 

will instruct him to mount the proper file. The tape label should
I

typically include the serial number of the tape reel, the number of the 

job or file, the sequence number of the reel if there are more than one, 

the date the file was created and the time that the file should be kept 

intact. An additional means of preventing destruction of files is the use 

of file protection rings, a plastic ring which can be removed from the 

magnetic tapes to make it impossible to write on them.

Because of the possibility that files could be inadvertantly 

destroyed despite these controls, procedures should be established for 

the reconstruction of files so destroyed. The "grandfather, father, son" 

concept is used for this purpose. A file (grandfather) is updated by a 

set of transactions, and the new file (father) is written on another 

tape. This n ew tape is then used in the next updating run and the u p

dated file written on still another tape (son). When this third tape 

has been checked out, the grandfather tape can be destroyed. If some

thing should happen during the processing run which updates the father
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tape, however, and one of the two tapes is destroyed, they can be re

constructed. If the father tape was destroyed, the transactions are 

again run against the grandfather tape and a duplicate of the father 

tape is thus produced. If the son tape was the one destroyed, the 

transactions can be run against the father again and a new tape produced. 

Even if both of the tapes are destroyed, they can be reproduced by the 

grandfather and two successive processing runs. For files contained on 

discs and drums— random access files— the same problem exists. While 

it is often not economically feasible or even desirable to have the up

dated file written on another file in the same medium, at regular intervals 

the contents of the file should be copied on magnetic tapes so that in 

the event of accidental destruction the file can be reconstructed by
I

running the transactions subsequent to the recording against the file 

when it has been recopied from the tapes. It should be noted that these 

reconstruction systems are dependent on keeping the original input as 

long as the file that it updated it. Thus, while the grandfather, father 

and son are kept in existence at the same time; the input which created 

the father and the son will also be kept. When the grandfather is destroyed 

(the new son is often written on this tape) the father becomes the new 

grandfather and the transactions tape that originally produced the father 

may also be destroyed.

Programmed controls for error correction are aimed at ensuring 

that the errors detected by the programmed controls discussed above will 

be corrected by the appropriate operating personnel. This is usually 

handled by accumulating the errors for a given run on an error tape.

When the run is finished, this tape is printed out in a form which lists 

the erroneous transactions, the nature of each error, and finally a
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summary of the errors detected by type of error and by the source of 

the information. This summary will make it possible in many cases to 

detect machine malfunctions, and to determine which departments are 

the greatest sources of incorrect data. When corrective action is taken 

on the errors listed on the error printout, the corrective action taken, 

the date, and the name of the person taking the action should be noted 

on the printout, while a copy of the console printout for the error 

correction run should be attached to the printout for review by the data 

processing control section. This will provide assurance that the errors 

have been corrected and that the corrective action taken was proper.

Operation and restart procedures. Since the operator of a 

computer has access to the computer console which can be used to modify
I

both the program and the data stored in the computer, controls must be 

instituted to ensure that the use of the console is limited to those 

actions necessary to properly operate the program being run. Some controls 

to ensure the proper use of the control console are: (l) Scrutiny of the 

console printouts. A carbon copy of the console printouts should be pre

pared to be given to the supervisor for his review. It is necessary also 

to exercise control over the printout itself. The paper should be serially 

numbered or the printer case locked to deny access to the printout.

Should the printer be equipped with the option of shutting off the printer, 

as some consoles are, the control should be rendered inoperative by the 

authorized service personnel to ensure that all console entries will 

appear on the printout. (2) Rotation of duties. A given operator should 

not be assigned permanently to a computer run, rather, the assignments 

of programs should be rotated among the operators on some systematic 

basis. Somewhat akin to this policy, is another recognized control
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policy of requiring personnel to take vacations. In this way, there 

can be some assurance that no continuous manipulation of the system is 

taking place. (3) Careful accounting for processing time. Computer 

operators should keep a log which accounts for all processing time logged 

on the clock provided by the manufacturer on the central processing unit. 

The times shown for the runs should be compared with previous running 

times and any material discrepancies investigated as these might indicate 

time used to alter the program or data through the console. It is also 

an indicator of the efficiency of the operator if the log does not dis

close many instances of restarts for improper setups. (4) Programs 

designed to permit nonstop operation of the processing runs. This is to

say, required operator intervention should be kept at a minimum, reducing
1

the chance of human error or manipulation. If possible, errors should 

not require halting of processing and restarting, but should be listed 

for handling after the main run is completed.

Documentation. According to Gordon B. Davis, documentation, 

"documents and records which describe the system and procedures for per

forming a data processing task", can serve the following purposes:

1. Provide explanatory material necessary for a supervisory review 
of proposed systems and computer programs

2. Simplify program revision by providing full detail in support 
of each program

3. Provide the data necessary for answering inquiries regarding 
the operation of a computer program

4. Aid in instructing new personnel by providing background on 
previous programs and serving as a guideline for n ew programs

5. Provide operator with current operating instructions

6. Serve as one basis for an evaluation of internal control.^

^Davis, Auditing and E D P , p. 23.
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The uses of documentation which make it necessary from an 

internal control standpoint are in the area of program revision, operator 

instructions and review of internal controls. A well documented system 

will include standard procedures for authorization of such changes as 

may be necessary to update a given program, and through the information 

and documentation prepared in connection with changes, the supervisor 

can assure himself that the changes made did actually serve the purpose 

claimed. To minimize operating time, the documentation package should 

also give the computer operator a set of standard procedures to follow 

in connection with running the program to avoid operation errors and 

improper setups. As an extreme example of the need for documentation in 

evaluating the programmed controls, it is one thing to specify what
I

controls the program should include, it is quite another to review 

several hundred pages of machine language instructions printed out by 

the computer to see that these control routines are actually embodied 

in the program. In this connection, the role of documentation is to make 

this review easier by the presentation of flow charts and textual de

scriptions of the concept and application within the program. The docu

mentation of each run should ideally result in a run manual containing 

problem definition, system description, program description, operating 

instructions, listing of controls, and acceptance sections.

The problem definition section will give the background of the 

problem to which the computer program is applied. It should have a general 

description of the problem, copies of official requests for a program for 

this application, minutes of any meetings which might bear on the design 

of the program, and any policy decisions applicable to the program 

design.



23

The system description section will describe the overall 

outline of the system within which the program will operate, its relation 

to other runs, the source and format of its input data, and any controls 

which will bear on the program. This information is often presented in 

the form of a flowchart of the system which gives the reader a visual 

image of the program and its relationships with others.

The program description section is a detailed explanation of 

the program itself which is expected to contain sufficient information 

to impart a clear enough understanding of the entire program to make 

review and revision relatively s imple. This section will contain a 

flowchart of the program, which will show in picture form the logic of 

the program. Sometimes the flowchart will be in two stages, a general

I
chart showing the broad outlines of the logic followed and a much more 

detailed one showing the actual machine instructions used to carry out 

this logic. Any data included in the program should be clearly set 

out. F or instance, the limit figures for reasonableness tests should 

be stated, and any other tables, such as t a x  tables, should be listed to 

facilitate change if it becomes necessary. If specific portions of the 

memory of the computer are required for use by the program, these memory 

allocations should be noted in this section. This section should also 

include the latest program listing available ; this being the computer 

listing of the instructions which make u p  the program. This listing 

could prove invaluable should the program be destroyed and have to be 

produced again from the existing documentation. If sense switches are 

used to control program options, their settings for each purpose should 

be clearly detailed.

The operating instructions section should contain sufficient
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information to enable the computer operator to set u p  and run the program 

with no further instructions from the programmer. This is the only section 

of the run manual to which the computer operator should have access. The 

information needed by the computer operator to set up and run the program 

includes general information about the program, which will give him 

sufficient knowledge of the purpose and operation of the program to 

prevent such mistakes as mounting accounts receivable tapes for a payroll 

program or putting standard paper in the printer for a check writing 

program. There should be information sufficient to set up the input and 

output devices for the run: which tapes should be mounted on which drives, 

what discs should be mounted, the forms to be used in the printer-including 

instructions for lining up the paper to print in the proper spaces (as for
I

payroll check writing)-if card input is to be used, the order of the parts 

of the input deck and the card reader in which it is to be loaded, any 

sense switch settings needed for the run. Information should also be 

provided for dealing with any stops which may be made by the computer.

F or systems using card input, the formats of the data on the cards should 

be provided so as to make it possible to reconstruct a card if it is 

damaged by a mechanical failure of the sorter or card reader. If the 

program calls for the computer to halt processing when certain error 

conditions are detected, information should be provided to enable the 

operator to discover the reason for the halt, make the necessary correc

tions, and restart the computer. To make this information as compre

hensive as possible, it should also include the person to be contacted 

if the program stops for a reason not covered by the instructions. This 

person will ordinarily be the programmer or his supervisor. Instructions 

should also be provided for the actions to be taken at the end of the
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computer run, including the disposition of the input and output data 

and any labelling of these that may be necessary.

It is important that the operator have access only to this 

section of the min m a n u a l , as detailed knowledge of program instructions 

and memory layouts could make it possible to manipulate the data and 

program and nullify the control achieved by separating the programming 

and operating functions.

The listing of controls section will include information on 

all of the ways in which the accuracy of the output is controlled. It 

will include the controls over the accuracy of input data, any compari

son of batch totals or control figures done in connection with the program,

the programmed controls incorporated in the program, and any checking of
\

the output that is to be done by the user department.

The acceptance section details the testing done to see that the 

program functions properly, the formal record of the approval of the 

program, and information on any changes made in the program since it was 

originally written. In the test portion of this section there should be 

a listing of the data deck used for the test and the output resulting 

from this run. Each time changes are made in the program, the test deck 

should again be run against the program and the output compared to the 

original output to see that no unexpected changes in the program have 

resulted from the modifications of the program. When the program is 

initially written, the program and its documentation should be reviewed 

by the programming supervisor and the data processing manager, and the 

formal evidence of their approval should appear in the acceptance section 

of the run manual. All changes made to the program after the initial 

acceptance should be supported by evidence, in the form of initials or
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signatures, of the request for the change, authorization of the change, 

and acceptance of the change as made by the programmer.

Training and Qualifications of Personnel

The fourth guideline calls for personnel quality commensurate 

with responsibilities. In an EDP system, this guideline is applicable 

to all personnel connected with the data processing function, those out

side the EDP group as well as those within.

Non-EDP personnel. Both the personnel who prepare input and 

those who use the output of the computer center need a certain amount of 

training to adapt to the EDP system, use it effectively and play their 

part in the internal control system. For those who prepare the input, 

training is essential to ensure that the input they prepare will be as 

error free as possible. If the control totals are made up for the data 

which contains errors, this system of error detection will be of no use 

in finding input errors. The saying common around data processing in

stallations "garbage in-garbage out" applies to just this situation, 

faulty input will produce faulty output regardless of the sophistica

tion of the data processing system. Even if the input is correct, in

correct control totals can lead to a great deal of fruitless searching 

for coding errors. Proper training of the personnel in the input area 

can reduce the incidence of this sort of problem.

F or those who use the output, training is also necessary. In 

order to perform the final review of the output, the user has to be 

familiar with the format in which the output is presented and especially 

how each run is related to each other run. This enables the us e r  to 

make crosschecks between the runs he receives to see that they are

consistent.
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EDP p e rsonnel. Those in the EDP area must also have the 

necessary training to successfully carry out their duties. The 

training levels of the three basic groups, k e y p u n c h e r s , computer 

operators and programmers are quite different. Training for keypunchers 

is usually the easiest and quickest, assuming that the person has already 

some proficiency in typing. This skill readily transfers to keypunching, 

and it is the mastery of the mechanical operation of the keypunch machine 

and familiarization with the formats for the input that take the most 

learning time. This mastery and familiarization are extremely important 

for accuracy, since the automatic features of many keypunches can per

petuate an initial mistake by the operator and since the placement of 

data on the card determines what the input to the computer will be.

The mistakes made by the keypunching group will usually be caught by 

verification and edit runs, but finding and correcting these errors is a 

time consuming process. For this reason, a high level of proficiency 

of keypunchers is essential to the economical operation of the data pro

cessing system.

Computer operators can often be trained in this skill through 

a program mainly consisting of practical experience. The operator in

structions part of the run manual should be written so that the operator 

can successfully nan the program without further instructions, so the 

training required is primarily in the terminology used in the instructions 

and the mechanical operation of the input and output devices. Since the 

terminology used will vary rather sharply between EDP installations and 

the mechanical operation of the equipment will also vary between various 

makes and models of computers, these things can best be learned by watch

ing experienced operators and by practice i n  operation. Computer
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programming is not a requisite skill for computer operation; indeed, it 

is not desirable. With sufficient knowledge of programming and flow

charting conventions and access to the run manual— should this be 

possible in spite of the controls— an operator might be able to modify 

the data and program resident in the computer. Also, since computer 

operation is a rather simple task, it would be a waste of the training 

in programming, and the simplicity of the task might lead to boredom 

and inattention with the resultant possibility of errors.

Within the general group of programmers, there are several 

identifiable levels of skills. Relatively inexperienced programmers may 

be able to modify and maintain complex programs and design and write 

fairly simple ones. More proficient programmers will be able to design 

and write complex programs when given the basic outline of the problem 

and the desired principle of the solution. The most proficient pro

grammers will be able to do all of these things but will also be able to 

analyze the problem and devise the outlines of a program or system of 

programs to solve the problem. This last group will usually be the systems 

analysis group of installations large enough for this separation. In 

many cases, the cost of such sophisticated personnel is not necessary, 

due to the existence of a great variety of packaged programs available 

from groups specializing in writing such programs. These groups will have 

already done the problem analysis and program writing; it remains for the 

user to adapt his clerical system and the reference tables in the program 

to his own situation. For such program modification and maintenance, a 

relatively inexperienced programmer has the requisite skill. The degree 

of reliance on packaged programs will, of course, be a matter of managerial 

judgment; but for many smaller applications it can result in considerable
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savings, both in salaries and in efficiency of programs.

For internal control purposes, it is desirable that the 

programmer, or possibly the data processing manager have some kn o w

ledge in the application of the programmed controls which we have 

described above. Many times the packaged programs will have such features 

built into them; for an installation which decides not to rely on these 

to any great extent it is desirable to employ a systems analyst-programmer 

with experience in this area to secure the needed knowledge of the tech

niques.

Special Problem Areas

The nature of EDP systems dictates certain needed controls 

which are somewhat outside the purview of the AICPA guidelines due to 

the special emphasis that they receive in EDP systems. One area is the 

protection of the computer and related equipment itself, the other is 

the protection of the data files of the computer.

Equipment protection. Like all electronic e q uipment, computers 

are sensitive to factors in their environment that would be nearly im

perceptible to humans. Due to the close tolerances in the mechanical 

input and output devices, a particle of dust or even a molecule of 

cigarette smoke can cause damage to the equipment or to the tape or disc 

being read or written at the time. F o r  this reason, it is desirable to 

exercise the utmost cleanliness in the computer room and to forbid 

smoking. The use of fine filters in the air conditioning equipment is 

also helpful in keeping the dust to acceptable levels; while the air 

conditioning system is itself essential to the proper operation of the 

EDP system. Operation of a computer generates a great deal of heat, and 

this heat must be removed in order to prevent malfunctions. Many times
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the electronic equipment will either cease to function or intermittently 

malfunction when excessive heat builds up; furthermore, the expansion 

under heat followed by cooling off when the computer is shut down for 

the day tends to loosen the solder on computer circuitry, which eventually 

causes machine originated errors which are nearly impossible to trace.

In addition to limiting heat buildup to manufacturer's tolerances, a 

good air conditioning system should control the humidity to these 

tolerances as well. Too much atmospheric moisture causes punched cards 

to swell and warp, while too little moisture leads to static electricity 

which can induce machine malfunctions.

In addition to protection of the computer from environmental 

influences, protection must also be provided against electrical fires

I
in the equipment. At the very least, fire extinguishers should be pro

vided which will smother electrical fires with minimal damage to the 

circuitry. Many computer centers also feature automatic fire detection 

and control devices built into the rooms occupied by the computer center. 

In recent years, a n e w  threat has been added to those mentioned above—  

the concentration of expensive and delicate electronic equipment in a 

computer center makes it a target for sabotage. This possibility can be 

guarded against by strict limitation of the computer center to authorized 

personnel and by fireproof construction of the facility itself.

Protection of the equipment from the normal hazards of wear and 

age is the function of a regular program of preventive maintenance. 

Manufacturers of the equipment have established the reliable service 

times of various components, and the maintenance, testing and lubrication 

that should be performed to extend the life and ensure the reliability of 

the equipment. Computer manufacturers offer preventive maintenance and
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service both for computers leased from them and also on computers bought 

outright (for an additional charge). It is essential for control of 

machine accuracy that the recommended maintenance and service be per

formed by trained personnel— either the manufacturer's representatives 

or, in a really large system, by in-house personnel with the necessary 

training and equipment.

Data protection. The normal forms in which data files are 

commonly stored in larger EDP systems, tapes, discs and cards, are much 

more sensitive to damage than their manual counterparts. A fire which 

would only slightly char paper documents would be sufficient to melt 

magnetic tapes and warp magnetic discs. Further, the water used to put 

out a fire would cause punched cards to swell and be unreadable by the 

computer. It is therefore necessary to provide protection for these 

files which will stand against fire damage. For the regular files and 

materials which are used in day to day operations, fire protection should 

be provided on site in the form of fireproof files or a fireproof vault 

in the file library. Not only should the data files be kept in these 

storage areas, but also the programs and run manuals. In addition to 

these protection features, off site storage should also be provided for 

back-up data. At a minimum, this storage location should contain copies 

of the program tapes, copies of the run manuals, the back-up dumps of disc 

files and grandfather tapes with the necessary input tapes to reconstruct 

father and son tapes. This storage location should also be fireproof, 

and should also provide security to deny access to unauthorized persons.

Insurance. In addition to these physical protection measures, 

it is also necessary to protect against the financial loss that would be 

incurred by the company if something were to happen to the computer equipment
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or the data. The equipment itself should be covered by insurance just as 

any other valuable piece of machinery would routinely be covered. In 

addition, provision should also be made for the cost of replacement or 

reconstruction of data should it be destroyed, expenses incurred in 

order to return to normal business activity and losses incurred due to 

interruption of business.

A n  Internal Control Checklist

The application of the internal control measures presented above 

will ensure at least an adequate system of control for an EDP system. In 

order for the manager to evaluate his own system or for the auditor or 

outside consultant to evaluate the system it is helpful to use a checklist 

which summarizes the controls and offers an indication of their importance

l

for the system of controls. Gordon B. Davis has developed such a checklist,' 

and we will present it here.

The questionnaire is in two major parts; the first concerns the 

general controls operative in the data processing system as a whole, the 

second concentrates on individual applications to determine whether the 

internal controls have been applied to these. The questions are coded 

as to the general control significance of the feature. Code "A" indicates 

a control element which may affect the overall effectiveness of the internal 

control system. Code "B" indicates a feature which m ay affect data pro

cessing safeguards, and code "C" indicates a control which will affect 

operational effectiveness or efficiency. The yes-no answers are worded 

so that a no answer flags a condition which may indicate the need for 

further investigation to see if control is actually lacking in this area.

I b i d , pp. 325-40.
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Part I: Questionnaire for Operation of the Electronic Data Pro
cessing Installation.

1. Background

1-1. Where is the computer located?____________________________
1-2. Give a brief description of the equipment______________

(a) Manufacturer and model number of computer (this
can be obtained from a copy of the manufacturer's 
invoice)___________________________________________________

(b) Internal memory size___________________________________
(c) File storage devices

Magnetic tape (no. of units___ ) _______
Disk (no. of drives___ ) _______
Other (describe) _______

(d) Input/output devices 
Card reader 
Card punch 
Printer- 
Other (list)

1-3. Applications 
Cash

Receivables
Inventory

Property, plant and equipment
Payables
Sales
Payroll
Cost and expense
Other (list major ones below)

2. Organization

2-1. Prepare or obtain an organization chart of the EDP organ
ization. Determine position titles, job description and 
names of persons in these positions.

Yes No
2-2. Is there a segregation of duties such that:

(a) The functions and duties of system design 
and programming are separate from computer 
operation? ____ ____ A
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les No
(b) Programmers do not operate the computer

for regular processing runs?     A
(c) Computer operators are restricted from 

access to data and program information
not necessary for performing their assigned
task?     B

(d) The employees in data processing are 
separated from all duties relating to the 
initiation of transactions and initiation 
of requests for changes to the master
files? A

2-3. Are the operators assigned t o  individual runs
rotated periodically?     A

2-4. Are the computer operators required to take
a vacation?     B

2-5- Is supervision of operators sufficient to
verify the operator's adherence to prescribed 
operating procedures?     B

3. The C o n t r o l ,Function

3-1. Is there a person or group charged with respon
sibility for the control function in the data 
processing department? Obtain description of 
duties. These duties will normally include:
(a) Control over receipt of j nput data and 

recording of control information?
(b) Reconciliation of control information 

(batch control totals, run-to-run controls, 
e t c . )?

(c) Control over distribution of output?
(d) Control over errors to ensure that they 

are reported, corrected and reprocessed?
(e) Review of console logs, error listing 

and other evidence of error detection 
and control?

3-2. Is the person or group responsible for control
over processing by the data processing department 
independent from the person or group responsible 
for the operation of the equipment? ____ ___

3-3» If there is an internal auditing group, does 
it perform EDP control activities related to:
(a) Review or audit? ____ ____ A

(b) Day-to-day control activities? ____ ____ A
If "yes", note the nature and extent of these activities.
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3-4« Are master file changes or changes in program
data factors authorized in writing b y  initiating 
departments? ____, ____  A

3 -  5. Are departments that initiate changes in master
file data or program data factors furnished with 
notices or a register showing changes actually 
made? (Examples of such changes are changes in 
pay rates, selling prices, credit limits and 

commission t a b l e s . )? ___ _ ____ A

4- Control Over the Console

4- 1. Are provisions adequate to prevent unauthorized
entry of program changes and/or data through the console? 

The following questions reflect the types of 
controls which m ay be used.
(a) Are adequate machine operation logs being 

maintained? F o r  each run these should in
clude information covering the run identi
fication, operator, start and stop time, 
error halts and delays, and details of reruns.
I^le time, down time, program testing, etc.

should also be logged. ____ ____ B
(b) Is there an independent examination of

computer logs to check the operator per
formance and machine efficiency? If " y e s " , g

(1) How often ______________________________

(2) By whom__________________________________

(3) How carried out________________________

(c) If the computer has a typewriter console, 
is there an independent examination of the 
console printouts to detect operator problems
and unauthorized intervention? B

Yes No

5. Management Practices

5-1. Is there a written plan for future changes to be 
made to the system? __  C

5-2. Is approval for each application supported by 
a study of cost and benefit? ___ _  c

5-3. Is a schedule of implementation prepared showing 
actual versus planned progress? ___ __  G

5-4. Is there a system and procedures manual for 
the activities of the installation? C
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6. Documentation

6-1. Is a run manual prepared for each computer 

run?

Yes No

C

6-2. Are operator instructions prepared for each

run? C

6-3. Are documentation practices adequate?
Does the normal documentation for an
application include the following? Yes No ___  ___  G

Problem statement ___  ____
System flowchart ____ ____

Record layouts ____ ____
Program flowcharts ____ __

Test data ____
Operator instructions ___  ____

Summary of controls
Approval and change record ____

6-A. Is there supervisory review of documentation
to ensure that it is adequate? ____ ____ B

6-5. Is documentation kept u p  to date? C

7. Program Revisions

7-1. Is each program revision authorized by a request 
for change properly approved by management of 
supervisory personnel? ____ ____ B
(a) Who authorizes_______________________________
(b) How evidenced_________________________________

7-2. Are program changes, together with their effective 
dates documented in a manner which preserves an 
accurate chronological record of the system? ___  ____ G

7-3* Are program revisions tested in the same manner
as n ew programs? ____ ____ B

8. Hardware Controls

Unless there is evidence of hardware-based processing difficulties, 
the auditor can usually rely on the hardware. No review is ordi
narily required for audit purposes.

9. Control Over Input and Output Data

Although the control over input and output data must be 
exercised for each application, geneial questions regarding
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these controls may be used to ascertain policy regarding
the use of control procedures.

Yes No

9-1. Are initiating departments required to 
establish independent control over data 
submitted for processing (through the 
use of batch totals, document counts, or 
otherwise)?     A

9-2. Is a schedule maintained of the reports 
and documents to be produced by the EDP 
system?     B

9-3* Are output reports and documents reviewed 
before distribution to ascertain the 
reasonableness of the output?     A

9-4. Are there adequate procedures for control
over distribution of reports?     B

10. Programmed Controls Over Processing

Programmed controls must be evaluated in terms of each 
application.

11. Controlling Error Investigations

11-1. Are all error corrections reviewed and 
approved by persons who are independent 
of the data processing department? ___ ___  A

11-2. Are records maintained of errors occurring 
in the EDP system? ___ C

11-3. Are these error records periodically 
reviewed by someone independent of data 
processing? ___  C

Physical Safeguards Over Files

12-1. Are important computer p r o g r a m s , essential 

documentation, records and files kept in 
fire-proof storage? ___ ___ c

12-2. Are copies of important programs, essential 

documentation, records and files stored in 
off-premises locations? _ c

13. Procedural Controls for Safeguarding Files
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Yes No

13-1 . Are external labels use d  on all files? ___ B

13- 2. Are internal labels used on all magnetic 
tape files? ____ B

13-3. Are file header labels checked by pro
grams using the files? ___  B

13- 4. Are file protection rings used on all 

magnetic tape files to be preserved? ___ B

13- 5. Is the responsibility for issuing and 

storing magnetic or portable disk packs 
assigned to a tape librarian, either as 
a fulltime or part-time duty? ___ C

14. Capability for File Reconstruction

14-1. Are there provisions for the use of 
alternative facilities in the event of 
fire or other lengthy interruption? C

14-2. Is there adequate data processing 
insurance (other than fire coverage)? B

14-3. Are data processing personnel covered 
by fidelity insurance? ___  B

Part II: Questionnaire f or Individual Application

101. Control Over Input and Output for an Application

101-1. Are there adequate controls over the
creation of data and its conversion to 
machine-readable form? ___  ____ A
(a) Procedural controls ____
(b) Mechanical or visual

verification ____
(c) Check digit

101-2. Is there adequate control over transmittal 
and input of data to detect loss or non
processing? Note data and field controlled.

Field
Financial control totals____________
Hash control totals___________________
Document counts________________________

Sequential numbering of input
document s____________
Other

(a
(b
(c)

(d)

(e)



Yes
101-3. Are the input control totals and run-to- 

run control totals for each application 
checked by someone other tha n  the equipment 
operator?
By whom___________________________________________

101-4. If data transmission is used, are controls 
adequate to determine that transmission is 
correct and no messages are lost? ___

101-5. Is input data adequately tested for validity,
correctness and sequence? ____
Note: Questions may have to be applied 
to each important data field of the input 
being reviewed.

Field tested
(a) Validity tests:

(1) Valid code_____________________________
(2) Valid character______________________

(3) Valid field____________________________
(4) Valid transaction____________________

(5) Valid combinations___________________
(6) Missing data__________________________

(b) Sequence_____________________________________
(c) Limit_________________________________________

(d) Reasonableness_____________________________
(e) Other______________

101-6. Is control over output adequate? Describe.

101-7- Describe the control function, if any, for 
evaluating quality of output.

102. Programmed Control Over Processing

102-1. Are control totals used to check for

completeness of processing? These may 
include trailer file labels, run-to-run 
totals, etc.

102-2. Are programmed controls used to test 
processing of significant items?

Items Applied To
(a) Limit and reasonableness test_______________
(b) Crossfooting test______________________________

102-3. Does the program check for improper switch 
settings (if sense switches are used)?



40

103. Control Over Handling of Errors

103-1 .

Yes
Does the program provide an adequate console 
printout of control information (sense switch 
settings, control violations, operator inter
vention, etc.)? ____

103-2. Whe n  a program is interrupted, are there ade
quate provisions for re-start?

103- 3. Inquire into handling of unmatched trans
actions (no master record corresponding to 
transaction record). Is it adequate?

(a) Reject and note on error log ___
(b) Reject and write on suspense 

record
(c) Other

104. Control Over Program and Data Files

104-1. Is there adequate up-to-date documentation 
for the application? Yes No

(a) Application summary
(b) R un manuals
(c) Operator instructions ______

104-2. Is test data documented and kept up-to-date?

104-3. Are controls over master file changes 
adequate? Yes No
(a) Written request for change 

from outside data
processing _________

(b) Register of all changes 
reviewed by initiating 
department

(c) Supervisory or other

review of changes _________

104-4. Are there adequate provisions for periodically 
checking master file contents?

Yes No
(a) Periodic printout and

review _________
(b) Periodic test count against 

physical count _________
(c) Other

104-5. Are the back-up and reconstruction provisions 
adequate?
Describe



105. Management or Audit Trail

105-1 Do the records or references provide the 
means to adequately:

(a) Trace any transaction forward to a final 
total?

(b) Trace any transaction back to the 

original source document or input?
(c) Trace any final total back to the 

component transactions?

Wh e n  ledgers (general or subsidiary) are 

maintained on computer media, does the system 
of processing provide :

(a) An historical record of activity in the 
accounts?

(b) A periodic trial balance of the accounts?

Are source documents retained for an adequate 
period of time in a manner which allows 
identification with related output records 
and documents?

cq m
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