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I. Introduction 

The overarching issue behind this comment has been monumentally anticipated and 

planned since the beginning of this Nation. Specifically, the issue of an independent and self-
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functioning government can be traced as far back as Friday, February 8, 1788. On this date, James 

Madison published the Federalist Paper: No. 51 stating in part,  

“But what is government itself, but the greatest of all reflections on human nature? 

If men were angels, no government would be necessary. If angels were to govern 

men, neither external nor internal controls on government would be necessary. In 

framing a government which is to be administered by men over men, the great 

difficulty lies in this: you must first enable the government to control the governed; 

and in the next place oblige it to control itself.”1 

 

Yes, the Federalist Papers sought to ratify the Constitution and were strongly in favor of 

the central government. However, the Papers also provide insurmountable insight to the ideals, 

concerns, and expectations of the Founding Fathers as they drafted the Constitution. One of those 

concerns, as acknowledged by Madison, was the role the government played in governing itself.2 

Madison highlights that men are not perfect and allowing men to govern other men will be 

significantly problematic, therefore procedures must be implemented to ensure there is no abuse 

of government.3 This issue remains highly relevant today, as we discuss Edward Snowden and the 

legal precedent surrounding federal employee whistleblowers.  

First, this comment will introduce the foundational principals behind whistleblowers, and 

laws related to such conduct. Second, this comment will analyze the related authority; expand upon 

the purpose of whistleblowing and whistle-blower protections. Third, this comment will discuss 

recent legislative conduct, in comparison to modern whistleblowers, to determine if there really is 

a distinction. Lastly, this comment will recommend higher protections for whistleblowers, and 

explain their vital role in our society during times of tainted procedures.  

                                                 
1 The Federalist No. 51 (Alexander Hamilton or James Madison), The Avalon Project of Yale Law School, 

http://avalon.law.yale.edu/18th_century/fed51.asp (last visited April 11, 2018). 
2 Id. 
3 Id. 
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II. Background 

i. The Whistleblowing Founding Father 

In 1772, Benjamin Franklin secretly sent an accumulation of letters to the speaker of the 

Massachusetts Assembly, Thomas Cushing, claiming the letters were incriminating evidence 

against Gov. Thomas Hutchinson.4 Although it is unknown how Franklin acquired the letters, we 

do know Hutchinson had been Franklin’s friend when they drafted the Albany Plan in 1754.5 

Regardless, Franklin intended to show “prominent people” that any harsh feelings towards 

Americans did not stem from the British Parliament, but rather that “Hutchinson had been feeding 

bad advice to key British officials all along.”6 Furthermore, one of the letters written by Hutchinson 

read, “There must be an abridgement of what are called English liberties,” and once Cushing 

showed the letters to Samuel and John Adams “every word of the inflammatory letters were fully 

printed in the Boston papers.”7 Individuals on both sides of the Atlantic kept Franklin’s identity, 

as the source of the letters, a closely guarded secret.8 

Franklin’s identity was kept so secret, two men “fought a duel over each one’s claim that the 

other was the mole,” and at the end of 1773 Franklin disclosed his identity in the London 

Chronicle.9 The backlash against Franklin started immediately, and before he knew it, Franklin 

was accused of “illegally receiving and disclosing private correspondence.”10 This shocked 

Franklin, but he was summoned to a Privy Council hearing on January 29, 1774, which was 

described as a room full of people “ready to crucify him.”11 After an hour of abusive allegations, 

                                                 
4 John L. Smith, Jr., BENJAMIN FRANKLIN: America’s First Whistleblower, Journal of the American Revolution 

(Dec. 19, 2013), https://allthingsliberty.com/2013/12/benjamin-franklin-americas-first-whistleblower/. 
5 Id. 
6 Id. 
7 Id. 
8 Id. 
9 Id. 
10 Id. 
11 Id. 
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Franklin was called to the stand, where he chose to remain silent.12 Following the hearing, “Dr. 

Franklin left England, a fully-converted rebel to The Cause.”13 These actions by Benjamin Franklin 

in 1772 parallel what we label as “whistleblowing” today.14  

A whistle-blower is “one who reveals something covert or who informs against another,” and 

is synonymous to a “betrayer,” “nark,” “rat,” or “snitch.”15 Yet, labeling Benjamin Franklin as a 

“betraying nark” is not something you will hear in the United States. In fact, Ben Franklin, aside 

from his role as a leading scientist and inventor, is remembered as a legendary, diplomatic, 

Founding Father of America.16 Therefore, there can be a “good whistle-blower” or a “bad whistle-

blower,” and the distinction is based solely on their answer to one question. Who will be harmed 

by the disclosure? If the answer is your country, then you’re an “evil whistle-blower,” but if it’s 

anyone else, then you’re a “good whistle-blower.” This explains why Ben Franklin received 

backlash by the British, but praise from the Americans. However, there is a problematic anomaly 

in this reasoning. What happens when the disclosure could harm your country in a fashion that 

will undoubtedly benefit your country in the end? 

ii. Who is Edward Snowden & What Did He Disclose? 

Acknowledged for one of the “most significant leaks in US political history,” Edward 

Snowden worked for both the defense contractor Booz Allen Hamilton and the National Security 

Agency in various international contractor positions.17 Although he suffered from epilepsy, 

Snowden lived a “very comfortable” life, making around $200,000 dollars a year, all while living 

                                                 
12 Id. 
13 Id. 
14 Id. 
15 Whistle-blower, Merriam-Webster (2018), https://www.merriam-webster.com/dictionary/whistle-blower. 
16 Biography.com Editors, Benjamin Franklin Biography, A&E Television Networks (Aug. 1, 2017), 

https://www.biography.com/people/benjamin-franklin-9301234. 
17 Glenn Greenwald, Ewen MacAskill, and Laura Poitras, EDWARD SNOWDEN: the whistleblower behind the NSA 

surveillance revelations, The Guardian (June 11, 2013, 9:00 AM), 

https://www.theguardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveillance. 
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with his Girlfriend in Hawaii.18 Yet, that all changed in 2013, when Snowden asked for “a couple 

of weeks [off]” and traveled to Hong Kong with the intent to disclose indisputable evidence of the 

NSA’s uncontrolled use of mass surveillance of the world, including U.S. Citizens.19  

As a system administrator, Snowden had the ability and right to copy files for transfer, if it 

was for a permissible purpose.20 While at work any given day, Snowden was permitted to use 

thumb drives just like the one used to downloaded approximately 1.5 million files from a server at 

his NSA office in Hawaii.21 The only difference, on this occasion, is the purpose of his copy for 

transfer. The following items are just a few of that revolutionary information acquired by 

Snowden’s download: (1) a FISA Court (order that grants permission for the use of mass 

surveillance on millions of Verizon Customers); (2) NSA’s Prism program (allows access and 

collection of data through back door entry to Google and Facebook); (3) NSA’s EvilOlive program 

(collects mass quantities of Americans’ internet metadata); (4) U.S. Intelligence “black budget” 

(reveals 16 spy agencies with an annual budget of $52.6 billion); (5) NSA internal audit (reveals 

thousands of privacy rule violations per year) and; (6) NSA (harvests millions of web images to 

retrieve faces for an undisclosed facial recognition database).22 

 Included with the initial disclosures, Snowden wrote a note avowing, “I understand that I 

will be made to suffer for my actions, [but] I will be satisfied if the federation of secret law, unequal 

pardon, and irresistible executive powers, that rule the world that I love, are revealed even for an 

instant.”23 In fact from the beginning, Snowden felt it was a matter of principle and he neglected 

                                                 
18 Id. 
19 Id. 
20 Richard Esposito & Matthew Cole, How Snowden did it, NBC NEWS (Nov. 2, 2015, 5:47 PM), 

https://www.nbcnews.com/news/other/how-snowden-did-it-f8C11003160. 
21 Paul Szoldra, This is everything Edward Snowden revealed in one year of unprecedented top-secret leaks, 

BUSINESS INSIDER (Sep. 16, 2016, 8:00 AM), http://www.businessinsider.com/snowden-leaks-timeline-2016-9. 
22 Id. 
23 Greenwald, supra note 17. 
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the media spotlight emphasizing, “I want it to be about what the U.S. Government is doing.”24 Not 

that he intended to hide; in fact he felt that the support of the American people was the only way 

he would remain above ground. 

iii. Prosecutorial Precedent Used against Federal Whistle-blowers 

A. The Constitutionality of Classifying Information 

Article 2, § 2, of the Constitution expressly grants the power over national security to the 

executive branch.25 As monumentally stated, the executive is “the sole organ of the federal 

government in the field of international relations.”26 Since this power is expressly provided for in 

the Constitution, under Youngstown, the executive’s authority is “at its maximum.”27 

Consequently, scholars contend that the executive has the sole power and unfettered discretion in 

making decisions such as the classification of information.28 It is also important to note that this 

level of executive authority groups their decisions as non-judiciable questions, removes any 

judicial review, and removes a fundamental check on our form of Government.29 Still, neither the 

Commander in Chief clause, nor clause two of this section confers on the executive branch absolute 

discretion in area of national security.30 

 This largely unrestricted power fueled a “rogue CIA operation,” and “in 1975 created the 

Church Committee to ascertain the extent, if any, to which illegal, improper, or unethical 

                                                 
24 Id. 
25 U.S. Const. art. II, § 2.  
26 U.S. v. Curtiss-Wright Export Corp., 299 U.S. 304, 311, 57 S. Ct. 216, 217 (1936). 
27 Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 635, 72 S. Ct. 863, 870 (1952).  
28 See Mary-Rose Papandrea, LAPDOGS, WATCHDOGS, AND SCAPEGOATS: The Press and National Security 

Information, 83 Ind. L.J. 233, 237 (2008) (“[] the Executive branch has the vast ability to control the dissemination 

of national security information to the public-often through calculated leaks-and the need to maintain the secrecy of 

the information that is truly sensitive”). 
29 See Chi. & S. Air Lines v. Waterman S.S. Corp., 333 U.S. 103, 111, 68 S. Ct. 431, 436 (1948) (“The President, 

both as Commander-in-Chief and as the Nation's organ for foreign affairs, has available intelligence services whose 

reports are not and ought not to be published to the world. It would be intolerable that courts, without the relevant 

information, should review and perhaps nullify actions of the Executive taken on information properly held secret. 

Nor can courts sit in camera in order to be taken into executive confidences”). 
30 United States v. Am. Tel. & Tel. Co., 567 F.2d 121, 128 (D.C. Cir. 1977). 
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activities” were conducted in the intelligence agencies.31 The Church Community intended to 

implement legal changes that would prevent “future abuse in the domestic collection of 

intelligence that threaten the very values that form the foundation of our society.”32 Subsequently, 

Executive Order No. 11,905, signed by President Ford, created the Operations Advisory Group 

(OAG) whom was tasked with making recommendations and dissents to any “special activity” for 

the President.33 There are a handful of other advisory boards tasked with oversight of executive 

activity, but the point is that the sole organ authority over national security, checked only by 

executive officials, is one of high significance. 

 Furthermore, there are three distinct categories of government secrecy: (1) “genuine 

national security secrecy,” (2) bureaucratically hoarded information, and (3) “political secrecy”.34 

Genuine national security secrecy, protects “information that would pose an identifiable threat to 

the security of the nation by compromising its defense or the conduct of its foreign relations.”35 

Bureaucratically horded information, often hidden under the umbrella of “genuine national 

security secrecy,” can be understood as a natural consequence to an entity’s decision to retain, 

rather than disclose, information.36 In other words, this information is the buildup of non-disclosed 

confidences over a lengthy period.37 Lastly, there is “political secrecy,” which utilizes 

classification for political advantages such as “advancing a self-serving agenda, to evade 

                                                 
31 Stephen Dycus et al., National Security Law 517 (Rachel E. Barkow et al. eds., 6th ed. 2016) (quoting S. Res. 21, 

94th Cong. (1975) (enacted) (“extensive media reports describing rogue CIA operations is Chile, Southeast Asia 

(during the Vietnam War), and scattered other locations across the globe”); see also Halkin v. Helms, 690 F.2d 

977, 982 (U.S. App. D.C. 1982) (“Operation CHAOS was an intelligence-gathering activity conducted by the CIA 

originally at the request of President Johnson which sought to determine the extent to which foreign governments or 

political organizations exerted influence on or provided support to domestic critics of the government’s Vietnam 

policies”).  
32 Dycus, supra note 31.  
33 Id. 
34 Id. at 1266. 
35 Id. 
36 Id. 
37 Id. 
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controversy,” or to conceal violations of the laws that “threaten the integrity of the political process 

itself.”38 

B. Snowden’s Charges: 18 USC 641, 793(d), and 798(a)(3). 

On Tuesday, June 11, 2013, at 9:00AM, The Guardian disclosed Edward Snowden’s 

identity to the world.39  Three days later, June 14th, the U.S. Government charged Edward 

Snowden under a three-count indictment with the following offenses: (1) 18 U.S.C. § 641 – “Theft 

of Government Property,” (2) 18 U.S.C. 793(d) – “Unauthorized Communication of National 

Defense Information,” and (3) 18 U.S.C. 798(a)(3) – “Willful Communication of Classified 

Communications Intelligence Information to an Unauthorized Person.”40 Overall, Snowden has 

been indicted for one count of larceny, and two counts of espionage.41 The Complaint was filed in 

the Eastern District of Virginia, where venue was based on Snowden’s last known residence.42 

(1) 18 U.S.C. § 641 – AKA Larceny 

 

Snowden’s first charge is for “Theft of Government Property.” Section 641states the 

following, 

“Whoever embezzles, steals, purloins, or knowingly converts to his use or 

the use of another, or without authority, sells, conveys or disposes of any record, 

voucher, money, or thing of value of the United States or of any department or 

agency thereof, or any property made or being made under contract for the United 

States or any department or agency thereof; or  

Whoever receives, conceals, or retains the same with intent to convert it to 

his use or gain, knowing it to have been embezzled, stolen, purloined or 

converted— 

Shall be fined under this title or imprisoned not more than ten years, or both; 

but if the value of such property in the aggregate, combining amounts from all the 

counts for which the defendant is convicted in a single case, does not exceed the 

                                                 
38 Id.  
39 Greenwald, supra note 17. 
40 Criminal Complaint, U.S. v. Snowden, No. 1-13-CR-265 CMH (E.D. Va. June 14, 2013), available at 

https://fas.org/sgp/jud/snowden/complaint.pdf [hereinafter Snowden Indictment]. 
41 Id. 
42 See Snowden; Offenses not committed in any district 18 U.S.C. § 3238 (1963).  
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sum of $1,000, he shall be fined under this title or imprisoned not more than one 

year, or both.”43 

 

Historically, § 641 applied to acts of larceny or embezzlement, and acts similar to those crimes 

that don’t perfectly fall into those categories.44 Our initial reading reveals that § 641 lacks a scienter 

requirement, however the Court has held that such an element shall be proven for a conviction.45 

Nevertheless, circuits have interpreted § 641 to criminalize the “disclosure of confidential 

information,” although, “no law explicitly” criminalizes such conduct.46 

 Much debate surrounds § 641, as there is little Legislative insight to determine the intent 

of this provision.47 For instance, we know for sure that Congress enacted § 641 to consolidate 

scattered provisions of the federal code.48 However, being that the provision has been around since 

1875, the debate centers on whether “the Congress of a century ago, enacting the original property 

theft statutes, contemplated their application to information.”49 Regardless, for our purposes, it is 

important to note that § 641 broadly applies to all information, rather than merely information 

related to “national defense.”50  

(2) 18 U.S.C. §§ 793(d), 798(a)(3) – AKA The Espionage Act 

 

Snowden’s final two counts both arise from the Espionage Act, namely 793(d) and 

798(a)(3).51 The Barbour Espionage Act, proscribes any collections or disclosures of information 

related to national defense to any foreign nation or entity not authorized to receive that 

                                                 
43 Public money, property or records 18 U.S.C. § 641 (2004).  
44 See Morissette v. United States, 342 U.S. 246, 265-68 (1952). 
45 Id. at 264. 
46 Jessica Lutkenhaus, Note, PROSECUTING LEAKERS THE EASY WAY: 18 U.S.C. § 641, 114 Col. L. Rev. 1167, 1168 

(2014).  
47 Id. at 1174.  
48 Id. 
49 Id. at 1175. 
50 Id. (Fourth Circuit considers all information generated by the government to be “clearly [the government’s] 

property and thus subject to § 641”); See also U.S. v. Fowler, 932 F.2d 306 (4th Cir. Apr. 29, 1991).  
51 Supra note 40. 
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information.52 Enacted in 1917, this act was virtually the only “federal legislation prohibiting 

subversive expression or laws prohibiting the dissemination of information injurious to the 

national defense.”53 The Espionage Act criminalizes the willful transmission of lawfully obtained 

information to an unauthorized party as well as the permitting of “the loss, theft, or removal of 

such material or information through gross negligence or knowingly fail[ing] to report such loss 

or theft [].”54 Furthermore, the act prohibits the passage of such information to “any foreign 

government, or to a military force within any foreign country, or to any representative or citizen 

thereof.”55 Essentially, when relating to the U.S. national defense, you can’t say, show, or send 

anything to anyone in a foreign country, if there is reason to believe that such information can 

harm the U.S. of give an advantage to the foreign nation.56  

Punishments for violating the Espionage Act range from incarceration to the death penalty, 

and a conviction for violating the Act  is held as a crime of per se moral turpitude.57 This act 

applies to both U.S. citizens and non-U.S. citizens, while in the U.S. and abroad. In other words, 

the Act has an extraterritorially application that extends to citizens of foreign nations.58 Ultimately, 

all applications of the Espionage Act are justified by “the threat to national security that espionage 

poses.”59 Nevertheless, Snowden has been indicted under § 793(d), which states: 

Whoever, lawfully having possession of, access to, control over, or being entrusted 

with any document, writing, code book, signal book, sketch, photograph, 

photographic negative, blueprint, plan, map, model, instrument, appliance, or note 

relating to the national defense, or information relating to the national defense 

which information the possessor has reason to believe could be used to the injury 

of the United States or to the advantage of any foreign nation, willfully 

communicates, delivers, transmits or causes to be communicated, delivered, or 

                                                 
52 18 U.S.C.S. § 793 (LexisNexis 2018).  
53 Id. at 2. 
54 Id. 
55 Id.  
56 Id.  
57 Id.  
58 Id at 5. 
59 Id. 
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transmitted or attempts to communicate, deliver, transmit or cause to be 

communicated, delivered or transmitted the same to any person not entitled to 

receive it, or willfully retains the same and fails to deliver it on demand to the officer 

or employee of the United States entitled to receive it.60  

 

[Emphasis added]. Primarily, this section contains two categories of criminally sanctioned 

disclosures.61 First, is the “document clause,” which prohibits the disclosure of essentially any 

form of a document.62 Second, is the “information clause,” which prohibits the disclosure of any 

“information” relating to national defense that one has reason to believe will injure the U.S.63 Yet, 

since the term “Information” is not defined in the Espionage Act, courts has applied it’s plain 

meaning and construed it to include both tangible and intangible information.64 Courts have not 

limited the term to a specific subject matter, rather they apply limits by requiring that the 

government prove “(i) that the information is closely held by the government, and (ii) that the 

information is the type of information that, if disclosed, could harm the United States.”65 Next, the 

act imposes two separate scienter requirements, based on the “information” disclosed.66 

Initially, both categories require a willful disclosure, which “obligates the government to 

prove that the defendants knew” that the disclosure “could threaten the nation’s security.”67 

However, if the issue involves the “information clause,” then the possessor must have “reason to 

believe” that the information will injure the United States.68 Courts have held that the additional 

scienter of “reason to believe” heightens the required scienter, but it neither requires the 

government to prove that the defendant intended to injure the United States, nor does it allow a 

                                                 
60 18 U.S.C. § 793(d); see also Snowden Indictment, supra note 40. 
61 U.S. v. Kiriakou, 898 F. Supp. 2d 921, 923 (E.D. Va. 2012).  
62 Id. 
63 Id. 
64 U.S. v. Rosen, 445 F. Supp. 2d 602, 643 (E.D. Va. 2006). 
65 Id. at 618. 
66 Kiriakou at 923. 
67 Id. at 924. 
68 Id. at 923. 
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defendant to proffer a “good faith” defense.69 Ultimately, to convict an individual under § 793(d), 

the government must prove beyond a reasonable doubt that the defendant, 

(1) lawfully had possession of, access to, control over, or was entrusted with 

information relating to the national defense; (2) had reason to believe that such 

information could be used to the injury of the U[.S.] or to the advantage of any 

foreign nation; (3) willfully communicated, delivered, transmitted, or caused to be 

communicated, delivered, or transmitted such information; and (4) did so to a 

person not entitled to receive it.70 

 

The Third charge against Snowden is for violating 18 U.S.C. § 798(a)(3), labeled as Disclosure of 

Classified information. This provision explicitly states 

(a) Whoever knowingly and willfully communicates, furnishes, transmits, or 

otherwise makes available to an unauthorized person, or publishes, or uses in any 

manner prejudicial to the safety or interest of the United States or for the benefit of 

any foreign government to the detriment of the United States any classified 

information-- concerning the communication intelligence activities of the United 

States or any foreign government--  [...] Shall be fined under this title or imprisoned 

not more than ten years, or both.71 

 

This statute further provides that “‘communication intelligence’ means all procedures and methods 

used in the interception of communications and the obtaining of information from such 

communications by other than the intended recipients.”72 Fundamentally, § 798 “applies to 

whoever: ‘communicates, furnishes, transmits, or otherwise makes available... or publishes’ the 

described materials.73 However, this provision applies merely to a “small category of classified 

matter, a category which is both vital and vulnerable to an almost unique degree.”74 

                                                 
69 Id. at 926. 
70 United States v. Abu-Jihaad, 630 F.3d 102, 135 (2d Cir. 2010).  
71 18 U.S.C.S. § 798(a)(3). 
72 18 U.S.C.S. § 798(b).  
73 N.Y. Times Co. v. United States. 403 U.S. 713, 722 (1971).   
74 Id. at 721.  
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 At the time of § 798’s enactment, the Legislature stated that “existing legislation was 

deemed inadequate,” namely the Espionage Act of 1917 and the act of June 10, 1933.75 The 

Legislature proposed § 798 to prohibit the revelation of “all important information affecting the 

United States communication intelligence operations and all direct information about… codes and 

ciphers.”76 Therefore, the Court has interpreted § 798 to “cover publications by nonemployees of 

the Government and to ease the Government’s burden in obtaining convictions.”77 

 Furthermore, regarding convictions under § 798, courts have found “the propriety of the 

classification” of information to be irrelevant, holding “the fact of classification of a document or 

documents is enough to satisfy the classification element of the offense.”78 Also, the Supreme 

Court has held that “national defense,” as it relates to a classification of information, is “a generic 

concept of broad connotations, referring to the military and naval establishments and the related 

activities of national preparedness.”79 

 Ultimately, charges for Espionage and Larceny are commonly brought against federal 

whistleblowers.80 Such charges are blatantly intimidating, especially when applied to a 

whistleblower that intends only to make their disclosure for the benefit of society. Regardless, such 

actions are still brought against whistle-blowers and a defensive stance must be taken. The laws 

that provide such a defense will be addressed in the following section.  

iv. Defensive Provisions 

A. 5 U.S.C. §§ 1211-19, 21-2, 3352: Whistleblower Protection Act of 1989 (WPA) 

 

                                                 
75 Id. at 736 n.7. 
76 Id. 
77 Id. 
78 United States v. Boyce, 594 F.2d 1246, 1251 (9th Cir. 1979).   
79 Gorin v. United States, 312 U.S. 19, 28 (1941).  
80 See generally supra note 42. 
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Enacted by President George H. W. Bush, the WPA was structured after its predecessor 

the Civil Service Reform Act of 1978 (“CSRA”), the original legislation protecting federal 

employee whistleblowers.81 In the simplest of terms, the purpose of the WPA was to “strengthen 

the protections available to Federal employees against prohibited personnel practices, and for other 

purposes.”82 The WPA included a few important provisions such as the Role of the Office of 

Special Counsel, the prohibitions on “disciplinary action” against an employee represented by 

Special Counsel, an Individual Right of Action in Certain Cases, and the ability to seek judicial 

review of attorney’s fees.83 

 Still, rather than “strengthen the protections available to Federal employees,” the WPA 

failed to restrict the exemptions on whistleblower protections, retained defense capabilities for the 

involved agencies, and made it inherently more difficult for Whistleblowers to raise their 

complaint.84 Such failures arguably stem from our mixed feelings toward whistleblowers and the 

competing desires to enact legislation to balance the need for management against the need to 

prevent waste, fraud, and corruption.85 This piece of legislation has been amended on numerous 

occasions, but for our purposes, detailing the most recent amendment will suffice.  

B. The Intelligence Community Whistleblower Protection Act of 1998 (ICWPA) 

 

Further supporting Congress’s persistent federal employee whistleblower protections, is 

the ICWPA, alternatively known as the “Intelligence Authorization Act for Fiscal year 1999”.86 

Through this piece of legislation, Congress “expressly provided all intelligence employees, 

                                                 
81 See Bruce D. Fisher, The Whistleblower Protection Act of 1989: A False Hope for Whistleblowers, 43 RUTGERS 

L. REV. 355, 356 (1991). 
82S. Rep. No. 112-155, at 1 (2012). 
83 Fisher, supra note at 399-401.  
84 Id. at 407-12. 
85 Id. at 415. 
86 50 U.S.C.S. § 3517 (LexisNexis 2018). 
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including those exempted under the mechanism of § 2302(a)(2)(C)(ii),” which surprisingly 

includes the foundational agencies of our intelligence community, “an alternate scheme for 

disclosing information without fear of reprisal.”87 In addition, this Act included, “as determined 

by the President, any executive agency or unit thereof the principal function of which is the conduct 

of foreign intelligence or counterintelligence activities, provided that the determination be made 

prior to a personnel action; or  [Government Accountability Office].”88  

 Not excluded from the ICWPA, is “a limited right to raise urgent and serious concerns to 

Congress or to the appropriate Inspector General.”89 This act provides a voice to employees in 

agencies known for the conduct of intelligence activities which are statutorily denied protection 

under the WPA.”90 A vital addition to whistleblower protections was the NSA, which as previously 

stated is Snowden’s former agency.91 “Nevertheless, it is important from a policy stance that 

employees can determine their status under the WPA, or alternatively under the IWPA, in order to 

inform their decision about how to disclose information without fear of retaliation.”92 Yet, the 

Supreme Court has held that there is no requirement that the President give “actual notice to each 

employee of each agency” he deems fit under such protections.93  

 Ultimately, the importance of the ICWPA, at least for this comment, is that it provides a 

framework for those employees who are included to disclose their findings to a supervisor.94 

Namely, any employee under § 2303(a)(2)(C)(ii), which would include the NSA, “may report the 

                                                 
87 Czarkowski v. MSPB, 390 F.3d 1347, 1351 (Fed. Cir. 2004); see also 5 U.S.C.A. § 2302(a)(2)(C)(ii)(I) 

(LexisNexis) (“the Federal Bureau of Investigation, the Central Intelligence Agency, the Defense Intelligence 

agency, the National Geospatial-Intelligence Agency, the National Security Agency, the Office of the Director of 

National Intelligence, and the National Reconnaissance Office”). 
88 5 U.S.C.A. § 2302(a)(2)(C)(ii)(II)-(iii). 
89 Czarkowski at 1351. 
90 Id. 
91 See supra note 20. 
92 Czarkowski, 390 F.3d at 1351. 
93 Id. 
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complaint or information to the appropriate Inspector General (or designee).”95 In other words, the 

employee may merely report his concern to the oversight division, but nothing more, unless the 

person wants to lose his whistleblower protections. Furthermore, if you find yourself employed 

for an agency that is not explicitly listed then it is the President’s exclusive discretion to decide 

whether to delegate the whistleblower protections to your agency.96 President Barack Obama 

supported this Act when he issued the Presidential Policy Directive 19 in support of prohibiting 

“retaliation against employees for reporting waste, fraud, and abuse.”97 

C. The Whistleblower Protection Enhancement Act of 2012 (WPEA) 

 

The latest amendment to the WPA is the Whistleblower Protection Enhancement Act of 

2012 (WPEA). Maintaining the Legislature’s persistent purpose, the WPEA intended to 

“strengthen the rights of and protections for federal whistleblowers so that they can more 

effectively help root out waste, fraud, and abuse in the federal government.”98 This enhancement 

acknowledged the “crucial role” Whistleblowers play in “keeping our government honest and 

efficient,” and sought to implement a path for the most serious of problems to be revealed “without 

fear of retaliation or harassment.”99 WPEA further explains that “federal whistleblowers have seen 

their protections diminish in recent years,” largely blaming the United States. The Federal Circuit 

Court of Appeals’ narrow definition is the type of disclosure which qualifies for protections in the 

WPA.100 

                                                 
95 Id.   
96 Id. at 1351-52. 
97 See Barack Obama, Presidential Policy Directive-19, “Protecting Whistleblowers with Access to Classified 

Information” (Oct. 10, 2012), available at https://www.odni.gov/index.php/ic-legal-reference-book/presidential-

policy-directive-19 (last visited December 20, 2018).   
98 S. Rep. No. 112-155, at 1 (2012).  
99 Id. 
100 Id. 
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These goals are to be achieved by crafting numerous expansions, additions, and 

clarifications to the protections under the WPA.101 For instance, the WPEA affords whistleblowers 

the opportunity to bring a case in federal district court, expand the protected channels available for 

whistleblowers to submit their classified information to appropriate committees of Congress, and 

provide whistleblower protections to the remaining unprotected agencies.102 Additionally, the 

WPEA planned to “establish a remedy for certain employees of the intelligence community who 

are not protected under the WPA,” which was modeled after the Federal Bureau of Investigation’s 

whistleblower protections.103 To say the least, the WPEA had a significant task and only time will 

tell whether it lives up to its expectations.  

D. Executive Clemency 

 

If Snowden, or another Whistle-blower is convicted in federal court, their best option for 

reprieve may be executive clemency. Article 2, § 2, clause 1, provides the President with the 

“Power to grant Reprieves and Pardons for Offenses against the United States except in cases of 

impeachment.”104 Executive clemency exists to provide relief from undue harshness or clear 

mistake in the operation or enforcement of the criminal law.105 Although this power 

constitutionally rests in the arms of the President, “some of that power is often delegated to 

agencies such as pardon or parole boards ... and seldom … subjected to review by the courts.”106 

In fact, the Office of the Pardon Attorney in the Department of Justice now recommends clemency 

cases to the President.107 

                                                 
101 Id. 
102 Id.. at 33. 
103 Id. at 2.  
104 U.S. Const. art. II, § 2, cl. 1. 
105 Egan v. United States, 268 F.2d 820, 824 (8th Cir. 1959).  
106 Solesbee v. Balkcom, 339 U.S. 9, 11-12 (1950).  
107 28 C.F.R. § 0.36 (2018).  
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Generally, clemency applicants are forced to wait at least five years from the date of release 

or conviction before the Attorney General will conduct a review.108 If granted, the applicant will 

receive a “warrant of pardon,” and a “warrant of commutation.”109 If denied, the applicant will be 

advised.110 However, in the case of a death sentence, the Attorney General’s denial is sent to the 

President and if the President takes no action within 30 days of the recommendation, it is presumed 

that the President agrees with the adverse recommendation.”111 

III. Analysis: 

i. The Defense of Edward Snowden 

Many times, a criminal case is difficult to argue from a defensive standpoint because 

according to the law itself, the conduct is statutorily impermissible. Nevertheless, the punishment 

phase replenishes the opportunity for a fact finder to consider the defendant’s reasoning. Given 

Snowden’s situation, I believe it would be in his favor to continue advocating for his true purpose 

and to continue relying on the American people for protection. Legally, Snowden’s charges might 

be cut and dry, but factually, Snowden’s situation is largely up to the American public’s alternative 

interpretations and perceptions towards civil rights. Although there are strong arguments for 

deterrence and punishment via the government’s exceptionally significant interest in “national 

security,” there are also strong arguments to the contrary.  It is also the view of some national 

security experts that “[a]ll he needs to walk free is a single juror who views him as a ‘hero’.”112 

                                                 
108 28 C.F.R §§ 1.2, 1.6 (2018).  
109 28 C.F.R. § 1.7. (2018).  
110 28 C.F.R. § 1.8(a) (2018).  
111 28 C.F.R. § 1.8(b) (2018).  
112 W.W., WHISTLEBLOWERS AND NATIONAL SECURITY: A Case for Clemency for Snowden, The Economist (Jan. 10, 

2014), https://www.economist.com/blogs/democracyinamerica/2014/01/whistleblowers-and-national-security (Bob 

Turner is a national security expert at the University of Virginia). 
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A. U.S.C. § 641: “Theft of Government Property” & Information 

As for Snowden’s theft charge, the troubling question remains whether the information is 

different than property asking if there is a deprivation of possession to that item? For example, if 

someone is charged with theft, they likely “stole” something by physically removing that item 

from the owner’s possession. On the other hand, if that person made a copy of the item, or 

duplicated it,  the original item technically remains in the possession of the true owner. Therefore, 

did you “steal” the item by copying it or taking a photo of it? Although the question is extensively 

split amongst the Circuit Courts and has yet to be addressed by the Supreme Court, “[the] majority 

of the Courts of Appeals… have held that § 641 applies to information.”113 Given that Snowden’s 

charges were filed in Washington D.C., the Fourth Circuit’s interpretation is applicable, but that 

is not to say it’s the only reason it should be applied.114 

In U.S. v. Fowler, a former employee of the Department of Defense (DOD) obtained 

classified documents from the DOD and delivered them to Boeing, a defense contractor and 

Fowler’s place of employment, in the form of copies and reports.115 The Court found no distinction 

in a government document and the information contained within as they found § 641 applicable 

against Fowler.116 In fact, the Court held that the information contained in the document was 

irrelevant implying that the confidential status of the document itself rendered value.117 

Additionally, Fowler did not have authority to possess the information he did, and his purpose for 

the possession was that “[] it was not classified.”118 Fowler claimed the “everybody-does-it” 

                                                 
113 Lutkenhaus, supra note 46, at 1186.  
114 Id. at 1185-89. 
115 United States v. Fowler, 932 F.2d 306, 308 (4th Cir. 1991).  
116 Id. at 310. 
117 Id. 
118 Id. at 309 (Fowler was not charged with Espionage, thus there are no facts showing his purpose of delivering the 

copies to Boeing. The information delivered dealt with DOD’s Program, Planning, Budget System, “strateg[ies] and 

the kinds of weapons” for such strategies, programming decisions, and even National Security Council documents 

pertaining to the Strategic Defense Initiative). 
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defense arguing that the documents did not provide a competitive advantage to Boeing; however, 

such evidence was excluded at trial.119 Ultimately, as demonstrated in Fowler, the Fourth Circuit 

took an extremely broad approach in their interpretation of information, which is not promising 

for Snowden.120  

Again, Snowden made copies of the disclosed information which he was permissible for 

purposes of proper transfers.121 Obviously, Snowden’s copy job was not merely to transfer between 

computers for NSA purposes, but rather it was to reveal the “federation of secret law, unequal 

pardon, and irresistible executive powers,” “even for an instant.”122 Unfortunately, Snowden can’t 

claim the “everybody-does-it” defense, though I am curious if one eventually could? Snowden is 

not  claiming, however, that what he did was permissible either.123 Contrary to Fowler, Snowden 

was lawfully permitted to possess information, and this is a relevant factor.124 

Regardless, applying the Fourth Circuit’s interpretation to Snowden’s circumstance, a 

court in Washington D.C. would probably find he possessed a significant load of government 

“information.”125 The court would waste little time in determining that Snowden did violate § 641, 

by finding Snowden did “steal” approximately 1.5 million files from an NSA server even if his 

purpose is one of public benefit. Still, it is of my opinion that some prosecutorial discretion should 

be used given his situation due to the unfathomable findings established by the information 

disclosed by Snowden and because of Snowden’s valiant action stepping forward.  

                                                 
119 Id. at 315-16. 
120 Id. at 306. 
121 See supra note 21. 
122 Supra note 24. 
123 Id. (Snowden understands the consequences of his conduct; yet, he feels the purpose is far more important). 
124 Id. 
125 See supra note 36 (Snowden’s indictment must have followed the finding of a Grand Jury, whom presumably 

would be given a definition for the term “information,” to properly apply § 641 to the disclosed files). 
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If Snowden were found guilty, the next issue would be to determine his punishment for 

such an offense. As the provision explicitly states, the statutory maximum under § 641 is ten 

years.126 Yet, given the facts of Snowden’s case, it is questionable what a fact finder would deem 

a proper punishment for such actions. Conclusively, any further outcomes are mere speculation; 

yet, I can definitively say that if I were selected as a juror I would take the distinguishable facts in 

Snowden’s disclosure into significant consideration. 

B. Should the Espionage Act Apply to Snowden? 

Snowden’s second and third charges are for alleged violations of the Espionage Act.127 

Although this Act has faced numerous constitutional challenges as to the implications on freedom 

of speech, and its overbreadth and vagueness, no such challenges have ever been upheld.128 

Nevertheless, the clear and overarching purpose of the Espionage Act, as applied to Snowden’s 

case, is to deter and prevent the disclosure of information related to national security. Like 

Snowden’s first charge of Larceny, his espionage charges are also fairly cut and dry. Snowden is 

likely to admit that there was “willful communications, delivery, or transmission” and that the 

information obviously disclosed “intelligence activities.”129 Yet, surely, given all the time spent 

by our diligent Legislature in drafting one whistle-blower protective act after another there is more 

of a defense to these offenses in Snowden’s significant situation.  

Surprisingly, there is only one case where both Espionage provisions were brought against 

a whistleblower simultaneously.130 In U.S. v. Hoffman, the Defendant was a 20-year Petty Officer 

First Class of the Navy who held top secret clearance allowing access to “classified information 

                                                 
126 Greenwald, supra note 39. 
127 Lutkenhaus, supra note 47. 
128 Supra note 52. 
129 Supra notes 23-4 (Snowden’s purpose implies his admission to the conduct in question). 
130 U.S. v. Hoffman, II, 995 F. Supp. 2d 555, 556 (E.D. Va. 2014).  
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relating to the programs and operations in which he participated.”131 The Defendant subsequently 

executed a “Security Termination Statement” and entered into “terminal leave.” Shortly thereafter 

the Defendant became the focus of an FBI investigation into “whether [he] had passed, or was 

willing to pass, classified information to foreign intelligence operatives.”132 The FBI’s 

investigation began in response to a personal ad placed online by Hoffman in the form of “email 

exchanges using the pseudonym Megan Feeney.”  Later, this personal ad led to a female 

undercover agent going to dinner with Hoffman on two different occasions.133 On one of those 

evenings, Hoffman disclosed that “during his trip to the former Soviet-bloc country… he had 

personally met and delivered a gift to the President of that country.”134 

Immediately, the FBI began what they call a “false-flag operation” where the intelligence 

agency assumes the identity of a foreign intelligence service which in this case was the “Russian 

Federation’s Intelligence Service.135 Agencies conduct such operations to determine a defendant’s 

cooperation or willingness to cooperate with foreign intelligence operatives.136 The FBI proved 

that Hoffman was cooperating with Russian affiliates and charged Hoffman under 18 U.S.C. § 

794(a).137 Nevertheless, the provisions applied to Snowden when Hoffman moved for a “lesser-

included offense instruction,” asking for §§ 793(d) and 798(a)(3) to be applied to his case.138 As 

to § 793(d), the Court found this provision applicable to only persons who have lawful authority 

to possess the information relating to national defense, such as intelligence officer, rather than a 

                                                 
131 Id. at 557. 
132 Id. 
133 Id. (Both meetings were recorded and potions were published at trial). 
134 Id. at 558.  
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putative spy.139 Further, § 798(a)(3) requires the Government to prove a “transmittal of classified 

information” for a conviction under that provision. 

Lawful access is the key distinction solidifying § 798(d)’s applicability to Snowden’s 

situation. Here, Snowden was lawfully permitted to possess and transport the information he 

subsequently disclosed and thus, § 798(d) applies.140 Furthermore, given the elements of § 798(d), 

Snowden’s conduct would probably constitute a violation of this act. Such an outcome is also true 

for § 798(a)(3) because if it were not for Snowden’s actual disclosure, the information released 

would never have been released to begin with. Still, our discussion cannot end by merely applying 

the elements to the facts. 

Sure, our laws can be facially cut and dry, but the Legislature wouldn’t provide a purpose 

if such insights were redundant. We should ask ourselves one, if  applying the Espionage Act to 

Edward Snowden’s conduct really what we intended to punish; and two, having considered the 

congressional attempts to provide individuals like Snowden protection from the Espionage Act, 

due to their acknowledged importance, should we still seek punishment? In my opinion, the 

question must be answered in the negative. The integrity of the fundamental liberties gifted to us 

by our Founding Fathers, including a whistle-blower, must be afforded a higher interest than that 

of national security. Although I concede that some situations call for a higher interest in national 

security, for the fall of the nation equates to the fall of all rights, that time must not be disguised 

as anything less than titanic.   

C. Snowden’s Rigid Road to Clemency 

A route around the currently absent prosecutorial discretion is executive clemency. 

Obviously, Snowden’s conduct did not settle well with our 44th President of the United States., 
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Barack Obama, who indicated he had no intentions of pardoning Snowden.141 Although the 

President could grant clemency relief, some believe that there is political deterrence in Snowden’s 

situation.142 Obama stated, “I can’t pardon somebody who has not gone before a court and 

presented themselves, so that is not something that I would comment on at this point.”143 However, 

Obama also said, “I think that Mr. Snowden raised some legitimate concerns. How he did it was 

something that did not follow the procedures and practices of our intelligence community.”144 

Therefore, Obama agrees that Snowden disclosed a problem but the fact that his disclosure did not 

follow the sole procedure for reporting is the haunting notion preventing his pardon. 

It is also contended that clemency for Snowden “would send the wrong message to a 

potential whistleblower who might make disclosures potentially damaging to American 

interests.”145 Those opposed to Snowden’s clemency minimize Snowden’s revelations under the 

rationale that “[t]he government keeps too many secrets, but I trust the government to decide what 

needs to be secret more than I trust rogue contactors with security clearances to decide what should 

be disclosed.”146 The most significant counter argument, in my opinion, comes from Conor 

Friedersdorff with the Atlantic, who states:  

“When should a leaker of government secrets be forgiven rather than jailed? Here 

are some possible standards: [(a)] When the leak reveals lawbreaking by the U.S. 

government, [(b)] When the leak reveals behavior deemed unconstitutional by 

multiple federal judges, [(c)] When a presidential panel that reviews the leaked 

information recommends significant reforms, [(d)] When the leak inspires multiple 

pieces of reform legislation in Congress, [(e)] When the leak reveals that a high-
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ranking national-security official perjured himself before Congress, [and (f)] When 

the leak causes multiple members of Congress to express alarm at policies being 

carried out without their knowledge. The Snowden leak meets all of those 

thresholds, among others.”147 

 

The point is that executive clemency is an option, although passed up by President Obama, 

and that option is probably foreclosed by the fact that some continue to remain willfully blinded 

by politics. Perhaps many think Snowden is not “innocent” given that he did disclose confidential 

information, but many do not believe he is a “rogue contractor” because what he disclosed was the 

truth.148 Today, the clemency decision rests in the hands of President Donald Trump who has stated 

he lacks trust among the intelligence agencies.149 Still, such clemency is highly unlikely given the 

statements from both Trump and his CIA appointee, Mike Pompeo, calling for Snowden’s 

execution.150 

D. “Only guilty people run….” 

Initially, it became obvious that the determinative outcome of Snowden’s 

“guilt/innocence,” turned on the fact that he “fled” the United States. Many questioned, as did I, if 

he was truly innocent, why would he run? This obvious question has been analyzed and debated 

by many over time, and the simple answer is that “Snowden would have no guaranteed opportunity 

to explain his motivations.”151 The ICWPA, mentioned above, does provide federal employees of 

the Intelligence Community with the option of either raising their concerns to the Inspector 

General’s (IG) Office at the NSA or to speak with Congressional Intelligence Committees.152 Yet, 
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as illustrated, such concerns could not be raised beyond the Inspector General’s office unless the 

IG does nothing in furtherance of the complaint, or the employee jumps through the complicated 

hoops provided for under subsections (D) through (G).153 

It is true that “[h]ad Mr. Snowden taken his information to the House or Senate Intelligence 

committees, that would clearly not have violated the Espionage Act.”154 Yet, it is also true that 

neither the ICWPA, nor President Obama’s order preventing retaliation on federal employees “bars 

the government from criminally prosecuting whistleblowers.”155 In fact, prior to Snowden, NSA 

staff member, Thomas Drake, “followed the [ICWPA] law to a ‘T’,” and yet, he was still charged 

with multiple felonies.156 Only after the prosecutors realized that Drake’s disclosures were “either 

not classified or already in the public domain” did the case terminate upon a federal judge’s finding 

that such charges were “unconscionable.”157 

More recently, the transparency of the “intended” protections for federal employees has 

gained heightened scrutiny in the press.158 George Ellard, the NSA’s Inspector General, has many 

times criticized Snowden for not following the procedures and reporting his concerns in the proper 

manner.159 In fact, in 2014 while presenting to Georgetown University Law Center, Ellard said 

Snowden could have safely come to him.160 Nonetheless, the Director of the NSA, Mike Rogers, 

has recently placed Mr. Ellard on leave with the recommendation that he be terminated for 

violating the protective procedures he ensured would have protected Snowden.161 Specifically, the 
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whistleblower meticulously followed the ICWPA’s procedures, but Mr. Ellard still unexplainably 

identified the whistleblower and denied them an assignment solely because of whistleblowing.162  

White House National Security staff member Timothy Edgar has voiced concern about 

future whistleblowers, as he stated: “[w]hat we’re left with, I think, is probably primary the 

integrity and bravery of people in the bureaucracy, who, despite those obstacles are willing to say 

‘no’ if they are involved in activities that they think are serious violations of the Constitution.”163 

It is therefore clear  that the procedural safeguards intended to protect  employees in the 

intelligence community, such as Snowden, are drastically transparent and have been stepped over 

by the intelligence agencies themselves. At the very minimum, the sanctity of such protections can 

now be questioned in Snowden’s situation and are indisputably a factor that should be taken into 

consideration.  

E. The Memos of “Information”  

In a recent similar situation, the United States House Permanent Select Committee on 

Intelligence released two memos. The first authored by the Republican Chairman Devin Nunes 

and the second by the Democratic minority.164 Initially, the Nunes Memo, declassified by President 

Trump on February 2, 2018, alleged that the FBI abused their surveillance capabilities; 

specifically, the use of the Foreign Intelligence Surveillance Act (FISA) to acquire a warrant to 

wiretap Carter Paige, a former campaign advisor for Trump during the 2016 election.165 The 
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Republican party in seeking the memo’s disclosure hoped “that the evidence it contained would 

cast doubt on the origins of the Russia Instigation and possibly undermine the inquiry.”166  

One chief concern of the Republican’s memo was the inclusion of material acquired by the 

former spy Christopher Steele on his investigations into possible connections between Russia’s 

mingling with the 2016 elections and the Trump campaign.167 Their problem with such inclusion 

was their finding that the Democratic National Committee’s funding of Mr. Steele’s investigatory 

efforts were not included in the FISA warrant application.168 This finding shed light on the 

possibility of political biases playing a role in the FBI’s and DOJ’s decision to seek a warrant.169 

More importantly, this Memo’s disclosure was objected by the FBI who “expressed grave concerns 

over its accuracy,” which Trump clearly decided to disregard.170 

Following the first release and before the Democratic response, Representative Adam 

Schiff, a ranking member on the House Intelligence Committee stated: “There’s nothing askew 

about that warrant that I can see. And if the Republicans were really concerned about this, because 

everything that I have seen the FBI acted completely appropriately, they would have invited the 

FBI before a committee as I urged them to do.”171 In other words, ranking members of the 

Committee thought there was a “more proper” procedure for discussing the FBI’s warrants 

application than to release such a memo to the public. Nevertheless, on February 24, 2018, the 

Democratic memo was released to the public as a response.172 
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Democrats contend that the FBI was far more open in their warrant application than 

previously stated, and in fact informed the FISA Court of the political motivations of Mr. Steele’s 

investigation.173 However, they conceded that the Court was not made aware that the DNC funded 

Mr. Steele for his investigations.174 Still, the Democratic Memo sought to label the Republican 

Memo as a “transparent effort to undermine [the FBI and the DOJ],” and to point out that it “risks 

public exposure of sensitive sources and methods for no legitimate purpose.”175 In other words, 

the Democratic Memo was released to expound upon, clarify, and rebut the Republican Memo 

because the “sensitive sources and methods” disclosed by the Republicans were incorrect. I 

suppose if the disclosure is going to be made, we should maintain its accuracy for the public. 

ii. Comparing Edward Snowden to the House Committee 

Although the parties are in drastically different capacities, Snowden’s purpose is 

significantly like that of the House Republicans, in that, they both sought to disclose abusive use 

of surveillance by federal agencies. Unlike the Republican’s, the Democrats sought to discredit the 

Republican’s allegations against the FBI, but in doing so, further disclosed classified 

“information” that was provided to the FISA Court. Therefore, both the Republicans and the 

Democrats disclosed information, which would likely be considered “information relating to 

national security,” to the American public. The only difference between the disclosures is that the 

memos were voted on and approved by the President. 

The Counsel of the President in his approval of the disclosure stated that the “standards 

permit declassification when the public interest in disclosure outweighs any need to protect 

information.”176 Clearly, the President believed such protections were outweighed as he wasted no 
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time in declassifying the memo, so it could be published. As stated earlier, the President has the 

sole authority to determine whether documents should be declassified.177 Yet, oddly enough, 

President Trump also had personal interests at play in the release of the memos, and I highly doubt 

such interests did not play a part in his decision.  

The clear distinction is that these memos are merely ‘political punches’ aimed at degrading 

one political party for the benefit of the other. Snowden was neither politically influenced nor 

sought to benefit from his disclosure as he knew his life was on the line form the minute he made 

his decision.178 Instead of mere ‘political punches’, Snowden’s disclosure dealt with the 

constitutional rights of all Americans both Democrat and Republican  and yet somehow it equates 

to something far worse than what is disclosed in the memos. It is my opinion that because the 

memos equate to nothing more than political bashing, they themselves send the wrong message to 

the American public on where our interests lie as an institution. If political bashing is more 

important than the violation of Constitutional rights, it is only a matter of time before we fail as a 

civilized society.  

IV. Conclusion 

Although the laws covering Snowden’s conduct are explicit, they were not intended to 

apply in all situations because if they were, the extensive precedent on whistleblower protections 

would be superfluous. Surely, many would agree that a United States citizen, who happens to be a 

Russian spy disclosing “information” for purposes of harming the United States, is not the same 

as one seeking to protect the constitutional liberties of all Americans. Nonetheless, that is the exact 

outcome of the laws in place today. 
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Snowden’s disclosures, as mentioned, sparked social uproar felt by the legislature, the 

intelligence community, and the White House, but that is not due to any harm caused to the nation. 

The uproar resulted from the conduct of intelligence agencies themselves, merely brought to the 

public’s attention by the sacrifice of one individual. Snowden’s purpose was simple... to reveal 

“the federation of secret law, unequal pardon, and irresistible executive powers,” if even for an 

instant.179 That instant, undoubtedly ruining Snowden’s career, has lasted extensively longer than 

anticipated and has coined his contribution as nothing less than notorious. 

Moving forward in times of unfathomable innovations, the current legal framework 

providing little or no protection for whistle-blowers must be amended or replaced. A 

congressionally ordered study stated, “[t]he best way to ensure that secrecy is respected and that 

the most important secrets remain secret, is for secrecy to be returned to its limited necessary 

role.”180 Ensuring a protected route to change led by those who are best equipped to report is the 

required path for the U.S. in this endeavor. “For in the end[,] life and liberty can be as much 

endangered from illegal methods used to convict those thought to be criminals as from the actual 

criminals themselves.”181

                                                 
179 Greenwald, supra note 24. 
180 Dycus, supra note 31, at 1267.  
181 Brewer v. Williams, 97 S. Ct. 1232, 1244 (1977).  

 



 32 


