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Abstract  

Mobile devices are an often-used item in a college student’s life. They depend on them 

for interaction with their friends, entertainment, and academic work. While they 

continually use them, they likely do not understand the ramifications of their use from a 

privacy standpoint or that the devices are being used to track them and collect their 

information. This study utilizes the Antecedent, Privacy Concern, Outcome (APCO) 

model, combined with the Fogg Behavior Model (FBM), to determine the factors that 

make up privacy concern on a mobile device, if individuals use privacy protective 

behaviors, and if education on privacy issues on mobile devices will increase their use of 

privacy enhancing technology (PET). A longitudinal study was performed to test if 

privacy protection education increases the use of PET. While students express concern 

for their privacy in a mobile environment and express an intent to use additional PET, 

this does not translate into increased protective behavior, even after an educational 

intervention. The impact of perceived privacy control is removed, and habit and trust 

outweigh the impact of privacy concern. Theoretical and practical implications are 

provided.  
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Introduction 

Individuals consistently express concern about the privacy of their personal 

information. Decades ago, thought leaders predicted the value of data for organizations, 

explaining the potential for companies to aggregate data from multiple individual 

interactions across multiple organizations was “ripe for privacy invasion and other 

abuses” (Mason, 1986, p. 7). Today that insight is coming to fruition with the explosion 

of big data which is having a profound impact on the way businesses operate across a 

wide range of industries. For example, rather than using historical trends to create 

insurance underwriting models, companies are now able to track individual performance 

through sensors included in automobiles (Baruh & Popescu, 2017). A mobile device’s 

location information can track where you live and work and who you interact with (Obar, 

2015).  

Data collection is growing exponentially with 90% of the data volume currently in 

existence being generated in just the last two years (Lackey, 2019), suggesting privacy is 

even more threatened. A whole industry has emerged to help companies make better use 

of data. These companies, called data brokers, do not collect data directly from 

individuals, but instead combine data from various public and private sources and resell 

the combined data and insights to companies for marketing and other purposes (Federal 

Trade Commission, 2014). Because individuals do not generally interact directly with 

these data brokers, there is not a clear understanding of their practices (Federal Trade 

Commission, 2014).  

The rapid growth of mobile technology has further increased the opportunity for 

data collection. 94% of 18-29 year-olds in the United States own a smartphone (Turner, 
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2021). Over half (55.56%) of all internet traffic is now generated by mobile devices 

(Gaubys, 2021). In 2019, 80% of individuals used their mobile device to search the 

internet and 40% of online transactions were performed using a mobile device (Butt, 

2020). Unfortunately, many users still consider the device they carry with them merely a 

phone and do not consider it to be a computer with the same capabilities and 

vulnerabilities of a desktop or laptop computer (Platsis, 2019). Of particular concern for 

this study is the use of mobile devices by college students. As a group, they are rapid 

adopters of mobile technologies and use them daily for a wide range of services (Jones & 

Chin, 2015).  

When browsing the web, it is very common to see notifications of websites using 

cookies, a common method of data collection. This is generally accompanied with some 

form of consent requirement and links to associated privacy/security policies. Even 

though these notifications are common, in a 2014 Pew Research study over half of the 

respondents believed just having a policy meant the company would not share any 

information it collected (Smith, 2014).  While individuals may see benefits from 

releasing or sharing personal information (Kokolakis, 2017), a Pew survey found that 

81% reported privacy risks outweigh the individual benefits afforded by data collection  

(Auxier et al., 2019). 

The topic of information privacy in information systems (IS) literature and other 

branches of research continues to be widely studied (Yun et al., 2019); however, there is 

still not a clear picture of why individuals continue to give up their data. Despite 

extensive time and study, privacy is a complex issue with multiple understandings. 

Broadly, privacy is concerned with the concept of control of personal information 
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(Westin, 1967). Privacy as a concept has been expressed in various forms and must be 

contextualized (Solove, 2008). Clarke (1999) identified four different dimensions: 

privacy of a person, privacy of behavior, privacy of communications and privacy of 

personal data. Individuals desire the ability to release personal information on their own 

terms, controlling the audience and content of the information (Westin, 1967). The 

definition for privacy used in this research then, is our ability to control data about 

ourselves. Therefore, privacy concern is defined as an individual’s belief that their data is 

being used unfairly and beyond their control (Culnan & Armstrong, 1999) and mobile use 

privacy concern is defined as how this perception of privacy concern manifests itself in 

the use of mobile devices (Xu, et al., 2012).  

Privacy concern has been shown to influence the protection behavior of 

individuals, limiting adoption of technology (Gu et al., 2017) or not installing or 

uninstalling applications perceived as intrusive (Kraus et al., 2014). Despite this concern, 

it is not always apparent that individuals try to protect themselves in a manner consistent 

with their level of concern creating a “Privacy Paradox” (Norberg et al., 2007). This 

privacy paradox is demonstrated by examining actual behavior that is different than their 

stated intention of disclosing information (Norberg et al., 2007). In a 2018 survey, 68% 

of respondents indicated online privacy is extremely important, while only 36% would 

describe themselves as diligent in their protection behavior (Keepsafe, 2018). While a 

variety of options exist for individuals to increase their privacy protection on mobile 

devices, they are not necessarily prone to use them. “For some reason, they seem to trust 

that nothing bad can happen to them” (Jones & Chin, 2015, p. 570). 
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The direction of research on mobile devices has either concentrated on the 

security impact to businesses with the increase in “bring your own device” (Morrow, 

2012) or with overcoming user’s privacy concerns about providing location information 

through mobile applications (Koohikamali et al., 2015). Businesses need to consider the 

use of mobile devices and incorporate mobile device management into their overall 

security processes (Patten & Harris, 2013) and while businesses have recognized the need 

to secure these devices due to privacy or data breach concerns, it is not clear individuals 

recognize the same privacy concern even though large amounts of their personal data are 

stored on these devices that have become a part of their everyday lives (Platsis, 2019).  

This study posits the apparent discrepancy between privacy protecting concern 

and behavior arises from a lack of awareness and ability regarding privacy risks and 

protection options. College students may be only tangentially aware of privacy risks as it 

relates to mobile devices, so a greater understanding of the risks involved with mobile 

device use is necessary. With the complex and broad nature of ongoing data collection, 

they may also lack the ability to protect themselves. Despite individual user’s lack of 

knowledge, there are various protection mechanisms and behaviors individuals can use to 

protect their data on their mobile devices. Rather than an individual having to repeatedly 

make privacy choices, PET applications, such as DuckDuckGo (DuckDuckGo, n.d.), can 

stand as an automated, simplified process to reduce privacy concerns. This study 

proposes the FBM (Fogg, 2009) as a way to increase PET use by college students. The 

FBM approaches behavioral change through three factors: motivation, ability, and a 

trigger (Fogg, 2009).  An education component is used in this study to increase 

motivation and ability and as a triggering mechanism to provide an opportunity for 
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behavioral change. To help better inform mobile privacy research, I focus on educating 

users to make improved privacy protection behavior decisions. The research is guided by 

the following research question:  

Can a users’ mobile privacy protection behavior be modified through targeted 

educational interventions? 

Existing Literature and Theory 

Privacy and Privacy Concern 

 At the center of the privacy conversation is a general understanding of how 

privacy manifests itself. The concept of control (Westin, 1967) is often referred to as a 

starting point. Without the concept of an individual’s ability to control their own 

information, who can see it, and what fashion they can see it, privacy does not exist 

(Westin, 1967).  

While privacy has been a topic of research for decades, the concept of online 

privacy is more recent with the advent of highly networked systems (Malhotra et al., 

2004). These systems allow for aggregation of data across multiple platforms and with 

proper analysis may allow inference regarding individuals beyond what they think they 

are providing (Mason, 1986). Customer information has emerged as a source of revenue 

as this information can be monetized and sold to others (Obar, 2015). Personal 

information can be gathered from various platforms like social networking, online sales, 

blogging, etc. which can be combined and aggregated to provide information for targeted 

marketing (Yun et al., 2019). Organizations in the mobile device industry that have no 

contact with individual consumers can collect and aggregate this information with no 
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indication of that activity provided to the end user (Yun et al., 2019). Demonstrating the 

potential risk involved, Acquisti and Gross (2009) found that using publicly available 

data combined with other available sources, individual social security numbers could be 

determined, especially for younger people. 

Privacy concern can be seen as a combination of underlying factors (Sheehan & 

Hoy, 2000). Users see more issues than what has normally been covered in surveys 

(Paine et al., 2007) and there are discrepancies between what online policies provide and 

what users expect (Earp et al., 2005). With the onset of social media, the concept of an 

online persona or profile is available. Information on individual preferences can be stored 

and while some information regarding the technology used (browser, operating system, 

etc.) could be considered anonymous, other profile information could include highly 

personally identifiable information and these different types of data need to be protected 

at different levels  (Chellappa & Sin, 2005). As technology evolves through various 

platforms such as mobile devices, providers need to track the device and software being 

used to account for different screen sizes and readability. Users do not have the ability to 

simply block all types of tracking information as they may remove the ability to use the 

site. While this type of tracking may be anonymous and necessary, collecting personally 

identifiable information such as street address or credit card information will likely be 

viewed through a completely different lens. Expanding into mobile devices, additional 

forms of tracking including location information can be collected by applications. This 

can lead to additional concerns such as perceived surveillance (Xu, et al., 2012). These 

various levels of collected data add to privacy protection complexity and reinforce the 

need to review data elements in the context of their sensitivity (Malhotra et al., 2004).  
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For individuals to effectively control their information and hence their privacy, 

they must be equipped with the understanding of how their data is gathered, accessed and 

used (Mason, 1986). In the context of the online virtual environment, this control can 

manifest itself in several ways such as managing public/private profiles in social 

networking systems, managing security settings on your device and browser, reviewing 

privacy policies, managing cookies, limiting how much information is provided for 

business transactions, and verifying that information is accurate (Kuo et al., 2007). 

Different types of information may also be perceived as requiring different levels of 

protection. (Malhotra et al., 2004). 

The concept of information privacy becomes more relevant as consumers question 

what their information is being used for (Smith et al., 1996). In an attempt to capture 

individual’s concern for information privacy (CFIP), Smith et al. (1996) performed an 

empirical analysis using their newly formed construct to measure privacy concerns across 

four categories: excessive data collection, errors in collecting data, the unauthorized 

secondary use, and improper access to data by unauthorized personnel.  This work 

continues to be extended with the addition of other components: individual control, 

general privacy concerns, trust, and risk beliefs in the internet users’ information privacy 

concerns (IUIPC) construct (Malhotra et al., 2004). Malhotra et al. (2004) argues the 

environment regarding online activity expands beyond a general dimension of CFIP and 

needs to include personal characteristics reflecting items such as perceived control, 

awareness, and general trusting and risk beliefs. These initial constructs and the 

instruments that were developed to derive them have been well validated and confirmed 

through various studies and continue to be widely used (Preibusch, 2013). 
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Many constructs and frameworks have been developed for understanding privacy 

concern and behavior. In decisions of the type of data that may be necessary for an 

individual to provide, there is a balance between the potential benefit of the online 

service versus the potential risk that might be involved with providing it as detailed in the 

privacy calculus model (Dinev & Hart, 2004). Companies that can convince the user the 

benefits outweigh the risks can, over time, collect more user information and gain a 

competitive advantage by leveraging their increased knowledge of their market (Culnan 

& Armstrong, 1999). A site that espouses fair practices with the use of collected data 

could enjoy this increase in data collection (Culnan et al., 2016). The initial privacy 

calculus model (Dinev & Hart, 2004) uses constructs of CFIP (Smith et al., 1996) and 

concepts of control (Westin, 1967) across two primary areas: information abuse, the 

user’s data being utilized in a manner not expected, and information finding and having, 

making data available that the individual may not want discovered. Based on the relative 

weighting of risk and ability to control the risk, an overall privacy concern level can be 

measured (Dinev & Hart, 2004). In addition to the above, factors including personal 

interest in the services the site offers and general internet trust can be evaluated to 

determine an overall willingness to provide information (Dinev & Hart, 2006).  

As technology continues to expand in daily lives the potential for data loss 

continues to increase (Gu et al., 2017). With this increase in technology the number of 

articles dedicated to the topic of information privacy has also increased (Yun et al., 

2019). Although there have been many theories and constructs forwarded and tested, 

there is not a singular dominant overarching theoretical model (Smith et al., 2011). The 

calculus model has seen extensive use and various new constructs have been added to 
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impact perceived risk, privacy concern, or other factors. To make sense of all the 

additions, privacy calculus research has been consolidated into the APCO model (Smith 

et al., 2011), which places information privacy concerns at the center of the model with 

the various antecedents that lead to privacy concern and the various outcomes that can 

arise. The APCO model further expands privacy calculus to evaluate concepts of privacy 

as a right (Smith et al., 2011), identity management, confidentiality as an extension to fair 

processes described in Culnan and Armstrong (1999), and secrecy and anonymity (Smith 

et al., 2011).  

Of continuing concern of the calculus and APCO approaches, however, is that as 

described in these theories and models, privacy protection or sharing decisions are made 

rationally (Dinev & Hart, 2004). Individuals weigh the costs and benefits of providing 

information or using a service and make a choice based on what benefits them the most. 

Additional research comparing user intention to restrict or provide information with 

actual behaviors has found results that could challenge the concept of a rational choice 

(Norberg et al., 2007). While there is a common belief in information privacy and that 

users don’t want that information misused, despite the repeated issues reported in the 

media or experienced personally, users often freely give their information away 

seemingly without thinking of the potential consequences (Norberg et al., 2007, Barth & 

de Jong, 2017,Chen, 2018). This mismatch of intention and behavior creates a “privacy 

paradox” (Norberg et al., 2007). This paradox continues to be investigated but a unified 

theory does not emerge. In a literature review of studies that contained the term “Privacy 

Paradox”, 32 articles were identified with an associated 35 theories (Barth & de Jong, 

2017).  
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Overall, the emerging pattern in privacy literature is the majority of past studies 

seem to favor the calculus model but a mixed approach of both rational and irrational 

processes in future studies is recommended (Barth & de Jong, 2017). As Barth & de Jong 

(2017) point out the paradox theories point to a bounded rationale that predetermines the 

cost benefit analysis resulting in a calculus decision based on different levels of 

understanding. “Interestingly, both perspectives result in a risk-benefit calculation that 

ultimately chooses benefits over risk” (Barth & de Jong, 2017, p. 1040). The interaction 

between these processes may help to further explain individual behavior. What is initially 

seen as irrational may be a result of a lack of knowledge providing a less than fully 

defined individual privacy concern. If an individual’s knowledge is limited, they may not 

be able to fully utilize a calculus model and as a result, seemingly make poor and 

irrational decisions (Masur, 2019).  

 In response and consistent with the original development of the APCO model as 

a way to unify theory, an expanded APCO model was developed to incorporate affective 

elements, resource constraints, and motivation as well as cues that may exist in the 

environment or biases the individual user may demonstrate (Dinev et al., 2015). These 

additional constructs and the relationships between them incorporate both this calculated 

rational approach to decision making as well as the more emotionally based response. 

This inclusion of behavioral constructs was a response to the need to include components 

that demonstrate “paradoxical behaviors that are not easily explained by neoclassical 

economics models” (Dinev et al., 2015, p. 640). 

There are many behavioral aspects studied in technology, often from the 

acceptance to continued use aspect. Changing user behavior of an already adopted and 
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used technology may require a different approach. Many behaviors are driven by habit 

rather than conscious thought (Heimlich & Ardoin, 2008; Limayem et al., 2007; Polites 

& Karahanna, 2012). Changing behavior that requires a change of habit requires greater 

self-efficacy (Heimlich & Ardoin, 2008).   

Fogg Behavior Model 

 The FBM identifies motivation, ability, and triggers must be in place for 

behavioral change to occur (Fogg, 2009). An individual must have sufficient motivation 

to want to make a change. They must also have sufficient ability to make the change 

occur. If motivation and ability are available in sufficient quantity, a triggering event will 

cause the change in behavior. This model demonstrates that for an easy change with high 

motivation, there is a great likelihood in a triggering event causing a change of behavior. 

As the spectrum changes with either increased difficulty or decreased motivation these 

behavioral changes become more difficult. To improve the chances of behavior change in 

an online data privacy context, motivation should be increased through demonstration of 

potential risk that is meaningful to the individual, and difficulty or barriers to use should 

be decreased by demonstrating simple steps that can be taken to enhance data privacy 

protection (Fogg, 2009). Casting the conversation in the FBM, we now investigate the 

components based on their category of motivation, ability, and triggers.  

Motivation 

In the FBM, increasing an individual’s motivation increases the likelihood of a 

behavioral change.  Fogg indicated three different sources of motivation: pleasure/pain, 

hope/fear, and social acceptance/rejection (Fogg, 2009). Pleasure/pain is considered an 
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immediate motivator as the individual reacts “primitively” (Fogg, 2009, p. 4) with little 

thought. Hope/fear is based on the outcome an individual desires or expects. Behavior 

such as installing anti-virus software is an example of a fear response as individuals try to 

avoid the problems associated with damage to their computer system (Fogg, 2009). 

Social acceptance/rejection motivation is brought about by the significant impact 

important others have on our behavior. Facebook and other social network systems use is 

often driven by the need to feel a part of a community (Fogg, 2009) though social 

network system users are not always satisfied with their use and may investigate behavior 

change to improve their privacy (Sleeper et al., 2015). 

In a study of the impact of a social marketing campaign on condom use, the 

motivators of hope/fear and social acceptance were utilized (Agha et al., 2019). When 

presented as a means of improving an individual’s standard of living through family 

planning a feeling of hope could be measured. Measuring aspects of how society, culture, 

or religious preferences impacted attitudes toward condom use, reflected the impact of 

social acceptance or rejection. Studying how individuals can be prompted to take care of 

products they already own rather than purchasing replacements, the FBM has been used 

to demonstrate how the triggering process can increase motivation and reduce new 

consumption (Ackermann et al., 2018). Additionally, health related studies have been 

based on the FBM. Mobile health applications have shown the ability to increase user 

motivation to manage their own health and healthy behavior in patients with type two 

diabetes when triggers are paired with messages designed to increase an individual’s 

motivation (Sittig et al., 2020).  
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The core component of an individual’s motivation to implement protective 

behaviors is their overall privacy concern (Smith et al., 2011). In the mobile context, this 

is demonstrated by several dimensions of: perceived surveillance, the degree to which an 

individual believes mobile devices or applications continually monitor behavior; 

perceived intrusion, the extent to which an individual believes their personal privacy 

boundaries are being violated by these devices; and secondary use of information, the 

extent an individual believes their personal information is being shared with others 

outside of their control (Xu et al., 2012). In this study, this privacy concern is considered 

a fear motivator.  

In the original APCO model, the concepts of privacy experience and privacy 

awareness were introduced as untested or tenuous antecedents of privacy concern that 

needed further review (Smith et al., 2011). Individuals who have been victimized by 

private information abuse should have increased concern (Smith et al., 1996). Li (2011) 

asserts evidence of experience and individual knowledge provide consistent results of 

increasing privacy concern.  

The unified theory of acceptance and use of technology (UTAUT) model 

demonstrates the importance individuals attach to social norms in the adoption and use of 

technology (Venkatesh et al., 2003). These norms extend to the importance individuals 

place on their information privacy. The importance individuals attach to their information 

privacy is also guided by the general conception of privacy as highly valued and this 

social norm affects the value an individual places on their privacy (Xu et al., 2008). 

Social pressure has been demonstrated to influence behavior in the use of social 

networking sites (Baker & White, 2010). Studies specifically linking social norms to 
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privacy concern, however, are unfortunately limited and need additional investigation 

(Li, 2011). 

Trust has also been included in studies on privacy as well, though not always in 

the same manner. “The causal relationships between information privacy concerns, trust 

belief, and risk belief need to be further verified” (Li, 2011, p. 471). In Gefen (2000), the 

role of trust and familiarity were examined in the context of online transactions. Trust is 

seen as the confidence an individual has that their expectations of other’s actions will 

align with what others actually do and that the level of trust is significantly based on prior 

interaction (Gefen, 2000). Familiarity establishes a pattern an individual then uses to 

predict future interaction outcomes. For some, trust has been shown as the belief that an 

application functions as expected (King, 2014). In others it has been demonstrated that 

trust can reduce privacy concern (Smith et al., 2011), still others have shown trust to be 

absolutely required for the disclosure of any private information (Belanger et al., 2002). It 

is not unexpected then that this construct and its relationships with privacy concern needs 

further investigation.  

Ability 

Along with motivation, an individual must have the ability to perform the 

behavioral change. These two factors are somewhat interchangeable, as given sufficient 

motivation, an individual will increase their effort to achieve the change. While it is 

important to increase motivation, behavioral change is easier to accomplish when the 

effort to perform the task is made easier. This approach to simplicity achieves success 

faster than increasing motivation (Fogg, 2009). Per the FBM, elements that must be 

considered to increase simplicity include: (1) time, if an action requires more time than 
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an individual has available, the action will not be performed; (2) money, similar to time, 

this is a constrained resource and if an action requires more money than an individual 

has, the task cannot be performed; (3) physical or mental effort, if the action requires a 

large investment of either, the ability of an individual to perform an action is reduced; (4) 

social deviance, if an action requires going against the norms of society and the social 

cost is high, the action becomes more difficult; (5) non-routine actions, if an activity is 

outside the normal routine or habit of an individual, ability is decreased. 

In the study of condom use, abilities were measured along the lines of cost, the 

physical measures of the availability and variety of products in nearby stores, and mental 

effort from potential embarrassment incurred when suggesting their use (Agha et al., 

2019). In the diabetes study, the primary focus of increasing ability was a mobile 

application that could provide educational material on topics of carbohydrate 

consumption and strategies on how to manage intake (Sittig et al., 2020). In the product 

care study, individuals consistently reported a lack of knowledge when working with 

technical items and strategies to increase their knowledge level was recommended 

(Ackermann et al., 2018).   

An individual’s understanding of privacy in an online and mobile environment is 

restricted by various barriers. Companies project the benefits of cross platform and 

continual data gathering on individuals as a means to provide more personalized service 

(Baruh & Popescu, 2017). Big data and multiple analytics platforms are commonplace as 

companies strive for more effective means of segmentation and targeted marketing 

(Baruh & Popescu, 2017). These systems and their variety make it difficult if not 

impossible for individuals to fully grasp the complexities of how, when, and where data 
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is collected (Obar, 2015). Users simply do not have the time to examine every privacy 

policy of every potential tracking application (Obar, 2015). These obstacles can often 

prevent individuals from behaving in a manner consistent with their stated privacy 

concerns (Lehtiniemi & Kortesniemi, 2017).  

Self-efficacy can be seen as another view of ability as it is “concerned with 

judgments of how well one can execute courses of action” (Bandura, 1982, p. 122). 

Individuals who are aware of customary privacy practices should exhibit increased levels 

of awareness that impact their view of managing information (Malhotra et al., 2004). 

These additional concepts can be viewed as components of a privacy self-efficacy or 

potential antecedents to privacy self-efficacy (Dienlin & Metzger, 2016). Privacy self-

efficacy has been shown to impact privacy concern and behavior as it relates to social 

network service profiles and what information individuals may display or restrict (Chen 

& Chen, 2015,Chen, 2018). Self-efficacy has also been shown to promote self-

withdrawal, a defense mechanism against the perception of supplying too much personal 

information (Dienlin & Metzger, 2016). 

Self-efficacy may also have deleterious effects on a user’s privacy behavior 

(Keith et al., 2015). In a study of mobile phone users, those that perceived high levels of 

mobile computing self-efficacy, actually incurred more risk due to the fact they 

considered themselves expert users and therefore could manage any privacy concerns that 

may arise from using the device (Keith et al., 2015). Self-efficacy may also be too narrow 

of a construct due to the intricacies and changing landscape of technology and the 

difficulty for even those with strong technology backgrounds to understand (Dincelli & 

Goel, 2017). A broader concept of privacy literacy as “the understanding that consumers 
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have of the information landscape with which they interact and their responsibilities 

within that landscape” (Langenderfer & Miyazaki, 2009, p. 383) is necessary. Not 

coincidentally, this remains consistent with Mason’s (1986) call to provide individuals 

with the literacy to understand their data and the systems that interact with it.  

The extent to which an individual believes they can control their privacy has also 

been shown to impact privacy concern. When an individual believes they have control, 

privacy concern is reduced, even if risk is elevated (Brandimarte et al., 2013). 

Conversely, when an individual perceives they have little control over their personal 

information, privacy concern is increased (Xu, 2007). 

Trigger 

Per FBM, the opportune time to trigger a behavior is when motivation and ability 

have both been increased above the threshold level to make the behavioral change (Fogg, 

2009). If there is a desire to change, a triggering event is welcome. If there is not 

sufficient desire or motivation, a triggering event may be seen as frustrating. It is likely 

that an external trigger will be required rather than an individual initiating a behavioral 

change (Filippou et al., 2015). Fogg (2009) indicates three different types of triggers. A 

spark trigger is a combination of a motivational element (e.g., fear or hope) with a 

message to perform the behavior. A facilitator trigger is also a combination of elements 

that both prompts for the behavior and makes the behavior simpler. A signal trigger is 

utilized when both motivation and ability already exist and all that is required is a 

reminder to perform the action. 
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In the condom study, the trigger was a social marketing campaign (Agha et al., 

2019). In the diabetes study, message notifications were sent to the individual’s mobile 

device (Sittig et al., 2020). The product care study found multiple triggers such as 

degraded appearance, extended time passing, and previous care routines (Ackermann et 

al., 2018).  The triggering method for this study is one of a facilitator, triggering the user 

to perform a protective action while at the same time making the action easier through 

education.  

Theory and Hypotheses 

In the APCO model, various antecedents and outcomes surround the central 

concept of privacy concern. Privacy concern has been represented in prior studies as 

CFIP (Smith et al., 1996) and IUIPC (Malhotra et al., 2004). Xu et al., (2012) developed 

the mobile users information privacy concern (MUIPC) construct to build on these prior 

constructs in the context of the mobile environment. MUIPC is made up of the three 

different components of perceived surveillance, perceived intrusion, and secondary use of 

information (Xu et al., 2012). This dissertation focuses on the concept of privacy concern 

among college students within the mobile environment. MUIPC has been used in past 

studies and is considered more suitable to studies of privacy concern in a mobile 

environment (Belanger & Crossler, 2019; Degirmenci, 2020). Therefore, MUIPC is the 

central construct used in this study to measure privacy concern 

Privacy awareness is the extent to which an individual has personal experience 

with or is aware of the misuse of their data or of the potential for privacy abuse 

(Benamati et al., 2017). While users may not always be aware of the type of information 

being collected, prior personal experience does play a role in privacy concern 
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(Degirmenci, 2020; Li, 2011; Okazaki et al., 2009; Yang, 2012). Personal experience 

would likely be seen in a negative light as people may only be aware of privacy issues 

when their expectations for privacy are violated. In addition to personal experience, 

exposure to media reports of privacy also increases privacy awareness (Benamati et al., 

2017). These experiences and reports are also generally portrayed in a negative light, 

(e.g. CambridgeAnalytica/Facebook (Hern, 2018), TikTok (Fabiani, 2020), Google 

Incognito mode (L. Clarke, 2019)). Becoming more aware of privacy violations 

intuitively should increase concern about privacy. Therefore, privacy awareness should 

be positively related to mobile users’ information privacy concern.  

H1: Privacy awareness positively influences mobile users’ information privacy 

concern.    

 Similar to privacy awareness driven by media or personal experience, individuals 

who we hold in high regard also play a role in our level of privacy concern. “Privacy 

social norm is a significant predictor of disposition to value privacy” (Xu et al., 2008, p. 

10). Parents who discuss privacy issues with their children, for example, provide a 

significant impact on the privacy concerns of teens (Feng & Xie, 2014; Youn & Shin, 

2019). Peers also exert influence. In a study of the susceptibility of individuals to peer 

influence, as peers share information on the risks to privacy, individual privacy concern 

increases (Moscardelli & Divine, 2007). Peer recommendations also influence the 

decision on accepting a mobile application (Krasnova et al., 2013). As a result of the 

influence of these important others, their privacy concern should translate to additional 

individual privacy concern.  



20 

 

H2: Social influence positively influences mobile users’ information privacy 

concern. 

 Trust has also been commonly used in privacy calculus evaluations of privacy 

concern (Dinev et al., 2015; Dinev & Hart, 2006). Trust is defined as the extent to which 

an individual believes a mobile device and associated applications will handle personal 

data appropriately (Dinev & Hart, 2006). Trust has been shown to reduce privacy concern 

(Culnan and Armstrong, 1999; Pavlou et al., 2007; Smith et al., 2011; Xu et al., 2009). In 

some instances, trust has been shown as such a significant predictor of concern that 

individuals will not even consider a relationship with an online presence without a 

sufficient level of trust (Milne & Boza, 1999).  

Familiarity impacts trust (Gefen, 2000). College students are heavy users of their 

mobile devices. They use them to interact with their peers, for completing assignments, 

and for entertainment purposes. They have established an ongoing relationship with the 

device and as widespread adoption demonstrates, they are pleased with the value they 

provide (Gefen et al., 2003). This reliance on the device and their continual use 

establishes a routine for them that has provided value in the past and the expectation that 

it will continue to do so in the future (Hillman & Neustaedter, 2017). This familiarity 

reduces uncertainty (Gefen, 2000). A reduction in uncertainty is comparable to a 

perceived reduction in risk in their use. As the perception of risk is a large component of 

concern, trust is predicted to reduce MUIPC.  

H3: Trust negatively influences mobile users’ information privacy concern. 
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Perceived control of personal information is the extent to which an individual 

believes they have control over the management of their personal information (Xu et al., 

2012). An increased perception of control reducing privacy concern has been 

demonstrated in numerous studies including managing mobile application permissions 

(Degirmenci, 2020) and a study of antecedents of privacy concern (Dinev & Hart, 2004; 

Xu et al., 2008). Control is a foundational element of privacy as without control over 

personal information, privacy cannot exist (Westin, 1967). Individuals exert control over 

their information in various ways in an online environment. They may limit the visibility 

of their profile in a social network setting, choose to install an application or not, or use 

additional privacy protection behaviors they are aware of (e.g., strong passwords that are 

frequently changed). These steps provide the individual with an increased perception of 

privacy as they perceive they are able to exert control over their personal information, 

where it is displayed, and who may have access to it. This increased perception of 

privacy and their ability to manage the release of their information will reduce the 

perception of risk. As with trust, a reduction in perceived risk impacts concern. It is 

predicted that the perceived benefit of control over information reduces privacy concern, 

as demonstrated in prior studies, will translate into the mobile device arena, and reduce 

mobile device privacy concern.  

H4: Perceived control negatively influences mobile users’ information privacy 

concern. 

Perceived privacy self-efficacy, the extent to which an individual believes they 

can protect their privacy has also been demonstrated to affect intentions (Dienlin & 

Metzger, 2016). When individuals believe they have the ability to prevent a virus attack, 
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their intent to use virus protection increases (Lee et al., 2008). The greater the self-

efficacy of an individual the more likely they are to try protection strategies (Yao, 2011). 

Perceived self-efficacy is a key component of how individuals engage protective 

behavior (Milne et al., 2009) and therefore will continue to have a positive influence on 

intentions to use PET. 

Extant research has also provided a link between self-efficacy and actual privacy 

behavior. In a study of response behaviors to online threats, those with greater self-

efficacy were much more likely to use protective actions (Milne et al., 2009). In a social 

network context Chen (2018) demonstrated increased protection actions based on privacy 

self-efficacy. Individuals who have a greater understanding of available mobile 

technology resources or strategies to protect their privacy should be more likely to use 

those resources and strategies.  

In the FBM, ability is a significant component of behavior. With increased ability 

to perform a behavioral action, it is more likely the action will occur (Fogg, 2009). 

Therefore, as individuals increase their competency in the use of privacy protection 

behaviors, the likelihood of taking actions to increase their privacy should also increase. 

As ability is increased, the need for specific motivation is decreased (Fogg, 2009). In the 

FBM, ability can also be increased by increasing the simplicity of the task (Fogg, 2009). 

As individuals become more familiar with protection strategies, they should begin to 

perceive privacy protection as an easier task. Their belief in their ability to utilize 

protection mechanisms should therefore translate into increased use of these mechanisms. 

H5a: Perceived self-efficacy positively influences intention to use privacy 

enhancing technology. 
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H5b: Perceived self-efficacy positively influences the use of privacy enhancing 

technology. 

UTAUT has been used extensively to understand the reasons individuals intend to 

adopt particular technologies (Venkatesh et al., 2003). In addition to the original UTAUT 

constructs, UTAUT2 (Venkatesh et al., 2012) includes the motivator of habit driving 

technology use intention. Habit has been portrayed as the  “extent to which people tend to 

perform behaviors automatically because of learning”  (Limayem et al., 2007, p. 705). 

When studying consumer acceptance of information technology (IT), Venkatesh et al. 

(2012) conceptualized habit as the result of prior experiences. If familiar cues are seen, 

habitual action will occur. If individuals have an established habit of using protective 

measures on their mobile devices, their intention to use or continue to use these methods 

should be positively impacted. Furthermore, this conceptualization of habit has been 

shown to affect use even more than intention (Venkatesh et al., 2012). Therefore, the use 

of PET should also be positively impacted by habitual use of privacy measures. 

H6a: Habit positively influences intention to use privacy enhancing technology. 

H6b: Habit positively influences the use of privacy enhancing technology.  

 Prior studies have consistently shown as privacy concern increases; actual 

technology use is also affected. Downloading mobile applications is reduced by increased 

privacy concern (Gu et al., 2017). People who have heightened concern regarding their 

personal data are more cautious than those with less concern (Lutz & Strathoff, 2013). 

Privacy concern influences the response across a wide range of potential privacy 

protection responses (Son & Kim, 2008). Intentions to provide information is decreased 
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as privacy concern increases (Xu et al., 2012) and intentions to take privacy-related 

actions are increased as privacy concern increases (Osatuyi, 2015; Smith et al., 1996; 

Stewart & Segars, 2002).  

Privacy concern will be a significant motivator to action. As the fear of privacy 

invasion, surveillance, or the possibility of unauthorized secondary use increases, 

individuals will be more motivated to implement privacy protecting behaviors. 

Individuals who have experienced the loss of their personal information demonstrate 

more concern and should be more motivated to protect themselves in the future. 

Consistent with prior studies that demonstrate the link between privacy concern and use,  

privacy concern will increase the use of PET in a mobile environment.   

H7a: Mobile users’ information privacy concern positively influences intention to 

use privacy enhancing technology. 

H7b: Mobile users’ information privacy concern positively influences the use of 

privacy enhancing technology. 

As stated previously, trust in the context of this study is the extent to which an 

individual believes that a mobile device or application will appropriately handle their 

data. With increasing trust, the concern for privacy goes down. When asked about what 

types of access individuals would grant to others to access their device they responded 

that friends would be permitted, but even in that instance the assumption was that friends 

would use their device to make a call or look something up online, but not go through 

their email, text messages, or photos (King, 2014). In the same study, individuals 

indicated concern if access to the information on their device was done involuntarily. It is 
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not surprising to know that individuals are more likely to share information with people 

they know and trust.  

Unfortunately, with the advent of big data, the strength of current algorithms, and 

the aggregation of data from multiple sources, trust in an individual regarding limited 

data does not provide a sufficient view of the vulnerability of an individual’s privacy. 

Small pieces of data may be shared on a repeated basis across multiple platforms 

including online searches, purchases, travel directions and multiple other applications. 

This data can be pieced together by aggregators to build a reliable profile of an 

individual. This data gathering is not limited to explicit permissions granted applications 

either as data brokers, not directly connected to the consumer, sell and share this 

information with little to no transparency (Federal Trade Commission, 2014). The 

average consumer then has very little if any knowledge of how their combined data may 

be used and therefore has limited knowledge of the potential risks (Federal Trade 

Commission, 2014). If provided specific examples of how their data can and is used, 

individuals should begin to understand trust in mobile devices and applications based 

only on app store reviews may be misplaced. An increased awareness of the risks 

involved in providing data knowingly or unknowingly should promote a decrease in the 

general level of trust for mobile devices and the organizations that collect and use the 

data they provide.  

H8:  Privacy education will weaken the relationship between trust and mobile 

users’ information privacy concern. 

Lacking the awareness or knowhow to adequately control information privacy 

removes the ability for an individual to care for their own privacy (Masur, 2019). While 
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recent legislation in the European Union and several states in the United States have 

attempted to regulate the process, the requirements of disclosure on how information is 

gathered and treated is limited and generally full of legal terms the majority of 

individuals will not understand (Obar 2015). Lacking an understanding of the 

environment may lead to paradoxical results as it relates to an individual’s intention 

versus actual behavior in protecting their personal information (Norberg et al., 2007). 

This lack of understanding leads to oversharing (Wisniewski et al., 2017).  Increasing 

privacy awareness has demonstrated the ability to increase good privacy decision making 

(Barth & de Jong, 2017).  

With the significant barriers facing individuals in protecting their data, knowingly 

or not, an easier solution needs to be presented to simplify the task and increase an 

individual’s ability per FBM. PET can assist individuals in protecting their data. Rather 

than having to decide each time a question of privacy arises or even in areas where a 

privacy question is not readily apparent, individuals will have greater success protecting 

their privacy adopting PET that can handle some of the load for them. A very common 

method for tracking users is by storing their search history (Obar, 2015). Search engines 

generate significant amounts of their revenue by tracking what users search for and using 

this to assist in marketing programs (Weber, 2015). An alternative search engine, 

DuckDuckGo, does not maintain or monetize this information and can limit the amount 

of data that an individual unwittingly provides while performing internet searches. There 

are also multiple other tactics individuals can use such as using strong passwords, 

deleting old data from their device, or managing privacy settings of their browser. 
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 Additional privacy behavior (e.g., passcodes for phone access, limiting use of 

public Wi-Fi, and avoiding public charging locations) can also prove helpful. Per the 

FBM, increased motivation and ability accompanied by a triggering event should increase 

the likelihood of new behavior (Fogg, 2009).  An educational component should increase 

motivation through demonstrated risks and increased ability through training on privacy 

protection behavior. The educational component for this study will provide the triggering 

mechanism necessary to promote the use of protective behavior. Educating individuals to 

the methods available to them to protect their privacy and increasing their understanding 

of the risks should lead to increased levels of privacy self-efficacy. 

H9: Privacy education will strengthen the relationship between perceived self-

efficacy and the use of privacy enhancing technology. 

With current tracking technologies, users are not always aware of their data being 

collected (Obar, 2015). The technology behind the gathering of information and the 

power of the algorithms that are analyzing this collected data can often seem like a black 

box with no means of understanding what is truly happening (Obar 2015). While 

individuals may not understand the way their data is collected and analyzed, the 

organizations that mine this data do (Acquisti et al., 2015). Factors that impact privacy 

concern are manipulated to “create an illusion of safety and encourage greater sharing.” 

(Acquisti et al., 2015, p. 509). Individuals need help in protecting their privacy (Acquisti 

et al., 2015).  

Smith (2018) demonstrated that privacy training on Facebook increased privacy 

concern by demonstrating the magnitude of risk associated with weak privacy settings. 

Facebook is just one example of how data is collected. Demonstrating to individuals the 



28 

 

way different companies may be collecting their data and predicting individual actions 

should increase the perception of risk and reduce the perception individuals may have on 

their ability to control how their data is accessed and utilized. Combining the effects of a 

lack of understanding of the extent of data collection and aggregation along with a 

decrease in the general trust of mobile devices and applications, individuals should 

perceive less control of their personal information. Lacking the awareness or knowhow to 

adequately control information privacy removes the ability for an individual to care for 

their own privacy (Masur, 2019) which in turn reduces the perception of control. A 

greater understanding an individual has on the widely used methods of data collection 

and aggregation should reduce their perception of control over their data.  

H10: Privacy education will weaken the relationships between perceived control 

and mobile users’ information privacy concern. 

The full model then, taken in the context of the FBM is shown in figure 1. 
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Figure 1. Structural Model
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Method   

Measurement Scales 

To test the hypotheses, a quasi-experimental method was used consisting of a 

pretest survey, exposure to training materials as the treatment, and a posttest survey. 

Survey questions can be found in Appendix A. Surveys were developed in Qualtrics and 

offered online. Scales from prior research were used and adapted to represent the mobile 

devices context and attitudes toward mobile devices. MUIPC is measured with the scale 

developed by Xu et al. (2012) and adapted to mobile devices rather than mobile 

applications. Privacy awareness was adapted from work by Benamati et al. (2017), 

perceived control of personal information was adapted from Xu et al. (2012), perceived 

privacy self-efficacy was adapted from Chen (2018), social influence was adapted from 

Venkatesh et al. (2012), trust from Dinev et al. (2006), and habit adapted from Limayem 

et al. (2007). Intention to use DuckDuckGo was adapted from Venkatesh et al. (2003) 

and the actual use of DuckDuckGo was adapted from Venkatesh et al. (2008). 

 The educational intervention included a brief video, “You’re leaving footprints” 

(Teaching Privacy Project, 2016),  on how various online applications and activities track 

information, followed by a multi-page handout (see Appendix B) describing methods to 

reduce the amount of data individuals may unknowingly provide, including using the 

browser application DuckDuckGo (https://duckduckgo.com). This browser can be 

downloaded for free from the corresponding application store for mobile devices or 

included as a plug-in for Chrome, Firefox, and Safari browsers on a traditional laptop or 

desktop computer. In contrast to commonplace browsers and search engines, this 

browser/search engine does not collect history of user searches and as a result cannot 

https://duckduckgo.com/


31 

 

provide that information to external parties. In addition, this application blocks known 

third party tracking systems commonly used to collect data (DuckDuckGo, n.d.). These 

third party systems are not part of the website that a user visits, but are instead provided 

by a third party to assist in data gathering, both for the website as well as the business 

providing the tracker (Emerging Technology from the arXiv, 2014). 

 The pretest survey was offered to select classes of undergraduate and graduate 

level students at two midwestern private universities. Participation in the surveys was 

rewarded by a small amount of credit for the course. Courses using both face-to-face and 

asynchronous online delivery methods were included. Following the pretest survey, the 

educational components were offered to students through the course learning 

management system. The posttest survey was offered one to two weeks later.  

 The total population of students offered participation in the surveys was 366 

students. Responses from the surveys were matched based on student ID and only 

students who completed both surveys completely were included in the final sample. An 

attention check question was included in both surveys and anyone failing this attention 

check in either survey was also removed from the final sample. Elapsed time was also 

checked and any respondents who did not have a minimum seven-day window between 

pre and posttest surveys were eliminated. Finally, to measure the impact of the 

educational component, only those respondents who indicated in the final survey that 

they had reviewed the educational components, at least partially, were retained. The final 

sample size was 119 students. Demographic breakdowns of the final sample can be seen 

in table 1. 
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Table 1. Demographic Breakdowns 

Age       Gender       Level     

Age 18 -20 60 50%  Female 57 48%  Freshman 4 3% 

Age 21-23 48 40%  Male 61 51%  Sophomore 25 21% 

Age 24+ 11 9%  Other 1 1%  Junior 55 46% 

        Senior 23 19% 

                Graduate 12 10% 

 

Analysis 

 Partial least squares structural equation modeling (PLS-SEM) was used to analyze 

the data. This method was chosen for its ability to model complex relationships with 

multiple variables and its frequent use in IS research (Chin, 1998).   

Instrument validation 

Both the pretest and posttest survey models were tested using SmartPLS 3.0 

(Ringle et al., 2014). All constructs except MUIPC were modeled with reflective 

indicators. MUIPC is a second order construct consisting of three dimensions of 

perceived surveillance, perceived intrusion, and secondary use (Xu et al., 2012). These 

three dimensions are measured using reflective indicators and together form the MUIPC 

construct. A two stage approach was used in SmartPLS to measure this second-order 

construct based on Hair et al. (2014). 

Factors were measured by evaluating internal consistency reliability, convergent 

validity, and discriminant validity. Reliability is a measure indicating that indicators 

consistently represent the factor being measured (Field, 2018). Cronbach’s alpha can be 

used as a conservative measure for internal reliability, but can underestimate reliability 

(Hair et al., 2014). A preferred measure is composite reliability (CR) which evaluates the 
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outer loadings of indicator variables (Hair et al., 2014). CR and CA are evaluated 

similarly with preferred ranges between 0.70 and 0.90 although 0.60 is acceptable in 

exploratory research (Hair et al., 2014). Convergent validity is achieved if indicators 

positively correlate with other indicators of the same construct (Hair et al., 2014). This is 

demonstrated by examining the outer loadings of the indicators and the average variance 

extracted (AVE) (Hair et al., 2014). To achieve convergent validity, outer loadings 

should exceed 0.708 and AVE should exceed 0.50 (Hair et al., 2014). Discriminant 

validity is the amount which constructs differ from one another. This can be measured by 

examining the outer loadings and cross loadings and ensuring outer loadings exceed cross 

loadings on all other factors (Hair et al., 2014). To further measure discriminant validity, 

a factor correlation matrix can be examined. The square root of the AVE of each factor 

should exceed the correlation between that factor and any other factors (Fornell & 

Larcker, 1981). All factors and indicators met established guidelines except for those 

noted below.  

An exploratory factor analysis (EFA) was performed in SPSS 27 on both surveys 

to provide initial verification of indicator loading on model factors. EFA is a tool used 

commonly in the social sciences to examine the psychometric properties of a survey 

(Osborne, 2014). Indicators are examined in an effort to extract factors and reduce the 

number of dimensions analyzed (Osborne, 2014). SPSS also provides a measure of 

sampling adequacy when performing EFA. The Kaiser-Meyer-Olkin measure (KMO) 

(Kaiser & Rice, 1974) measures adequacy on a scale of 0 – 1. Results were in the 

“middling” range with values in the 0.70s indicating a sufficient sample size. As all the 

scales used were consistent with prior theory, a confirmatory factor analysis (CFA) in 
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SmartPLS was also performed to continue the analysis and evaluate reliability and 

internal consistency. Where EFA is an exploratory method to find the simplest factor 

reduction scenario, CFA tests if a factor structure is consistent with hypotheses (Tinsley 

& Tinsley, 1987). Factor outer loadings were examined as well as CR and CA. 

Principal axis factoring with Varimax rotation was used to evaluate factor 

loadings. Factor loading results were generally as expected though there were exceptions. 

The dimensions of MUIPC are correlated and loaded to one factor, indicating a higher-

order factor (Osborne, 2014). This is consistent with the work originally done by Xu et al. 

(2012) in the MUIPC scale development.  One indicator from the survey for perceived 

surveillance, however, did not load to this higher order factor. PS1 – "I believe that the 

location of my mobile device is monitored at least part of the time” does not load with 

other MUIPC items. Further analysis of the perceived surveillance factor in isolation 

provided a Cronbach’s Alpha (CA) score of 0.64, less than the desired 0.70 cutoff value. 

PS1 loaded at 0.431, well below the desired 0.7 threshold. Because of these issues, PS1 

was removed from further analysis. PS1 is an interesting difference as the wording for the 

perceived surveillance questions are true to their original questionnaire, except the 

context of mobile devices. It could be that the knowledge of a mobile device having 

location services has become a much more known implication of using these devices 

since the original construct was created and tested. This is further discussed in the future 

research section.  

Privacy awareness, from Benamati (2017), contained components of privacy 

concern related to media awareness as well as personal experience. EFA and CFA 

indicated these two different components loaded to two separate factors. PA2 – “How 
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much have you heard or read during the last year about the use and potential misuse of 

the information collected from the internet?” and PA3 – “How often has the topic of 

information privacy been in the news?” loaded separately from PA1 – “How often have 

you personally experienced incidents whereby your personal information was used by 

some company or ecommerce web site without your authorization?” and PA4 – “How 

often have you personally been the victim of what you felt was improper invasion of 

privacy?”, which relate to personal experience. While considered part of overall privacy 

awareness by Benamati, et al. (2017), it is not the same concept as personal privacy 

experience measured by PA1 and PA4. Indicators referencing media awareness 

components also loaded poorly (PA2 (0.714) and PA3 (0.418)). Based on the factor 

analyses, these should not be conflated into a higher order factor of awareness as they are 

measuring distinct ideas. Upon further evaluation of the face validity of these indicators, 

media awareness indicators PA2 and PA3 were removed from further analysis.  

Perceived self-efficacy also demonstrated potential problems with a very low 

loading score for PSE1 (0.188) – “I feel confident dealing with the ways that mobile 

devices collect and use my personal information”, in the pretest survey and a different 

factor completely in the posttest survey. PSE1 is worded somewhat differently than the 

other indicators in privacy self-efficacy. While the remainder of self-efficacy questions 

relate to the individual’s belief in their capabilities to manage privacy issues, PSE1 

instead is concentrated on the mobile device rather than the ability of the individual. 

Indicators with an outer loading of less than 0.4 should always be removed (Hair et al., 

2014). Similarly, this resulted in the removal of PSE1 from further analysis. 
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Final model validation 

After elimination of PS1, PA2, PA3, and PSE1, EFA was performed again. 

During EFA, indicators loaded as expected across all factors. Indicator loading scores 

were all more than 0.50 and individual factors had an eigenvalue of 1.0 or greater 

(Kaiser, 1960). Appendix C has the results of the exploratory factor analysis for both 

surveys with the above referenced indicators removed. These results are consistent with 

prior theory.  

In behavioral research utilizing surveys, common method bias (CMB) can be 

problematic (Podsakoff et al., 2003). To check for CMB, Harman’s single factor test was 

used to see if any of the factors accounted for more than 50% of the variance (Podsakoff 

et al., 2003). Of the 9 factors that emerged, the largest variance percentage was 

demonstrated by MUIPC at 19.37% in the pretest survey and 20.68% in the posttest 

survey. In addition to Harman’s test, a full collinearity test on all latent variables was 

performed (Kock, 2015). If all latent variables exhibit a variance inflation factor (VIF) of 

less than 3.3 the model does not suffer from CMB (Kock, 2015). MUIPC is a formative 

construct made up of the three dimensions (Xu et al., 2012). VIF was measured for the 

dimensional components of MUIPC and in the final model between all latent variables. 

Appendix D lists the results of the full collinearity test. The maximum VIF in the pretest 

survey was 2.060. The maximum VIF in the posttest survey was 2.335 demonstrating 

CMB is not a concern.  

CFA was also performed on the final model to test for internal consistency 

reliability by measuring CR and CA. CR and CA should be higher than 0.70 though for 
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exploratory research 0.60 is acceptable (Hair et al., 2014). Table 2, the pretest survey 

results, indicate CR ranged from 0.823 – 0.988 and CA ranged from 0.622 – 0.982. Table 

3, the posttest survey results, indicate CR ranged from 0.873 – 0.977 and CA ranged from 

0.732 – 0.952. Both surveys demonstrate good internal consistency reliability. 

Factor loadings and cross loadings are shown in Appendix E. In the pretest 

survey, PSE5 is below the desired outer loading threshold at 0.604. PSE4 is also below 

the desired threshold at 0.652. In the posttest survey PSE3 is slightly below 0.7 for the 

posttest survey at 0.664. All others exceed 0.70. AVE is greater than 0.5 for all factors as 

demonstrated in tables 2 and 3. Indicators with loading between 0.4 and 0.7 should not be 

immediately removed but considered for removal if removing them increases CR or AVE 

above the desired thresholds (Hair et al., 2014). CR and AVE are above the desired 

threshold for PSE. While not all indicators are above 0.7, all AVE are above 0.5 and 

those indicators not above 0.7 are within the acceptable range above 0.6 (Hair et al., 

2014). Therefore, convergent validity is achieved.  

Examining loadings and cross loadings, all factors load more heavily to the 

expected factor than any other factor. A correlation matrix of factors for each survey can 

be seen in tables 2 and 3. The square root of AVE is larger than any correlation between 

factors (Fornell & Larcker, 1981). This demonstrates discriminant validity has been 

achieved.   
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Table 2. Pretest Survey quality measures 

  CR CA AVE 1 2 3 4 5 6 7 8 9 10 

1. Habit 0.9273 0.9062 0.8101 0.900                                                                                                                                                   

2. Intent to Use 0.9879 0.9817 0.9647 0.102 0.982                                                                                                                                       

3. Perceived Control 0.9016 0.8545 0.6961 0.177 0.012 0.834                                                                                                                      

4. Perceived Intrusion 0.9114 0.8543 0.7742 -0.046 0.198 -0.240 0.880                                                                                                   

5. Perceived Self-Efficacy 0.8375 0.818 0.5705 0.046 0.079 0.234 -0.269 0.755                                                                             

6. Perceived Surveillance 0.8853 0.7412 0.7942 -0.048 0.280 -0.331 0.605 -0.213 0.891                                                       

7. Privacy Awareness 0.8228 0.6223 0.7032 0.155 0.369 -0.097 0.229 -0.122 0.240 0.839                                      

8. Secondary Use 0.9001 0.8334 0.7504 -0.040 0.123 -0.312 0.575 -0.124 0.631 0.381 0.866                         

9. Social Influence 0.8877 0.8157 0.7259 0.066 0.011 0.065 0.111 -0.063 0.070 -0.151 0.075 0.852         

10. Trust 0.8564 0.7531 0.6657 -0.041 -0.118 0.140 -0.362 0.121 -0.221 -0.189 -0.218 -0.068 0.816 

Square roots of AVE shown on diagonal. CR, composite reliability; CA, Cronbach’s alpha 

Table 3. Posttest Survey quality measures 

                      CR CA AVE 1 2 3 4 5 6 7 8 9 10 

1. Habit 0.952 0.925 0.869 0.932                                                                                                                                               

2. Perceived Control 0.921 0.886 0.746 0.264 0.864                                                                                                                              

3. Perceived Intrusion 0.920 0.869 0.792 0.026 -0.144 0.890                                                                                                           

4. Perceived Self-Efficacy 0.873 0.856 0.634 0.360 0.337 -0.161 0.796                                                                                     

5. Perceived Surveillance 0.890 0.754 0.802 -0.112 -0.323 0.511 -0.176 0.896                                                               

6. Privacy Awareness 0.880 0.732 0.786 0.184 -0.041 0.199 -0.058 0.193 0.887                                              

7. Secondary Use 0.911 0.854 0.774 0.012 -0.175 0.596 -0.126 0.684 0.300 0.880                                 

8. Social Influence 0.932 0.890 0.820 0.272 0.113 0.165 0.120 0.196 0.064 0.197 0.906                 

9. Trust 0.900 0.834 0.751 -0.004 0.308 -0.365 0.143 -0.385 -0.156 -0.339 -0.103 0.866         

10. Use 0.977 0.952 0.954 0.397 0.191 0.039 0.162 -0.001 0.104 0.096 -0.041 -0.088 0.977 

Square roots of AVE shown on diagonal. CR, composite reliability; CA, Cronbach’s alpha 
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Structural Model 

 The structural model is evaluated by examining the path coefficients and the R2 values. 

Results of the analysis of the pretest survey are shown in figure 2. In support of H1, privacy 

awareness shows a positive impact on MUIPC (β = 0.289, p < 0.001). Social influence shows a 

positive impact on MUIPC (β = 0.149, p < 0.05) in support of H2. Trust (β = -0.213, p < 0.001) 

and perceived control (β = -0.289, p < 0.001) both negatively impact MUIPC supporting H3 and 

H4. 28% of the variance in MUIPC can be determined by these antecedents. Habit and perceived 

self-efficacy’s impact on intention to use PET are not significant, rejecting H5a and H6a. 

MUIPC demonstrates a positive impact on the intention to use PET (β = 0.262, p < 0.001) in 

support of H7a. MUIPC accounts for 8% of the variance in the intention to use PET.   

 
Figure 2. Pretest survey model path coefficients.*** p < 0.001; ** p < 0.05 
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 Figure 3 shows the results of analysis at the posttest survey, after completion of the 

educational component. Perceived self-efficacy does not significantly impact the use of PET,  

 
Figure 3. Posttest survey model path coefficients. *** p < 0.001; ** p < 0.05 

rejecting H5b. Habit, however, does impact the use of PET (β = 0.385, p < 0.001) supporting 

H6b. While MUIPC positively impacts the intention to use PET, the impact on actual use was 

not significant rejecting H7b. Trust continues to negatively impact MUIPC (β = -0.323, p < 

0.001) providing further support for H3. Comparing coefficients to the pretest survey analysis 

demonstrates this trust relationship has increased in negative influence on MUIPC. H8 proposed 

that education would weaken the relationship between trust and MUIPC, therefore this 

hypothesis is rejected. Education was hypothesized to strengthen the relationship between 

perceived self-efficacy and the use of PET, but as perceived self-efficacy does not demonstrate a 
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significant impact on use, H9 is rejected. H10 proposed education would weaken the relationship 

between perceived control and MUIPC. While perceived control had a negative and significant 

impact on MUIPC at the pretest survey, after the educational component, perceived control 

became non-significant, therefore H10 is supported. A summary of hypotheses results can be 

seen in table 4. 

Table 4. Hypotheses Results 

 

 

 

Hypotheses Results 

H1: Privacy awareness positively influences mobile users’ 

information privacy concern.    
Supported (0.289***) 

H2: Social influence positively influences mobile users’ 

information privacy concern. 
Supported (0.149***) 

H3: Trust negatively influences mobile users’ information 

privacy concern. 
Supported (-0.213***) 

H4: Perceived control negatively influences mobile users’ 

information privacy concern. 
Supported (-0.289***) 

H5a: Perceived self-efficacy positively influences intention to 

use privacy enhancing technology. 
Not supported 

H5b: Perceived self-efficacy positively influences the use of 

privacy enhancing technology 
Not supported 

H6a: Habit positively influences intention to use privacy 

enhancing technology. 
Not supported 

H6b: Habit positively influences the use of privacy enhancing 

technology. 
Supported (0.385***) 

H7a: Mobile users’ information privacy concern positively 

influences intention to use privacy enhancing technology. 
Supported (0.262***) 

H7b: Mobile users’ information privacy concern positively 

influences the use of privacy enhancing technology. 
Not supported 

H8:  Privacy education negatively influences trust. Not supported 

H9: Privacy education positively influences perceived self-

efficacy. 
Not supported 

H10: Privacy education negatively influences perceived 

control. 

Supported 
(relationship is no 
longer significant) 
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Effect sizes for both models were also measured with results in table 5. Effect sizes were 

measured using Cohen’s f2 statistic (1988). Effect sizes provide additional information to 

hypothesis testing alone as they provide a practical measure of impact regardless of sample size 

(Selya et al., 2012). While R2 values remain relatively constant for MUIPC, a difference can be 

seen between intent to use and actual use. In the posttest survey, the habit construct replaced 

MUIPC as the component with significance and largest effect size.  

Table 5. Path coefficients and effect sizes 

 Model 1. Pretest Survey  Model 2. Posttest Survey 

        

  R2 Path Coefficient f2   R2 Path Coefficient f2 

Mobile User's Information 
Privacy Concern (MUIPC) 0.277    0.266   

Privacy Awareness   0.289*** 0.108   0.208*** 0.057 

Social Influence  0.149** 0.030   0.185** 0.045 

Trust  -0.213*** 0.059   -0.323*** 0.124 

Perceived Control  -0.289*** 0.112           -0.145 0.026 

Perceived Intrusion  0.445***    0.433***  
Perceived Surveillance  0.298***    0.278***  
Secondary Use  0.422***    0.453***  

        

Intent to Use 0.080       

Perceived Self-efficacy          0.135 0.019     

Habit          0.109 0.013     

MUIPC   0.262*** 0.070     

        

Use     0.163   

Perceived Self-efficacy      0.035 0.001 

Habit            0.385*** 0.154 

MUIPC           0.072 0.006 

        
*** p < .001; ** p < .05. f2 ≥ 0.02 = small effect,  f2 ≥ 0.15 = medium effect,  f2 ≥ 0.35 = large effect (Cohen, 1988). 
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Discussion 

 Mobile devices have obtained near ubiquity in the life of the current college student, but 

it is not clearly understood if they are aware of the potential privacy issues inherent with their 

use or in methods or technologies to increase their individual privacy. This study measures the 

level of concern that students have regarding their mobile devices and measures if an increased 

awareness of privacy issues brought about by an educational component would impact an 

individual’s behavior regarding their use of privacy enhancing technologies. This research was 

guided by the combination of prior theories, namely MUIPC (Xu et al., 2012) in the context of 

the APCO framework (Smith et al., 2011) and the FBM (Fogg, 2009). This research was 

designed to determine if the threshold level necessary to change behavior and increase use of 

PET could be reached by combining an educational component that increased both their 

motivation level for privacy and ability to manage privacy on their mobile devices. This study 

demonstrates that students do express concern about their privacy while using mobile devices 

and this concern is impacted by various antecedents consistent with prior research in the privacy 

calculus model (Sheehan & Hoy, 2000; Smith et al., 1996; Xu, et al., 2012) and that these 

concerns manifest themselves in an increased intention to use PET.  

 While concern for privacy remains in the posttest survey of this study at relatively 

consistent levels as the pretest survey, it does not translate into increased use of PET. This 

disconnect between intention and use has been demonstrated previously. In a study of 

information disclosure on social networks “little to no relationship” (Tufekci, 2008, p. 20) was 

found between expressed privacy concern and disclosure behavior. In another study of Facebook 

users, while concern for privacy and an understanding of privacy controls exists, posting 

behavior is not impacted (Reynolds et al., 2011). Intention occurs prior to behavior and various 
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obstacles may exist that could limit or prevent use (Bagozzi, 2007). While UTAUT2 (Venkatesh 

et al., 2012) demonstrates intention has a positive impact on use, discrepancies in this and prior 

studies between intention and use behavior indicates both outcomes need to be studied in 

evaluating how individuals adopt and use technology. Supporting the concept of obstacles to use 

despite intention, Limayem et al. (2007), demonstrates habit as having the potential to 

completely suppress intention’s impact on behavior. Habit has also been demonstrated to impact 

privacy decisions (Wagner et al., 2020) and adoption of new technologies (Polites & Karahanna, 

2012, 2013). When measured after the educational component was delivered the most impactful 

factor regarding use in this study is habit. When faced with the need for actual implementation or 

continuation of privacy enhancing technologies, concern is overridden by the established 

processes individuals have in their day-to-day usage of their mobile devices. These results would 

indicate that while a calculated decision may be contemplated, use remains a seemingly 

paradoxical approach to privacy concern consistent with the research stream on the privacy 

paradox (Keepsafe, 2018; Norberg et al., 2007).  

 The educational component and time-lag had interesting results. While assumed that an 

increase of knowledge would reduce the element of trust in mobile devices and therefore reduce 

the negative impact of trust on their overall concern level, at the posttest survey stage, the 

negative impact of trust increased. This was unexpected but could be an outcome of the level of 

familiarity the sample had with their devices and the trust that familiarity builds (Gefen, 2000). 

Trust has been established as a central component of technology adoption (Gefen et al., 2003). 

Mobile device vendors are no doubt aware of the need to establish trust in their devices to 

promote continued use. Gefen et al. (2003) refers to structural assurances or safeguards included 

in the design of technologies that promote trust. Apple and Android both extensively promote the 
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safety and privacy of their devices (Apple Platform Security - Apple Support, 2021; Safety 

Center - Mobile Safety | Android, n.d.). Even though individuals become increasingly aware of 

the potential risks of using mobile technologies, their trust in these platforms outweighs this 

increasing risk level. Further, Venkatesh et al., (2012) indicates trust plays a larger role in the 

actual use of technology than intention. This increase in trust when evaluating use is reflective of 

that study. 

In the context of the FBM (Fogg, 2009) motivation and ability are both necessary at 

sufficient levels to allow for a behavioral change. While motivation as measured by MUIPC 

remained relatively constant at the pretest and posttest stage, privacy self-efficacy, did not rise to 

the level necessary to impact behavior. Privacy self-efficacy at neither stage was significant in 

influencing intent or actual use. Lacking the perception that they could impact the control of their 

data, perceived control which has an inverse impact on privacy concern became a non-significant 

antecedent to privacy concern levels. This would indicate an impact from the educational 

component where individuals no longer feel as confident of their ability to retain control over 

their privacy and lack the self-efficacy necessary to execute judgement to change their behavior 

in the context of the mobile environment. What may have been a false sense of control is 

removed. As Obar (2015) points out, the explosion of data and data gathering may make it 

impossible for an individual to exert control over all of their private data. “In the cold light of 

experience the digital citizen knows that data privacy self-management is a fiction.” (Obar, 2015, 

p. 1).  

While not all hypotheses were accepted, it does appear education can impact the 

consideration process of the privacy calculus. The fear component of privacy education impacted 

the overall model through the removal of the perception of privacy control as a significant 
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antecedent to MUIPC. The educational component of how to increase their protection through 

the use of PET, however, was insufficient to affect privacy self-efficacy and therefore 

insufficient to affect the use of PET. 

Theoretical contributions  

 There are two primary contributions to ongoing theory. Firstly, I am unaware of any 

analysis of privacy behavior based on the FBM (Fogg, 2009). FBM is a persuasive design model 

(Fogg, 2009) intended to be used to change behavior. While often used in design of IS, it has not 

been applied as a way of changing behavior related to privacy protection. FBM does fit well, 

however, in the evaluation of individual’s actions as it relates to the use of technology and 

subsequently the use of privacy technology. Its relatively simple design of ability, motivation, 

and triggering event provides a strong platform from which to continue the evaluation of the 

impact of education on privacy technology use. This study did not alter behavior, but FBM 

provides a methodology to investigate why not. A continuing effort to find the appropriate 

motivator, ability, and trigger mechanisms is warranted.  

 Secondly, online privacy theory is advanced through the replication of testing antecedent 

impact on privacy concern as well as the outcome of intention to use and resulting use. These 

same paradoxical patterns emerge from college students who have grown up as digital natives 

(Prensky, 2001). While raised in an era of advanced technologies compared to prior generations, 

their basic concerns remain consistent with the desire to protect their own privacy, but their 

actual use, even though they may be perceived as having a greater understanding of the 

technology, does not equal their expressed level of concern (Kurkovsky & Syta, 2010).  



47 

 

 Further, this study provided some insight into the obstacles that need to be evaluated in 

the adoption of privacy protecting behavior. Trust and habit combine to make a powerful barrier 

to change as students use their mobile devices on a continual basis. College students, while 

perhaps not understanding all the technical aspects, are extremely familiar with using the device. 

This familiarity builds trust (Gefen, 2000). Lacking the perception of control over their devices, 

their habits take over in the management of their devices. 

 Finally, this study sheds light on a behavior gap that may prove detrimental to students as 

they progress beyond their academic career. Students should gain an understanding of the impact 

of privacy in their interactions with mobile devices as they are an ever-increasing component of 

their lives. I am not aware of any educational research that has taken on this task of educating 

students to mitigate the privacy paradox they demonstrate.  This study is a demonstration there is 

continued opportunity to investigate the phenomena.  

Practical implications 

 Practical implications arise from this study in several areas. It is important to understand 

that even though current college students have been raised in a technology rich environment and 

while they express an intent to use privacy technologies, their actual use does not seem to be 

impacted. Organizations of all types are threatened on a regular basis with the attack on and 

potential leakage of their data. As this generation enters the workforce, companies will need to 

understand they may not be equipped or active in protecting data and may pose a risk to 

company data. As personal mobile devices continue to expand in the workplace, awareness of 

these threats will need to be reinforced and stricter policies on personal device use may need to 

be implemented. It is conceivable this generation may increase the risk companies face. They are 
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habitual users of these devices and moderating their use of these platforms in the context of the 

business they operate in will be an ongoing concern. The individuals in this study expressed 

concern regarding privacy but did not act to increase the protective behavior over their own 

information. Not acting to further protect their own personal information does not bode well for 

how they will treat information that belongs to the businesses they work for.  

 For educators, this study also demonstrates additional work is necessary to educate 

students to the potential risks involved with mobile devices and the harm they might experience 

due to a lack of protection. The excessive sharing or lack of protection of their own private 

information can have long lasting deleterious effects, not all of which are currently understood 

(Baruh & Popescu, 2017). A brief educational intervention was able to remove some of the 

perceived control students felt over their ability to manage their private information. Education at 

all levels, perhaps most importantly early in their adoption of these devices before habitual 

patterns are formed, is necessary to prepare students for the potential dangers they may face.  

 For regulators, this study indicates the potential need for legislation to protect individual 

privacy in the mobile device environment. Lack of understanding, lack of technical ability, or 

inattention may result in loss of private information. For device manufacturers and application 

developers this may also be a mechanism for increasing sales as privacy concern is still 

expressed by users. For example, Apple Inc. has recently started requiring “privacy labels” on 

applications distributed via their online store (Newman, 2020). This process, combined with 

Apple’s intention to add the ability to block tracking to its operating system, is already causing a 

stir in the online advertising and social media markets (Wong, 2021). DuckDuckGo has 

surpassed 100 million daily searches (Cimpanau, 2021). It is clear there is a market for privacy 
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related consumer technologies. Companies should continue to increase the usefulness and the 

ease of use of these devices and applications to encourage easier and wider adoption.  

Limitations and future research 

 As with all research, there are several important limitations to this study. First, while this 

study was conducted across multiple institutions of higher education, the student profiles are 

similar, and results may not be generalizable to all populations. Graduate and undergraduate 

students were surveyed to try to mitigate the homogeneity of the sample, but this is a relatively 

small population and may not be generalizable to a wider audience. Future research should 

consider the impact of education on privacy protection behaviors in other contexts.   

 Privacy research is broad (i.e. the APCO framework (Smith et al., 2011)) suggesting that 

other antecedents or outcomes might be useful in better understanding the impact of educational 

components on privacy behaviors. As this study is the first application of FBM to privacy 

education, it was necessary to evaluate a starting point. While this study evaluates both intention 

and reported use of a technology, additional work could include deeper understanding of 

outcome variables to better understand the relationship. Increased understanding of student’s 

motivating factors by learning what data they consider private would also be helpful in directing 

education on risk and potential PET.   

 Several limitations lend themselves to additional research. The MUIPC construct and 

indicators (Xu, et al., 2012) did not factor as expected in this study. MUIPC as a construct is an 

outgrowth of the prior constructs of CFIP (Smith et al., 1996) and IUIPC (Malhotra et al., 2004). 

MUIPC could be reevaluated in the context of current technology and technology use patterns 

extending the construct once again. Privacy here is also studied as a very general concept. 
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Additional work could be done to determine the different boundary conditions individuals place 

on different aspects of their personal information. This is similar to the call of Clarke (1999) and 

Solove (2008). Information should be segmented based on an individual’s perception of what 

information they believe should remain private. The gap, or paradox, between intention and use 

still deserves more study. Understanding what limitations cause individuals to not behave in a 

manner consistent with their concerns could provide rich information to those in the practical 

application of legislative policy or application creation.  

 This study presented motivation primarily through a fear component. Fear may not be the 

best approach due to individuals potentially feeling overwhelmed at the task of protecting their 

privacy. While the educational component potentially provided some hope in relatively easy 

tasks of protection, a broader approach to motivational and ability factors could result in 

additional behavior modification. The perception of privacy control was altered in this study 

which could indicate the fear component was effective. Not providing a sufficient mechanism for 

addressing the fear could have led to inaction or simply repeating habitual behavior. The 

educational component was insufficient by itself to trigger change. FBM proposes that 

persuasion occurs more easily for more simplified tasks. Rather than presenting multiple options 

at one time, a simpler first step, such as always using a passcode to unlock the mobile device 

could be introduced to begin the shift toward more protective behavior. Prior research has also 

shown that some information is considered more private than others (Malhotra et al., 2004). A 

more focused approach to elements students consider highly private and how those elements may 

be protected may result in increased motivation to use PET. 

The educational component used in this study was relatively brief. Extending this to a 

longer more in-depth process could provide educators with guidance on more effective 
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educational materials. It may also be that individuals feel their ability to control their data is 

beyond their capacity and any effort to exert control is a fruitless endeavor. Understanding this 

feeling of hopelessness or inevitability could provide valuable insight in both a theoretical and 

practical sense. Finally, the FBM (Fogg, 2009) could be extended to focus more heavily on the 

various motivation factors that drive individuals to behavioral change regarding information 

privacy. Education of a repetitive nature, perhaps provided by the mobile device itself, could be 

studied to determine impact.  

 Conclusion 

 Technology has and will continue to advance at breakneck speed. The gathering of data is 

an ongoing concern for both the businesses that want to provide individualized services to 

individuals and the individuals who may be under informed of the impact of this vast storage of 

personal information. The devices we depend on regularly are now equipped and designed to 

monitor our individual behavior to both provide important services but also allow for the misuse 

of our personal information. The FBM provides a rich theoretical lens to study the ongoing 

interplay between these competing forces and potentially close the gap between the rational cost 

benefit analysis of the calculus model and the paradox of current behavior. This study 

demonstrates that increasing the knowledge and awareness of privacy concerns combined with 

training on how to alleviate those concerns can have an impact on individual privacy concern 

and its antecedents.    
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Appendices  

Appendix A. Survey Instrument 

Construct Definition Item Proposed Measure Adapted From 

OPLIS     

Knowledge 
about 
institutional 
practices 

The extent to which an 
individual understands how 
organizations public and 
private collect and manage 
data 

PR1 
The National Security Agency (NSA) accesses only public user 
data, which are visible for anyone.   True/False/don't know 

Masur, Teutsch, and 
Trepte 2017 

PR2 
Social network site operators (e.g. Facebook) also collect and 
process information about non-users of the social network 
site. True/False/don't know 

PR3 
User data that are collected by social network site operators 
(e.g. Facebook) are deleted after five years. True/False/don't 
know 

PR4 
Companies combine users’ data traces collected from 
different websites to create user profiles. True/False/don't 
know 

PR5 
E-mails are commonly passed over several computers before 
they reach the actual receiver. True/False/don't know 

Knowledge 
about 
technical 
aspects of 
data 
protection 

The extent to which an 
individual understands how 
to use the features of their 
mobile device/application 
to protect their data 

TE1 What does the term "browsing history" mean? 

Masur, Teutsch, and 
Trepte 2017 

 A. ...the URLs of visited websites are stored. 
 B. ...cookies from visited websites are stored. 
 C. ...potentially infected websites are stored separately. 

 D. ...different information about the user are stored, 
depending on the browser type. 

TE2 What is a "cookie"? 

 A. A text file that enables websites to recognize a user when 
revisiting. 
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 B. A program to disable data collection from online 
operators. 

 C. A computer virus that can be transferred after connecting 
to a website. 

 D. A browser plugin that ensures safe online surfing. 

TE3 What does the term "cache" mean 
 A. A buffer memory that accelerates surfing on the Internet. 

 B. A program that specifically collects information about an 
Internet user and passes them on to third parties. 

 C. A program, that copies data on an external hard drive to 
protect against data theft. 

 D. A browser plugin that encrypts data transfer when surfing 
online. 

TE4 What is a "trojan"? 

 A. ...is disguised as a useful application, but fulfills another 
function in the background 

 B. ...protects a computer from viruses and other malware 
 C. ... was developed for fun an d has no specific function. 

 D. ... caused damage as computer virus in the 90ies but 
doesn’t exist anymore. 

TE5 What is a "firewall"? 

 A. A fallback system that will protect the computer from 
unwanted web attacks. 

 B. An outdated protection program against computer viruses 
 C. A browser plugin that ensures safe online surfing. 

 D. A new technical development that prevents data loss in 
case of a short circuit. 
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Knowledge 
about data 
protection 
law 

The extent to which an 
individual understands data 
privacy protection provided 
by governmental regulation 

LA1 
Forwarding user data for the purpose of market research is 
illegal in the United States.  True/False/don't know 

Masur, Teutsch, and 
Trepte 2017 

LA2 
Having a privacy policy restricts companies from sharing user 
data with other companies. True/False/don't know 

LA3 
In the United States, individuals must provide consent before 
their information can be shared with other companies. 
True/False/don't know 

Knowledge 
about data 
protection 
strategies 

The extent to which an 
individual understands 
how/why they would use 
protection features to 
safeguard their personal 
information 

ST1 
Tracking of one’s own internet is made more difficult if one 
deletes browser information (e.g., cookies, cache, browser 
history) regularly. True/False/don't know 

Masur, Teutsch, and 
Trepte 2017 

ST2 
Surfing in the private browsing mode can prevent the 
reconstruction of your surfing behavior, because no browser 
information is stored. True/False/don't know 

ST3 
Using false names or pseudonyms can make it difficult to 
identify someone on the Internet. True/False/don't know 

ST4 

Even though It-experts can crack difficult passwords, it is 
more sensible to use a combination of letters, numbers and 
signs as passwords than words, names or simple 
combinations of numbers. True/False/don't know 

ST5 

In order to prevent the access to personal data, one should 
use various passwords and usernames for different online 
applications and change them frequently. True/False/don't 
know 

     

Privacy 
Awareness 
(7-point 
Likert) 

The extent to which an 
individual has personal 
experience with or is aware 
of the misuse of their data 

PA1 

How often have you personally experienced incidents 
whereby your personal information was used by some 
company or ecommerce web site without your 
authorization? 

Benamati, Ozdemir, & 
Smith 
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or of the potential for 
privacy abuse PA2 

How much have you heard or read during the last year about 
the use and potential misuse of the information collected 
from the internet? 

PA3 
How often has the topic of information privacy been in the 
news? 

PA4 
How often have you personally been the victim of what you 
felt was improper invasion of privacy 

     

Perceived 
Control of 
Personal 
Information 
(7-point 
Likert) 

The extent to which an 
individual believes they 
have control over the 
management of their 
personal information 

PC1 
How much control do you feel you have over your personal 
information that has been released?  

Xu, Teo, Tan, and 
Agarwal 2012 

PC2 How much control do you feel you have over the amount of 
your personal information collected by mobile devices?  

 

PC3 
Overall, how much in control do you feel you have over your 
personal information provided/stored on mobile devices? 

 

PC4 
How much control do you feel you have over how your 
personal information is being used by mobile devices? 

 

     

Perceived 
Privacy self-
efficacy (7-
point Likert) 

The extent to which an 
individual believes they can 
protect their privacy 

PSE1 
I feel confident dealing with the ways that mobile devices 
collect and use my personal information 

Chen 2018 

PSE2 
I feel confident learning skills to protect my privacy on 
mobile devices 

PSE3 
I feel confident blocking spam or unwanted content on 
mobile devices 

PSE4 I feel confident adjusting privacy settings on mobile devices 

PSE5 
 I feel confident managing personal profiles on mobile 
devices 

MUIPC     

Perceived 
Surveillance 

degree to which an 
individual believes mobile 

PS1 
I believe that the location of my mobile device is monitored 
at least part of the time. 

Xu, Gupta, Rosson, 
and Carroll 2012 
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(7-Point 
Likert) 

applications/vendors are 
continually monitoring user 
behavior through their 
mobile devices 

PS2 
I am concerned that mobile devices are collecting too much 
information about me. 

AC1 Please choose strongly disagree on this question. 

PS3 
I am concerned that mobile apps may monitor my activities 
on my mobile device. 

Perceived 
Intrusion (7-
point Likert) 

degree to which an 
individual believes their 
information personal space  
or personal boundaries are 
violated by applications on 
their mobile devices 

PI1 
I feel that as a result of my using mobile devices, others know 
about me more than I am comfortable with 

Xu, Gupta, Rosson, 
and Carroll 2012 

PI2 
I believe that as a result of my using mobile devices, 
information about me that I consider private is now more 
readily available to others than I would want. 

PI3 
I feel that as a result of my using mobile devices, information 
about me is out there that, if used, will invade my privacy 

Secondary 
use of 
personal 
information 
(7-point 
Likert) 

degree to which an 
individual believes their 
information is shared with 
other parties outside of 
their control or 
authorization by 
applications on their mobile 
devices 

SU1 
I am concerned that using mobile devices may allow my 
personal information to be used for other purposes without 
notifying me or getting my authorization. 

Xu, Gupta, Rosson, 
and Carroll 2012 

SU2 
When I give personal information to use mobile apps, I am 
concerned that apps may use my information for other 
purposes. 

SU3 
I am concerned that mobile devices may share my personal 
information with other entities without getting my 
authorization. 

   
 

 

Social 
Influence (7-
point Likert) 

The extent to which an 
individual is motivated to do 
something based on their 
social interactions 

SI1 
People who are important to me think that I should be 
concerned about privacy on mobile devices 

Venkatesh, Thong, and 
Xu 2012 

SI2 
People who influence my behavior think that I should use 
privacy protection behavior on mobile devices 

SI3 
People whose opinions that I value prefer that I use privacy 
protection behavior on mobile devices 
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Trust (7-point 
Likert) 

The extent to which an 
individual believes a mobile 
application/vendor will 
handle personal data 
appropriately 

TR1 
Mobile devices are safe environments in which to exchange 
information with others. 

Dinev and Hart 2006 TR2 
Mobile devices are reliable environments in which to 
conduct business transactions. 

TR3 
Mobile devices handle personal information in a competent 
fashion. 

     

      How often do you…   

These are a 
mix of 
behavioral 
and technical 
strategies to 
manage 
privacy - 
Continue to 
evaluate 

The extent to which an 
individual uses behavioral 
and technical strategies to 
protect their information  

PP1 …use a password on your mobile device? 

Boerman, 
Kruikemeier, and 
Borgesius 2018 

PP2 …lock your mobile device? 

PP3 …use publicWiFi on your mobile device? 

PP4 …use remote data wiping on your mobile device? 

PP5 
…use anti-malware or anti-virus applications on your mobile 
device? 

PP6 
…review installed application permission on your mobile 
device? 

PP7 …encrypt data on your mobile device? 

PP8 …use public charging stations for your mobile device? 

PP9 …use an adblock application? 

PP10 …use anonymous browsing on your mobile device? 

PP11 
…use a private search engine on your mobile device (i.e. 
DuckDuckGo)? 

  

          

Habit (7-point 
Likert) 

"The extent to which people 
have the tendency to 
perform behaviors 
automatically" (Limayem et 
al. 2007 p.705) 

HA1 
Using mobile device privacy enhancing behaviors has 
become automatic to me 

Limayem, Hirt, and 
Cheung (2007) 

AC2 Please choose strongly disagree on this question 

HA2 
Using mobile device privacy enhancing behaviors is natural to 
me 
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HA3 
Using mobile device privacy enhancing behaviors is an 
obvious choice for me 

          

Intention to 
use 
DuckDuckGo 
(7-point 
Likert) 

The extent to which an 
individual plans to use 
DuckDuckGo, an anti-
tracking browser, on their 
mobile devices. 

IU1 I intend to use DuckDuckGo in the next 3 months 
Venkatesh, Morris, 
Davis, and Davis 
(2003) 

IU2 I predict I would use DuckDuckGo in the next 3 months 

IU3 I plan to use DuckDuckGo in the next 3 months 

          

Use of 
DuckDuckGo 

The extent to which an 
individual uses DuckDuckGo 
as their browser on their 
mobile devices 

UD1 I use DuckDuckGo  (7 point Likert) Venkatesh, Bala (2008) 

    UD2 How many times daily do you use DuckDuckGo?   

          

Controls 

  CO1 How old are you (in years)?   
 CO2 What is your gender?  

  CO3 What is your academic status?   
     

Course Credit 
Information 

  CC1 Your first name   
 CC2 Your last name  

 CC3 Course number in which you are receiving credit  

  CC4 Your instructor's name   

 

 

 



69 

 

Appendix B. Educational Component 

Introduction 

Please watch the video from teachingprivacy.org linked here. 

Improving privacy protection on your mobile device 

 

https://duckduckgo.com/ 

 

A browser application for your device (Android or iOS) that provides several 

layers of protection. Available at the play or app store for your device.  

o Search history is not stored 

o Stops tracking cookies 

o Forces encrypted connection 

o Displays privacy “grades” for websites 

For most browsers, when you search for items on the web using google, bing, 

yahoo, etc. all of your searches are stored. This search history is then sold to other 

vendors. While there are times this can be an advantage as these historic searches 

can predict what you might be looking for there are also disadvantage. If you’re 

searching for private information, such as health information, it may be better to 

not have those stored. 

Cookies are small files that are installed on your device when you visit a website. 

They are used to store information about you as a user, giving you the ability to 

https://www.youtube.com/watch?v=KAeJuod0GFA&feature=youtu.be
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return to a site without having to log in again if credentials are required. These 

cookies that come directly from the website you’re using are called 2nd party 

cookies. 3rd party cookies on the other hand are cookies that are installed by 

vendors other than the website you’re connecting to. 3rd party companies, like 

google or amazon, sell analysis tools that companies can install on their websites 

that can be used to do this type of tracking. As you visit additional websites, if 

they are also using these 3rd party providers (most are), additional information can 

be collected about what sites your visiting and what you’re doing on those sites.  

For many websites the standard method of connection is non-secure. This can 

usually be determined by the beginning of the web address. If it starts with http, 

the connection is not secure and any information sent to the site is in what is 

called “plain text” and easily readable by anyone who happens to be able to insert 

themselves between you and the website. DuckDuckGo requires an encrypted 

connection, denoted by https (the s stands for secure), if available.  

DuckDuckGo also provides a privacy “grade” of A-F that is a combination of 

elements such as the number of hidden tracker networks that were blocked and an 

evaluation of the website’s privacy policy.  
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Additional Options 

 

1. Require a password or facial recognition to unlock your 

device. If your phone does not have a password of some type to 

unlock it, anyone who can gain access to your phone has access 

to all the data and accounts on your device.  

iPhone: Go to settings -> Face ID/Touch ID & Passcode 

Android: Go to settings -> security/biometrics and security -> 

screen lock 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. Limit or don’t use public WiFi. Don’t allow your device to 

automatically connect to untrusted networks. Information sent 

over public WiFi is not secure. That means anything you send over 

this type of connection is easily intercepted.  

 

In the settings area of your device look for WiFi or Wireless Settings options.   

Any network in range that does not show a locked padlock is not a 

secure network.  Use extreme caution on these types of networks and make 

sure any checkbox or indicator to automatically reconnect is turned off. 
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3. Keep your software up to date. 

Many updates to applications are due to 

discovered security problems that if not 

corrected could put your private information 

in danger. 

iPhone: Visit the app store -> click updates 

and update all. 

Android: Open the Play Store application. 

From the menu -> my apps & games-> update 

all. 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. Set up remote wipe capabilities on your device. If your device 

is lost or stolen and you don’t have a chance of recovery, this 

provides a way to remotely delete all the data stored on your 

device so no one else can access it. 

 

iPhone: You will need to set up iCloud and turn on Find My iPhone/iPad on 

your device. You will sign in with your Apple ID. Once this is turned on, you 

can access the functions to wipe your device back to factory settings with all 

data removed. 

Android: Turn on Find My Mobile in your settings/security section. Once 

this is available, you will need to log into your provider account: google 

(android.com/find), Samsung (findmymobile.samsung.com), etc. to access 

features to delete data from your device. 
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5. Stop and think about application 

permissions when installing applications. We all 

tend to get in a hurry when installing applications. 

Take a couple of minutes to really review the 

permissions that new app is asking for. Are those 

access abilities really necessary? Are the benefits 

you’re going to get from the application worth giving 

up that information on you or your friends? 

 

 

 

 

6. Review installed application 

permissions. On a regular basis take a couple of 

minutes to review the permissions you’ve granted to applications 

already on your device. It may be that policies and access have 

changed since you originally installed it or maybe you don’t want 

ot provide the same access. 

 

IPhone: Choose settings->privacy. This lists all the permissions available on 

your phone. You can click on individual permissions to see what applications 

have that permission. You can disable if you like. For some permissions 

there are different settings. For location services you may be able to set it to 

only allow access to your location when the application is being used. 

Scrolling down far enough will allow you to do the same thing on a per 

application basis instead of an individual permission.  

Android: Choose settings-> apps and notifications -> permissions. (there 

may be differences based on the device provider e.g.Samsung is settings -> 

privacy).  To change a setting select the permission and choose which 

applications should or shouldn’t have access. 
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7. Delete apps that you don’t use anymore. Along with 

reviewing permissions frequently, also review the applications on 

your phone and if you still use them. There’s no reason to provide 

any type of access to a service you don’t use. This also helps clean 

up storage space on your device and allows you to have sufficient 

room for those services you do use.  
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Appendix C. Factor matrices 

Pretest survey 

Exploratory Factor Analysis Factor Matrix 

 1 2 3 4 5 6 7 8 

PI3 0.778        
PI1 0.755        
PI2 0.712        
PS2 0.703        
SU2 0.628       0.487 

SU3 0.622       0.499 

SU1 0.592       0.404 

PS3 0.557        
IU2  0.971       
IU3  0.953       
IU1  0.944       
PC4   0.821      
PC2   0.753      
PC3   0.723      
PC1   0.698      
HA1    0.908     
HA2    0.864     
HA3    0.831     
PSE4     0.790    
PSE3     0.772    
PSE5     0.687    
PSE2     0.629    
SI2      0.905   
SI3      0.790   
SI1      0.637   
TR3       0.768  
TR2       0.706  
TR1       0.620  
PA4  0.310      0.483 

PA1               0.477 

Principal Axis Factoring with Varimax Rotation    

Only values above 0.3 displayed      
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Posttest Survey 

Exploratory Factor Analysis Factor Matrix 

 1 2 3 4 5 6 7 8 

SU3 0.757        

PI2 0.749        

PI1 0.745        

PI3 0.740        

SU2 0.725        

SU1 0.650        

PS2 0.649        

PS3 0.556        

PC2  0.922       

PC4  0.802       

PC3  0.732       

PC1  0.663       

PSE4   0.900      

PSE3   0.781      

PSE5   0.680      

PSE2   0.628      

HA1    0.859     

HA2    0.840     

HA3    0.695     

SI2     0.846    

SI1     0.837    

SI3     0.793    

TR3      0.763   

TR1      0.741   

TR2      0.714   

UD2       0.932  
UD1       0.843  
PA1        0.794 

PA4               0.593 
Principal Axis Factoring with Varimax Rotation 

Only values above 0.3 displayed 
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Appendix D. Full variable collinearity test (VIF) 

Pretest results         

Stage 1. Dimensions of MUIPC       

  MUIPC   

Perceived Intrusion  1.901   

Perceived Surveillance  1.998   

Secondary Use  2.060   

     

Stage 2. Latent variable test       

   MUIPC Intent to use 

Perceived Control   1.030  
Privacy Awareness   1.071  
Social Influence   1.038  
Trust   1.065  
Habit    1.004 

MUIPC    1.060 

Perceived Self-Efficacy       1.060 

     

Posttest results         

Stage 1. Dimensions of MUIPC       

    MUIPC     

Perceived Intrusion  1.663   

Perceived Surveillance  2.167   

Secondary Use  2.335   

     

Stage 2. Latent variable test       

   MUIPC Use 

Perceived Control   1.131  
Privacy Awareness   1.027  
Social Influence   1.037  
Trust   1.152  
Habit    1.152 

MUIPC    1.035 

Perceived Self-Efficacy       1.189 
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Appendix E. Factor loading 

Pretest survey. Table of loading and cross-loading of measures. 

     HA IU PA PC PI PS PSE SI SU TR 

 HA1 0.845 0.014 0.098 0.096 -0.047 -0.038 0.069 0.127 -0.060 0.003 

 HA2 0.889 0.065 0.088 0.222 -0.047 -0.077 0.106 0.136 -0.067 -0.036 

 HA3 0.963 0.120 0.181 0.141 -0.041 -0.027 0.006 0.014 -0.019 -0.044 

 IU1 0.056 0.977 0.369 0.013 0.210 0.271 0.082 0.016 0.128 -0.121 

 IU2 0.111 0.988 0.363 0.021 0.186 0.278 0.089 0.020 0.119 -0.098 

 IU3 0.132 0.982 0.354 0.001 0.189 0.276 0.061 -0.003 0.117 -0.129 

 PA1 0.050 0.205 0.713 -0.162 0.076 0.064 -0.005 -0.100 0.255 -0.109 

 PA4 0.175 0.376 0.948 -0.050 0.258 0.276 -0.153 -0.147 0.368 -0.190 

 PC1 0.067 -0.034 -0.153 0.816 -0.199 -0.266 0.126 0.085 -0.292 0.131 

 PC2 0.115 0.025 -0.067 0.843 -0.206 -0.274 0.210 0.048 -0.253 0.088 

 PC3 0.214 0.000 -0.084 0.835 -0.231 -0.268 0.217 0.056 -0.257 0.138 

 PC4 0.197 0.054 -0.013 0.843 -0.160 -0.298 0.233 0.024 -0.238 0.110 

 PI1 -0.016 0.174 0.240 -0.226 0.881 0.599 -0.255 0.087 0.545 -0.313 

 PI2 -0.088 0.224 0.218 -0.279 0.872 0.500 -0.235 0.039 0.454 -0.288 

 PI3 -0.022 0.128 0.146 -0.130 0.887 0.493 -0.219 0.166 0.515 -0.353 

 PS2 -0.088 0.279 0.241 -0.274 0.637 0.900 -0.201 -0.038 0.517 -0.216 

 PS3 0.007 0.219 0.184 -0.317 0.433 0.882 -0.177 0.171 0.612 -0.176 

PSE2 0.030 0.093 -0.122 0.233 -0.276 -0.219 0.942 -0.115 -0.127 0.117 

PSE3 0.049 0.037 -0.077 0.197 -0.120 -0.133 0.779 0.066 -0.024 0.103 

PSE4 0.043 0.019 -0.063 0.060 -0.211 -0.097 0.652 0.016 -0.124 0.009 

PSE5 0.098 0.007 -0.123 0.150 -0.227 -0.170 0.604 -0.050 -0.203 0.174 

 SI1 -0.003 -0.044 -0.109 0.123 0.046 0.050 -0.111 0.787 0.096 0.027 

 SI2 0.069 0.017 -0.162 0.026 0.133 0.082 -0.012 0.936 0.071 -0.077 

 SI3 0.125 0.078 -0.093 0.022 0.090 0.028 -0.063 0.826 0.000 -0.151 

 SU1 -0.138 0.120 0.300 -0.243 0.502 0.479 -0.101 -0.018 0.837 -0.146 

 SU2 0.039 0.114 0.329 -0.279 0.504 0.535 -0.052 0.114 0.873 -0.152 

 SU3 -0.011 0.088 0.358 -0.288 0.490 0.621 -0.167 0.094 0.888 -0.264 

 TR1 -0.045 -0.100 -0.260 0.138 -0.260 -0.190 0.053 -0.026 -0.227 0.807 

 TR2 -0.076 -0.060 -0.209 0.053 -0.199 -0.105 0.109 -0.046 -0.166 0.776 

 TR3 0.004 -0.117 -0.027 0.135 -0.392 -0.221 0.134 -0.089 -0.143 0.863 
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Posttest survey. Table of loading and cross-loading of measures. 

     HA UD PA PC PI PS PSE SI SU TR 

 HA1 0.947 0.411 0.179 0.237 0.023 -0.128 0.262 0.232 -0.019 -0.011 

 HA2 0.941 0.305 0.139 0.243 -0.017 -0.148 0.360 0.252 -0.035 0.038 

 HA3 0.907 0.377 0.190 0.257 0.059 -0.043 0.396 0.279 0.083 -0.028 

UD1 0.404 0.979 0.133 0.188 0.064 -0.007 0.147 -0.037 0.093 -0.077 

UD2 0.370 0.975 0.067 0.186 0.011 0.005 0.170 -0.043 0.096 -0.095 

 PA1 0.165 0.118 0.855 -0.054 0.114 0.119 -0.068 0.034 0.279 -0.111 

 PA4 0.163 0.072 0.918 -0.023 0.225 0.213 -0.039 0.074 0.258 -0.160 

 PC1 0.297 0.240 -0.079 0.788 -0.109 -0.303 0.311 0.216 -0.087 0.225 

 PC2 0.262 0.198 -0.082 0.921 -0.063 -0.314 0.318 0.086 -0.155 0.241 

 PC3 0.243 0.132 0.046 0.866 -0.166 -0.258 0.327 0.068 -0.177 0.255 

 PC4 0.126 0.113 -0.046 0.875 -0.147 -0.251 0.216 0.044 -0.172 0.332 

 PI1 -0.036 0.007 0.116 -0.088 0.885 0.508 -0.171 0.100 0.474 -0.315 

 PI2 0.064 0.020 0.210 -0.158 0.894 0.427 -0.108 0.214 0.571 -0.342 

 PI3 0.040 0.078 0.203 -0.137 0.892 0.432 -0.152 0.124 0.545 -0.316 

 PS2 -0.093 -0.006 0.249 -0.356 0.510 0.910 -0.218 0.162 0.653 -0.370 

 PS3 -0.108 0.004 0.088 -0.214 0.400 0.881 -0.089 0.191 0.567 -0.317 

PSE2 0.325 0.169 -0.045 0.283 -0.144 -0.171 0.902 0.120 -0.149 0.148 

PSE3 0.274 -0.020 -0.078 0.239 -0.151 -0.192 0.664 0.067 -0.102 0.235 

PSE4 0.237 0.072 -0.038 0.270 -0.104 -0.153 0.818 0.010 -0.020 0.137 

PSE5 0.328 0.107 -0.071 0.305 -0.155 -0.126 0.785 0.133 -0.102 0.094 

 SI1 0.169 -0.094 0.017 0.036 0.121 0.208 0.028 0.902 0.177 -0.077 

 SI2 0.199 -0.039 0.089 0.033 0.148 0.173 0.077 0.918 0.186 -0.116 

 SI3 0.368 0.019 0.066 0.236 0.178 0.153 0.219 0.897 0.173 -0.087 

 SU1 0.040 0.126 0.284 -0.143 0.471 0.520 -0.053 0.060 0.859 -0.278 

 SU2 0.001 0.082 0.195 -0.091 0.508 0.674 -0.090 0.276 0.865 -0.284 

 SU3 -0.005 0.052 0.313 -0.224 0.589 0.605 -0.182 0.177 0.915 -0.330 

 TR1 -0.063 -0.107 -0.100 0.233 -0.327 -0.312 0.115 -0.100 -0.266 0.863 

 TR2 0.091 0.030 -0.142 0.257 -0.282 -0.277 0.180 -0.055 -0.281 0.839 

 TR3 -0.028 -0.135 -0.160 0.305 -0.336 -0.399 0.087 -0.108 -0.330 0.897 

 

 


