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I. INTRODUCTION

The 2019 novel coronavirus (“COVID-19”) not only impacted the
health, safety, and security of people across the world, but also forced
a technologically-dependent business sector to increase its volume of
online transactions.1  With the role internet performs in commerce,
reliance is placed on financial institutions which act as third parties
and facilitate transactions; such transactions have a possibility of be-
ing reversed due to fraud, creating an environment where fraud is
viewed as acceptable and unavoidable to some extent.2  A popular
form of fraud in cryptocurrencies occurs through the notion of double-
spending because digital data can be easily replicated.  Double-spend-
ing occurs when a person owning a crypto-coin of sorts spends that
same coin more than one time.3  Double-spending is a unique road-
block to cryptocurrencies that cash does not face.4  For example,
Bitcoin can be equated to a digital file that can be copied and repli-
cated however many times the owner chooses.  When this occurs, that

1. Alexis A. Leventhal & Amir Shachmurove, United States: Chattel Paper in the
Electronic Age, MONDAQ (June 23, 2020), https://www.mondaq.com/unitedstates/finan-
cial-services/956382/chattel-paper-in-the-electronic-age.  The increase in business con-
ducted online has become a necessity because of COVID-19. Id.

2. Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System (2008), at 1,
https://bitcoin.org/bitcoin.pdf.  Many of these instances of fraud can be avoided through
in-person transactions with physical currency. Id.  Satoshi Nakamoto also suggests
transactions which are practically irreversible would aid in keeping fraud at bay. Id.
Additionally, Nakamoto is thought to be a pseudonym for the person or persons who
published this Bitcoin white paper.  Adam Hayes, Satoshi Nakamoto, INVESTOPEDIA

(Mar. 8, 2021), https://www.investopedia.com/terms/s/satoshi-nakamoto.asp.
3. Nathan Reif, How does Blockchain Prevent Double-Spending of Bitcoins?, IN-

VESTOPEDIA (Jan. 24, 2020), https://www.investopedia.com/ask/answers/061915/how-
does-block-chain-prevent-doublespending-bitcoins.asp.

4. Id.  When the physical transfer of cash is made, the individual spending that
cash is not able to re-spend the same dollars. Id.
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same coin can be spent multiple times even if that coin has previously
been given to another.  Discrepancies are created between spending
records and how much of the cryptocurrency is still available due to
double-spending.5  The same is true for other forms of digital cur-
rency, including electronic chattel paper, which can easily be repli-
cated and the same sold to multiple parties unknowingly.  Blockchain
was created in an effort to address this double-spending issue with
little to no costs associated with its implementation.

Through implementing the concept of irreversible transactions,
Blockchain curbs fraudulent activities associated with online com-
merce and double-spending problems.6  Blockchain addresses these is-
sues through its harmonization of four concepts: (1) encryption, (2)
decentralization, (3) distribution, and (4) self-proving characteristics
of Blockchain.7  Beyond financial applications, Blockchain is found in
numerous areas such as real estate and intellectual property track-
ing.8  Blockchain is now making its debut in private securities trans-
actions.9  Blockchain usage has made its most recent appearance in a
$69 million purchase of artwork that exists only in digital format.10

This Article addresses the use of Blockchain technology as applied
to electronic chattel paper in efforts to reduce third-party custodian
involvement.11  First, this Article addresses the evolution of Article 9

5. Id.  A person is essentially spending the same coin two or more times.  The
second time the coin does not actually exist, but appears to exist to the seller receiving
the coin.

6. See Nakamoto, supra note 2, at 1 (providing that an electronic system was
needed and the system would be based on cryptographic proof, allowing two parties to
complete transactions directly with each other, eliminating the need of trusted third
parties, and such transactions would be impractical to reverse, thus protecting sellers
from fraud).  Blockchain was first introduced as a method to prevent double-spending
by using proof-of-work to create a distributed public ledger in which it is “computation-
ally impractical” to change such a ledger. Id. at 8.

7. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), PRACTI-

CAL LAW, https://us.practicallaw.thomsonreuters.com/w-023-8731 (last visited Sept. 14,
2020).

8. Practical Law Finance et. al., Expert Q&A on Blockchain Technology in Bank-
ing and Financial Services, PRACTICAL LAW (Aug. 9, 2016), https://us.practicallaw.thom-
sonreuters.com/w-002-7866.  Blockchain technology has even been used in energy grid
optimization and tracking music royalties. Id.

9. Id.  China.com used NASDAQ’s “Linq” blockchain ledger technology in order to
facilitate and complete a private securities transaction, and Overstock.com also used
Blockchain technology for a private securities transaction. Id.  Many major banks have
even begun implementing and using Blockchain technology, such as Merrill Lynch, Citi,
and J.P. Morgan. Id.

10. Scott Reyburn, The $69 Million Beeple NFT Was Bought With Cryptocurrency,
N.Y. TIMES (Mar. 16, 2021), https://www.nytimes.com/2021/03/12/arts/beeple-nft-buyer-
ether.html.  The artwork is considered a nonfungible token. Id.  This Article anticipates
Blockchain technologies being integrated in a similar manner as the nonfungible token
(a unique digital item on a blockchain ledger) format used to sell the digital file of this
particular artwork.

11. See infra notes 139-201 and accompanying text.
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of the Uniform Commercial Code (“U.C.C.”) which subdivides chattel
paper into both tangible chattel paper and electronic chattel paper
and adds control as a manner to perfect a security interest in elec-
tronic chattel paper.12  Subsequently, this Article discusses the in-
volvement of third-party custodians and their role relative to
electronic chattel paper.13  This Article then describes the use of
Blockchain and its implementation in Bitcoin, as well as costs associ-
ated with Blockchain.14  This Article argues how Blockchain technol-
ogy will establish control under the U.C.C. creating a perfected first-
priority security interest in the electronic chattel paper.15  In conclu-
sion, this Article establishes Blockchain as the preferred method of
establishing control per the U.C.C., as compared to the use of third-
party custodians.16

II. BACKGROUND

A. U.C.C. ARTICLE 9

1. History and General Application of U.C.C. § 9-105

Article 9 applies to chattel paper in two scenarios: (1) the creation
of a security interest in such paper to secure an obligation; and (2) the
sale of such paper.17  Tangible chattel paper is considered quasi-nego-
tiable and, prior to 2001, was the only form of chattel paper in exis-
tence.18  According to the Uniform Commercial Code (“U.C.C.”),
chattel paper consists of a record, or records, that show there is both a
monetary obligation along with a security interest in specific goods or
a lease of specific goods.19  This indicates that, at least in regard to
tangible chattel paper, multiple pieces of paper, such as a note accom-
panied by a security agreement, could make up a single item of chattel
paper.20  The first reference to electronic chattel paper appeared in

12. See infra notes 17-66 and accompanying text.
13. See infra notes 67-90 and accompanying text.
14. See infra notes 91-138 and accompanying text.
15. See infra notes 139-201 and accompanying text.  For a perfected security inter-

est in electronic chattel paper obtained by control to be a first-priority perfected security
interest other conditions must be satisfied as well, otherwise the security interest is
simply perfected and traditional priority rules will apply. See U.C.C. § 9-330 (laying out
conditions that must be present for a perfected security interest in electronic chattel
paper by means of establishing control to be considered first-priority).

16. See infra notes 202-04 and accompanying text.
17. Melissa Bradford Springer, Perfecting a Security Interest in Electronic Chattel

Paper Under Revised Article 9, 31 U. MEM. L. REV. 491, 505 (2001).
18. Thomas E. Plank, A New System of Control of Electronic Chattel Paper: Notifi-

cation of Assignment, 71 S.C. L. REV. 77, abstract (Fall 2019).
19. U.C.C. § 9-102(a)(11).
20. Working Group on Transferability of Electronic Financial Assets, a Joint Work-

ing Group of the Committee on Cyberspace Law and the Committee on the Uniform
Commercial Code of the ABA Section of Business Law and The Open Group Security



2021] BLOCKCHAIN TECHNOLOGY 415

1998 in a draft of Revised Article 9.21  Compared to chattel paper as
traditionally understood, electronic chattel paper differs only slightly
in that the U.C.C. states that the record, or records of electronic chat-
tel paper, consist of electronically stored information.22

There are two ways Article 9 of the U.C.C. provides for perfecting
a security interest in tangible chattel paper.23  A security interest in
chattel paper can be perfected through either filing a financing state-
ment or by taking physical possession of such paper.24  A possessory
security interest in chattel paper, pending satisfaction of U.C.C. condi-
tions, will take priority over a financing statement filed prior to the
possession of the chattel paper.25  For instance, this is a classic exam-
ple: an automobile dealer typically comes into possession of tangible
chattel paper as part of the financing for an automobile; the dealer
then transfers this perfected security interest in the chattel paper to
another, typically the financial institution who approved the loan, for
value.26  The purchaser of that chattel paper—defined by U.C.C. § 9-
330—who subsequently takes possession of such chattel paper and
meets the requisite conditions, would have a security interest that is
superior to the rights of secured creditors who filed financing state-
ments prior to the transfer of possession in the chattel paper.27  Be-
cause there are often copies of the same chattel paper, to obtain such
superior rights the possessor of the chattel paper must be in posses-
sion of the chattel paper marked as the original.28

Revised Article 9, with the addition of electronic chattel paper, is
considered an improved version of earlier versions of Article 9 (“For-
mer Article 9”).29  Drafters of Revised Article 9 used forward-looking

Forum, Framework for Control over Electronic Chattel Paper—Compliance with UCC
§ 9-105, 61, BUS. LAW. 721, 724 (2006) [hereinafter Working Group on Transferability].

21. Springer, supra note 17, at 507.
22. U.C.C. § 9-102(a)(31).  In the definition of electronic chattel paper, the U.C.C.

actually defines such as “chattel paper evidenced by a record or records consisting of
information stored in an electric medium.” Id.

23. Springer, supra note 17, at 505-06.
24. U.C.C. §§ 9-312 – 9-313.
25. Charles W. Mooney, Jr., Fintech and Secured Transactions Systems of the Fu-

ture, 81 LAW & CONTEMP. PROBS. 1, 6 (2018); see also U.C.C. § 9-330 (indicating that “[a]
purchaser of chattel paper has priority over a security interest in the chattel paper . . . if
the purchaser gives new value and . . . obtains control of the chattel paper . . . in good
faith, in the ordinary course of the purchaser’s business, and without knowledge that
the purchase violates the rights of the secured party”).

26. Plank, supra note 18, at 84-85.
27. Id.  All that is required is the simple transfer of possession of the chattel paper.

Id.
28. Working Group on Transferability, supra note 20, at 724.  Due to the likelihood

of there being multiple copies of the same chattel paper, one is often marked as the
original, whereas the rest are marked as copies or include some indication that the copy
is not the original. Id.

29. Springer, supra note 17, at 498.
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provisions that considered the future of transactions and their incor-
poration of modern technology and its evolutions, including how such
technology might be applied to the concept of control.30  The concept of
control for electronic chattel paper replicates the same ideas underly-
ing perfection by possession for tangible chattel paper.31

2. Control of Electronic Chattel Paper

In 1998, the National Conference of Commissioners on Uniform
State Laws adopted Revised Article 9, which first implemented the
notion of control (as opposed to possession) for electronic chattel pa-
per.32  When comparing possession and control, control is to electronic
chattel paper what possession is to tangible chattel paper.33  The need
for control as a method of perfection over that of possession is evi-
denced by the fact that possession of electronic chattel paper is neither
feasible nor practical.34  The concept of control allows electronic chat-
tel paper to have the same quasi-negotiable characteristics as tangible
chattel paper.35  To facilitate a parallel manner of perfection for elec-
tronic chattel paper, U.C.C. § 9-105 requires a single authoritative
copy that is unique and identifiable and provides several other re-
quirements needed for control to have the equivalence of possessing
the original copy of tangible chattel paper.36  While original tangible
chattel paper is easier to identify based on the original’s characteristic
wet-ink signature, the same does not follow for electronic chattel pa-
per due to the ability to create infinite perfect replicas of such elec-
tronic chattel paper.37

Despite these purported difficulties of identifying the original ver-
sion of electronic chattel paper, when perfecting a security interest in

30. Id.  Revised Article 9 and the Official Comment also resolved interpretation
issues that become evident as they related to Former Article 9. Id.

31. Mooney, supra note 25, at 6.
32. Springer, supra note 17, at 492.  Revised Article 9 was adopted by the National

Conference of Commissioners on Uniform State Laws to recognize an evolving electronic
marketplace and became effective in 2001. Id.

33. Mooney, supra note 25, at 6.  U.C.C. § 9-105 is where the concept of control is
incorporated as a means of perfecting electronic chattel paper.  The objective of control
“is to create the functional equivalent of possession for traditional chattel paper.”
Springer, supra note 17, at 510.

34. Springer, supra note 17, at 510.
35. Plank, supra note 18, at 82.
36. See Working Group on Transferability, supra note 20, at 724 (noting the

equivalency of possession versus control). Compare U.C.C. § 9-105 (listing the require-
ments for a single authoritative copy in order to meet the safe-harbor for a secured
party to establish control), with U.C.C. § 9-313 (providing the requirement that one
must be in possession of the original chattel paper in order to be perfected).

37. Plank, supra note 18, at 82.  The tangible chattel paper is considered unique
when it is signed, which is a reason the concept of control requires the single authorita-
tive copy to be “unique.” Id.
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electronic chattel paper, control tends to be the preferred method of
establishing priority over a filed financing statement.38  A secured
party controls electronic paper if there is a system that evidences the
transfer of interests and reliably establishes who the chattel paper
was assigned to as the secured party.39  Subsection (b) of U.C.C. § 9-
105 is a safe-harbor for obtaining control of electronic chattel paper.40

The safe-harbor lists six separate, yet essential, features for establish-
ing control through an electronic system.41  The drafters of Revised
Article 9 left technological development of the electronic systems for
establishing control to the marketplace, as the drafters understood
technology would continue to evolve.42

3. U.C.C. § 9-105 Requirements to Meet the Safe-Harbor of Control

The most recent version of U.C.C. § 9-105, adopted in 2010, pro-
vides a general test that establishes control of electronic chattel paper:
a secured party will have control if there is a system that reliably es-
tablishes the person as the secured party, and the system can reliably
establish the secured party as the person the electronic chattel paper
was assigned to.43  However, due to the overbroad general test in sub-
section (a), providing the legal requirement for control, subsection (b)
is a safe-harbor with a list of elements that reliably establishes the
secured party as the true assignee of the electronic chattel paper if
satisfied; the U.C.C. leaves to the marketplace and technological
evolvement to develop the precise means by which each element of the
safe-harbor can be satisfied.44

The safe-harbor has six requirements that can be broken down
into nine components, all of which must be satisfied for control to be
established.45  There must be (1) a single authoritative copy46 that is
(2) unique,47 (3) identifiable,48 (4) unalterable,49 and that (5) identi-

38. Leventhal & Shachmurove, supra note 1.
39. U.C.C. § 9-105(a).
40. Leventhal & Shachmurove, supra note 1.
41. U.C.C. § 9-105(b).
42. Leventhal & Shachmurove, supra note 1.  The drafters stated that “Article [9]

leaves to the marketplace the development of systems and procedures, through a combi-
nation of suitable technologies and business practices, for dealing with control of elec-
tronic chattel paper in a commercial context.  Systems that evolve for control of
electronic chattel paper may or may not involve a third-party custodian . . . .”  U.C.C.
§ 9-105 cmt. 3.

43. U.C.C. § 9-105(a).
44. Compare U.C.C. § 9-105 cmt. 3 (stating that the “Article leaves to the market-

place the development of systems and procedures . . . for dealing with control of elec-
tronic chattel paper in a commercial context”), with U.C.C. § 9-105 cmt. 2 (stating that
subsection (b) of § 9-105 is a safe-harbor test for establishing control).

45. U.C.C. § 9-105(b).
46. U.C.C. § 9-105(b)(1).
47. Id.
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fies the secured party.50  The single authoritative copy must be (6)
communicated and maintained by the secured party,51 where (7) cop-
ies or amendments are made only with the consent of the secured
party,52 and (8) such copies are easily identified as not the authorita-
tive copy.53  Additionally, (9) any revision must be identifiable as au-
thorized or unauthorized.54

When looking at the requirement that the electronic chattel paper
be the single authoritative copy, it must meet all the components of
also being unique, identifiable, and unalterable.55  If a copy is actually
identifiable as the single authoritative copy, this will typically satisfy
the unique requirement in and of itself.56  However, it is preferable to
have other conclusive information and data that is tied to such elec-
tronic chattel paper, either in the form of time and date or some other
identifying data.57  In order to meet the identifiable requirements of
§ 9-105, it must be shown that the control system (the system in
charge of storing and monitoring the electronic chattel paper) is relia-
ble through its proof of records where the authoritative copy is noted
as such.58  The only manners in which the authoritative copy of the
electronic chattel paper may be altered are noted as number (7), (8),
and (9) above.  Otherwise, if the electronic chattel paper is alterable in
any other way, it will not be considered the single authoritative copy
for purposes of meeting the safe-harbor.59  Additionally, the electronic
chattel paper must be assigned and stored in a way that preserves the
single authoritative copy.60  This is where number (5) and (6) men-
tioned above come into play, requiring the authoritative copy to iden-
tify the “secured party as the assignee of the record or records”61 and

48. Id.
49. Id.  The copy is unalterable, subject to specified exceptions. Id.
50. U.C.C. § 9-105(b)(2).
51. U.C.C. § 9-105(b)(3).  The authoritative copy may also be maintained by the

secured party’s designated custodian. Id.
52. U.C.C. § 9-105(b)(4).  This requirement applies when an identified assignee is

added or changed in copies or amendments. Id.
53. U.C.C. § 9-105(b)(5).
54. U.C.C. § 9-105(b)(6).
55. U.C.C. § 9-105(b)(1).
56. Working Group on Transferability, supra note 20, at 737.
57. Id.  The location and manner of storing the electronic chattel paper can also be

added data that ensures satisfaction of the unique requirement. Id.
58. Id. at 738.
59. U.C.C. § 9-105(b)(1).
60. Working Group on Transferability, supra note 20, at 737.
61. U.C.C. § 9-105(b)(2).
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providing that such authoritative copy must be “communicated to and
maintained by the secured party or its designated custodian.”62

The idea of control and the seemingly vague, but numerous, re-
quirements necessary for control of electronic chattel paper have come
about because of the ability and ease at which identical copies of such
paper can be made.63  While the requirements for control seem daunt-
ing, Revised Article 9 drafters specifically noted that standards for
control “should not be more stringent” than those for possession.64

The drafters of Revised Article 9 left it to the marketplace to develop
the necessary technology and systems to establish control of electronic
chattel paper.65  Many businesses have already taken advantage of
this by developing hardware and software which allows a copy of elec-
tronic chattel paper to be isolated as a means of maintaining the sin-
gle authoritative copy.66

B. THIRD-PARTY CUSTODIANS’ ROLE IN THE ELECTRONIC CHATTEL

PAPER WORLD

1. How Third-Party Custodian Systems Operate and the Role of the
Electronic Vault

An electronic vault is a method for controlling access to electroni-
cally stored documents.67  The electronic vault and methods surround-
ing its use allow maintenance of a log denoting and identifying
accessors of the document, past or present, including printing or copy-
ing an authoritative copy.68  Electronic vaults allow secured parties to
establish that they possess an untampered and original authoritative
copy of the electronic chattel paper.69  The electronic vault in place
must have a functioning control system to allow predictable and accu-
rate implementations and representations of valid requests or in-

62. U.C.C. § 9-105(b)(3).  The drafters of Revised Article 9 also make clear that as
systems evolve, control of electronic chattel paper might not involve any third-party
custodian.  U.C.C. § 9-105 cmt 3.

63. Working Group on Transferability, supra note 20, at 725.
64. U.C.C. § 9-105 cmt. 3.
65. See id. (stating the marketplace has been given the ability to create such tech-

nologies needed to develop a system that allows for control).
66. See Plank, supra note 18, at abstract (noting the development commercial en-

terprises have already made in an effort to maintain control of electronic chattel paper
through isolation in an electronic vault).

67. James Swann, Exploring the Electronic Vault, CMTY. BANKER 60, 60 (Dec.
2007).  These electronic documents are immediately sent to the vault once the document
has been e-signed or transferred to an electronic mode. Id.

68. Id.  Such a system, if operated and maintained properly, can indicate when a
document has been assigned to a new secured party or owner. Id.

69. See id. (proving that such vaults show that any institution has the original and
untampered document).
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puts.70  In addition to a control system, an electronic vault also
requires the implementation of a secured and integrated control envi-
ronment.71  Both the control system and the control environment,
along with the individual subcomponents of the systems need to sat-
isfy § 9-105(b) requirements.72

Only designated parties are allowed to provide input into and in-
teract with the control system.73  To provide the input needed to make
any changes, modifications, retrieve copies of the authoritative copy,
and the like, an authorized party must verify their identity, which can
occur through various means depending on the control system.74

Whenever an action is taken in the control system, an activity log de-
velops in regard to the electronic chattel paper, including verification
of the continuing integrity of the single authoritative copy.75  The only
permissible output from an electronic vault through the control sys-
tem is providing copies of the single authoritative copy.76  Even certi-
fied copies are noted as such, indicating they are non-authoritative
copies.77  Appropriately marked non-authoritative copies may leave
the control system because § 9-105 only requires control over the sin-
gle authoritative copy, which, relative to electronic vaults, exists only
in the control system itself.78

2. Use of Third-Party Custodians and Electronic Vaults Continues
to Grow

Increasingly, third-party custodians are used to monitor and
maintain electronic chattel paper and can be found in various con-
tracts.79  For example, the Electronic Contract Policy which describes

70. Working Group on Transferability, supra note 20, at 726.  The control system is
comprised of the technology that allows the electronic vault to operate. Id.

71. Id.  The control environment encompasses the people who use and operate the
system and those who look for vulnerabilities in the system outside of the technology
itself. Id.

72. Id. at 727.
73. Id. at 729.  These parties typically include the secured party, a designated cus-

todian, or any secured parties added through an amendment or modification to the elec-
tronic chattel paper. Id.  Because a debtor is irrelevant as to whether “control” is met
under the U.C.C., a debtor does not provide any input into the control system. Id.

74. Id. at 731.  Some methods of verification include multi-step processes and can
involve authorized parties having their own encrypted keys to access the specific elec-
tronic chattel paper in the electronic vault.  U.S. Patent No. 8,307,218 B2 (issued Nov.
6, 2012).

75. Working Group on Transferability, supra note 20, at 732.
76. Id.
77. Id.
78. Id. at 734.  A copy outside of the control system is automatically considered to

be non-authoritative. Id.
79. See Electronic Contract Policy filed with the Securities Exchange Commission

August 9, 2016, https://www.sec.gov/Archives/edgar/data/1408356/00015645901602372
5/scty-ex1017c_1323.htm [hereinafter Electronic Contract Policy] (mentioning the use of
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how a third-party vendor actually satisfies all of the elements of § 9-
105 to maintain control of the electronic chattel paper on behalf of the
secured party, thus perfecting a security interest.80  The contract lays
out each step necessary to satisfy every element of § 9-105, clearly in-
dicating consideration of the importance of maintaining control and
meeting the safe-harbor under subsection (b) of § 9-105.81  Similarly,
third-party custodians of electronic chattel paper can be found in con-
tracts filed with the Securities and Exchange Commission (“SEC”).82

An example of such an agreement is an Electronic Collateral Control
Agreement with an Electronic Collateral Custodian as the third-party
custodian of the electronic chattel paper.83  The agreement defines the
Electronic Chattel Control Custodian as a specified company.84

Large financial institutions and banks are not the only entities
using third-party custodians for maintaining their electronic chattel
paper.85  The Federal National Mortgage Association, also known as
“Fannie Mae,” selected a third-party provider to hold electronic chat-
tel paper as a means of advancing Fannie Mae’s electronic mortgage
availability.86  The idea of the electronic vault and third-party custodi-

an Electronic Contract Policy of a third party for securing electronic chattel paper); see
also The Sixth Amendment to Amended and Restated Loan and Security Agreement
filed with the Securities Exchange Commission August 8, 2017, https://www.sec.gov/
Archives/edgar/data/913341/000091334117000031/cffi-20170630ex10196cc55.htm
[hereinafter Sixth Amendment] (evidencing an Electronic Collateral Custodian
Agreement).

80. Electronic Contract Policy, supra note 79.
81. Id.  The contract explained the process of creating the single authoritative

copy. Id.  The single authoritative copy would be embedded with a unique “GUID” that
no other electronic paper had, thus satisfying the unique requirement. Id.  The elec-
tronic chattel paper would also be considered the original because it would be
watermarked as such, thus making it identifiable as the single authoritative copy. Id.
If there are back-up copies or other copies floating around, such copies would be marked
or held in a way to make them distinguishable from the single authoritative copy. Id.
In order to meet the unalterable requirements, the contract provided that the electronic
chattel paper would be stored in a secure site to which no originator employee would
have access, including read access, and that it would be encrypted with a hash value
allowing the identification of the information as being unaltered. Id.  The single author-
itative copy is also to expressly state the custodian is to be the holder of the electronic
chattel paper for the benefit of the indentured trustee, and such electronic chattel paper
would be communicated to the custodian upon a transfer. Id.

82. Sixth Amendment, supra note 79.
83. Id.
84. Id.  The company specified here was RouteOne, LLC. Id.
85. See eOriginal to Lead Fannie Mae’s Next Generation Electronic Vault, ICT

MONITOR WORLDWIDE (Mar. 7, 2017) (retrieved from LexisNexis July 11, 2020) (noting
Fannie Mae’s selection of a third-party provider).

86. Id.  eOriginal, Inc. was the third-party provider selected and was founded in
1996 and is specialized in post-execution management of electronic chattel paper, al-
lowing for full electronic transactions. Id.
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ans is in no way a brand new concept.87  Even dating back to 2006,
LaSalle Bank created an electronic vault to hold mortgage documents
for the purpose of selling mortgaged-backed securities in a more
timely manner.88  GMAC Bank, which kept electronically stored docu-
ments for General Motors Corp.’s lending subsidiaries, adopted a simi-
lar style vault shortly before LaSalle.89  Patents have even been filed
noting the methods of maintaining an electronic vault by certain
third-party vendors.90

C. WHAT BLOCKCHAIN IS AND HOW IT WAS IMPLEMENTED IN

BITCOIN

1. Emergence of Blockchain

In 2008, Satoshi Nakamoto introduced the idea of Bitcoin as a
type of cryptocurrency which facilitated peer-to-peer transfers of elec-
tronic currency without the need for a third-party intermediary.91

While Bitcoin was not the very first electronic transaction mechanism,
prior to Bitcoin, electronic transactions required the use of a third-
party facilitator, such as a bank, to keep records and change ledgers.92

Nakamoto saw this as problematic due to the third party’s large
amount of power which could result in the refusal of transferring
funds, changing balances without consent, or simply the demand of
high fees coupled with the lack of anonymity in electronic third-party
transactions.93  Thus, Nakamoto incorporated Blockchain in Bitcoin’s
infrastructure to provide a currency free from state regulation that
kept costs low and protected anonymity.94  Bitcoin is actually the first
platform that operates on a decentralization basis.95  Because Bitcoin

87. See Kate Berry & Marc Hochstein, LaSalle to Offer Electronic Vault for Loan
Documents, AM. BANKER (Oct. 31, 2006) (retrieved from LexisNexis July 11, 2020) (pro-
viding the year of 2006 when LaSalle Bank created an electronic vault).

88. Id.
89. Id.  GMAC Bank rebranded as Ally Bank in 2009. GMAC Bank Re-Brands

Itself as Ally Bank, ABC NEWS (May 15, 2009), https://abcnews.go.com/Business/
story?id=7599846&page=1.

90. U.S. Patent No. 8,307,218 B2 (issued Nov. 6, 2012).
91. Christian Catalini & Joshua S. Gans, Some Simple Economics of the

Blockchain, Roman School of Management Working Paper No. 2874598 MIT Sloan Re-
search Paper No. 5191-16, at 1 (Apr. 20, 2019).

92. Aviv Zohar, Bitcoin: Under the Hood, 58 COMM’N. ACM 104, 106 (2015).  The
third-party transfers money by removing money from one account and adding the same
to the other account. Id.

93. Id.
94. Horia Micrea Botos, Bitcoin Intelligence – Business Intelligence Meets Crypto

Currency, 9 CES WORKING PAPERS 488, 489 (2017).  The use of Blockchain in Bitcoin
also allows for the currency to run maintenance free. Id.

95. Catalini & Gans, supra note 91, at 1.  Bitcoin’s platform allows the property
rights in Bitcoin to transfer to others based on a shared ledger that provides incentives
for secured maintenance. Id.
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is decentralized (in the sense that Bitcoin uses many weaker entities
rather than one centralized intermediary), there is no organization or
government that controls the operation of Bitcoin.96

Blockchain—as used by Bitcoin—is a self-contained record for
each transaction that is not only distributed to all participants on a
network, but is also self-proving.97  Each transaction creates a record
evidenced by a cryptography time-stamped “hash” (this tends to be a
series of numbers, letters, or both depending on the system) of its
predecessor, creating a block.98  As illustrated by Figure 1, this block
hash is a unique identifier which is then connected to the previous
block transaction for that item, creating a chain of blocks that build
upon each other, resulting in a comprehensive record evincing all the
transactions which the blockchain is attached to.99  Once a block is
created and added to the chain of previous blocks, the record cannot be
altered.100

96. Zohar, supra note 92, at 105-06.
97. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra

note 7.
According to the National Institute of Standards and Technology (NIST),
[B]lockchain technology: (1) Groups cryptographically signed transactions into
blocks of code that make up a digital ledger. (2) Makes the ledger tamper-resis-
tant and tamper-evident by cryptographically linking each block to the previ-
ous entry after validation. (3) Resolves conflicts automatically and
instantaneously using established rules. (4) Replicates the ledger so that it is
copied across a network of independent nodes.

Id.
98. Compare Zohar, supra note 92, at 107 (providing that a block contains a hash

as a unique identifier to its predecessor), with Botos, supra note 94, at 497 (noting the
blocks have a time stamp that are also connected to their predecessor).  A time stamp
server allows the hash to be widely publicized proving the data must have existed at
that particular time.  Nakamoto, supra note 2, at 2.  As compared to physical currency,
when money is printed, each has a serial number that is unique to the instrument the
number is printed on.  Art Murray, All Aboard the Blockchain Express, THE FUTURE OF

THE FUTURE 18, 18 (2015).  Blockchain serves essentially the same function, but also
allows the adding of a digital signature for each transaction and that unique serial
number, or hash, to be created and added to the blockchain evidencing the entirety of all
past transactions, rather than just the single serial number at creation. Id.  The digital
signature is added based on each person’s (at least each person within the system) “ac-
count” which is an address that is the hash of a cryptographic public key, showing who
has the ownership or is facilitating the transaction of the Bitcoin, which such transac-
tion then creates that unique hash to be added to the blockchain.  Zohar, supra note 92,
at 106.

99. Zohar, supra note 92, at 107.
100. Botos, supra note 94, at 497.
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Figure 1
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Figure 1 illustrates how each block builds upon previous
blocks to create a chain.  Nakamoto, supra note 2, at 3.

Blockchain is able to maintain its decentralized status through a
distributed ledger which makes the records of transactions and the
blockchain visible to anyone who is part of the network (which can be
a private or public network).101  The distributed ledger makes
Blockchain technology self-proving in that one can simply look at the
series of hashes in a transaction, which created the blockchain, and
determine if a block within the chain is a tampered version.102  The
blockchain will always start with the “Genesis Block” being the very
first in that chain.103

Those participants who maintain the ledger are called nodes.104

Miners are the nodes who process Bitcoin transactions.105  Miners
verify the work of one another to ensure a transaction’s authentic-
ity.106  Because miners are in various places and connected through
various organizations, or no organization at all, no single miner main-
tains absolute control, and no single miner can extract unreasonably
high fees.107  Each new block bases its foundation on the previous

101. Id. at 498.  Distributed ledgers provide real-time listings of transactions as
they occur and allow for transactions to be tracked and recorded without third parties.
Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra note 7.

102. Practical Law Finance et. al., supra note 8.
103. Zohar, supra note 92, at 107.  From the Genesis Block onwards, one can see the

incremental log of each transactions. Id.  Every single transfer evidenced by each block
of the blockchain can be verified. Blockchain and Distributed Ledger Technology (DLT):
Overview (2020), supra note 7.

104. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra
note 7.

105. Zohar, supra note 92, at 106.
106. Id.
107. Id.  Since each node acts independently, and it is necessary for such indepen-

dence to occur to preserve a decentralized system, verification work is replicated which
in turn requires all nodes to be notified as each transaction takes place through the
distributed ledger. Id.
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block, thus requiring a nonce108 to be found that will fit with the pre-
vious block producing an accurate hash for the new block.109  Each
nonce requires proof-of-work and a unique hash.110  Upon completion
of both, a transaction becomes irreversible and only susceptible to
modification by an additional, separate, subsequent transaction.111

All of these features combined ensure the security of Bitcoin
transactions.

Dichotomous to Bitcoin’s interplay between nodes and miners
which are also central to the substance of the transaction itself, tradi-
tional transactional systems rely on a centralized third party to estab-
lish a transaction’s validation—be it by internal validation or external
validation.112  When assessing the traditional methods of using even
the most trusted third parties, there are single points of failure that
can occur throughout the transaction; whereas, due to the trans-
parency Blockchain technology offers, all can see a transaction as it
occurs and is being authenticated, rather than each private entity be-
hind the screen.113

2. Private (“Permissioned”) Versus Public (“Permissionless”)
Blockchains

Blockchains and distributed ledgers can be private, public, or a
hybrid of both.114  At the most basic level, private (or “permissioned”)
blockchains grant the ability to add data to the distributed ledger only
to specified persons or entities.115  Public (or “permissionless”)
blockchains are open to all and facilitate the ability of all members to
add data.116  Under a permissioned blockchain model, those to whom
the ledger is distributed are participants that have been given permis-

108. A nonce is an arbitrary part of the block’s header. Id.
109. Id. The target nonce might require sixty zeros for the hash to be valid; the

chance of this occurring is less than two to the sixtieth power (260), making it difficult to
create a valid block and nearly impossible for a hacker to keep up with the blockchain.

110. An Introduction to Bitcoin: The Open Source Cryptographic Currency, OPEN

SOURCE FOR YOU, Nov. 12, 2013 (retrieved from LexisNexis July 11, 2020).
111. Id.
112. Murray, supra note 98, at 18.
113. Id.  The reason so many single points of failure occur is because of the amount

of outsourcing to third parties, each creating an interruption in the transaction process
(i.e., notaries for legal documents, background checks by another third party, etc., each
with its own behind the scenes method of completing a task involved in the transaction).
Id.  In Blockchain, these multiple interruptions and points of failure in a process do not
exist because of the transparency and limited number of processing nodes needed to
verify a single transaction. Id.

114. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra
note 7.

115. Id.
116. Id.
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sion to view and/or add to the transactions.117  Private blockchains
benefit from costless verification of a transaction but not the reduced
cost of networking.118  Private blockchains are most likely to be used
in financial applications and by financial institutions.119  Many finan-
cial institutions opt for private blockchain models because there tends
to be quicker transaction processing speeds while also increasing se-
curity and privacy.120

In contrast to private blockchains, public blockchains distribute
the ledger to all nodes simultaneously and any person or entity can be
a participating node in the network without having to have access
granted.121  Participants tend to be unknown except by their unique
identifiers, and participant identification necessitates outside infor-
mation.122  Validator nodes confirm a transaction once it is broadcast
to the entire network, and proof-of-work is then required by other
validator nodes before the proposed block is added to the
blockchain.123  Certain features of the public blockchain are found in
private blockchains, such as the immutable distributed ledger.124  Hy-
brid blockchains incorporate attributes from both public and private
blockchain models.125

117. Catalini & Gans, supra note 91, at A-4.  Due to the limited number of people
with access to the distributed ledgers, proof-of-work, similar to what is used for Bitcoin,
is not needed.  This allows transactions to be completed and close faster. Id.

118. Id. at A-4 to A-5.  Reduction in the cost of networking is not taken advantage of
under the private blockchain model because transactions still occur through trusted
nodes. Id.  Cost of verification looks to the cost needed to verify the key attributes of the
parties involved, such as third parties which conduct background checks or credit
checks and the like. Id. at 6.  Cost of networking looks at costs involved with creating
rules among the network to decide how transfers occur and who has current ownership
of the digital asset. Id. at 13.

119. Practical Law Finance et. al., supra note 8.
120. Id.  The higher processing speeds, better security, and greater privacy attrib-

uted to private blockchains can also be found in semi-private blockchain models. Id.
121. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra

note 7.
122. Id.  The participants in a public blockchain are pseudonymous. Id.
123. Id.
124. Id.  Variations between the private and public blockchain are accomplished

through a variety of means, either one or a combination of the following:
(1) [The] right to participate in the network is restricted to participants
granted permission by the company or institutions authorized to transact on
the network. (2) Participants are likely directly identifiable. (3) Outside of the
blockchain itself, participants may be parties to written agreements relating to
their use of and interactions with the blockchain. (4) Different nodes may be
allocated different permissions and powers[.] (5) [There] may be some degree of
centralization.

Id.
125. Id.
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3. Costs Associated with Blockchain

Not only can Blockchain reduce costs, it may potentially eliminate
costs all together, because the use of Blockchain can eliminate the role
of some (or all) intermediaries.126  For market exchanges, certain as-
pects of the transaction must be verified, including identities, whether
a party has sufficient funds or credit, and the like.127  Intermediaries
tend to facilitate these functions for a fee, in turn raising the overall
cost of the transaction for both the buyer and seller; this concept is the
cost of verification.128  When an intermediary gains more market
power, the costs of verification increase because the intermediary also
increases their fees.129  Using intermediaries jeopardizes confidential-
ity as it requires disclosing certain transactional or party information,
thus decreasing privacy and security.130  Blockchain helps reduce
costs of verification by allowing parties to verify most, if not all, re-
quired information for a transaction through the blockchain mecha-
nisms, and it does so without disclosing private information to third-
party intermediaries.131

Required audits add to the cost of verification.132  Blockchain
technology reduces the costs of required audits because a transaction
can be verified in real time based on the distributed ledger.133  Even if
the cost of verification cannot be entirely eliminated, Blockchain still
allows for a substantial reduction in the fees required by third par-
ties.134  With market participants able to perform many of the ser-
vices third-party intermediaries once provided, services become
unbundled and can be bought at the individual price point for that

126. See Blockchain and Distributed Ledger Technology (DLT): Overview (2020),
supra note 7 (noting Blockchain can reduce costs, streamline intermediaries, or even
fully eliminate intermediaries which helps further reduce transaction costs).

127. Catalini & Gans, supra note 91, at 6.
128. Id.
129. Id. at 7.
130. Id.  Even though such disclosures are nontangible, these can also be factored

into the cost of verification. Id.
131. Id.  Even when third parties are needed to verify certain information, the infor-

mation can be verified using some aspects of Blockchain in conjunction with typical
methods. Id.  This still reduces the extent of confidential information being disclosed to
third parties. Id.  When all the information needed is electronic, Blockchain technology
can allow for complete costless verification. Id.

132. Id. at 8.
133. Id. at 9.  Based on the distributed ledger, any market participant can easily

verify a transaction, or set of transactions, without the need for a required audit. Id.
Thus, the third party, along with the cost, can actually be completely eliminated in the
need for an audit, as any market participant can perform the audit in substantially less
time, with minimal effort. Id.  Not only this, but as audits and due diligence are substi-
tuted with more frequent verification by market participants, greater market safety is
promoted, and the risk of moral hazard is reduced. Id. at 13.

134. Id. at 10.
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service rather than the required bundled price that existed prior to
Blockchain’s implementation.135

A permissionless blockchain reduces the cost of networking,
which is the ability to define rules for how the owner of a digital asset
can transfer such asset based on the agreement of those in the net-
work.136  This decrease in cost occurs because the cost of launching
and operating a network does not rely on an intermediary but rather
those verifying nodes through proof-of-work and the decentralized
process.137  Christian Catalini and Joshua S. Gans pointed out that:
“[b]lockchain technology, by reducing the costs of running decentral-
ized networks of exchange, allows for the creation of ecosystems where
the benefits from network effects and shared digital infrastructure do
not come at the cost of increased market power and data access by
platform operators.”138

III. ARGUMENT

Blockchain technology will establish control of electronic chattel
paper under the Uniform Commercial Code (“U.C.C.”).139  Safe-harbor
requirements establish control of electronic chattel paper under
U.C.C. § 9-105.140  Blockchain technology satisfies all safe-harbor re-
quirements for control.141  Because Blockchain technology meets the
safe-harbor requirements, secured parties can establish control under
the U.C.C.142  The notion of possible fraud should not inhibit the im-
plementation of Blockchain in the world of electronic chattel paper be-
cause fraud is infeasible when using Blockchain technology.143

135. Id.  This also helps to promote facilitation and collaboration between third par-
ties who were once competitors. Id.

136. Id. at 13.
137. Id. at 15.  Through the use of Blockchain in Bitcoin, when Bitcoin is transferred

its does not get relinquished to a third party’s individual network and is instead
switched on the broader network between individual wallets. Id. at 19.

138. Id. at 20.  Third-party intermediaries are still likely to exist somewhere down
the line, just at a lower cost, lesser frequency, and for more succinct tasks than during
the pre-blockchain era. Id.

139. See infra notes 144-89 and accompanying text.
140. See infra notes 144-53 and accompanying text.
141. See infra notes 154-82 and accompanying text.
142. See infra notes 183-89 and accompanying text.
143. See infra notes 190-201 and accompanying text.
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A. BLOCKCHAIN USE IN ELECTRONIC CHATTEL PAPER MEETS THE

CONTROL REQUIREMENTS OF U.C.C. § 9-105

1. Control of Electronic Chattel Paper Is Established When a
System Is in Place That Evidences the Transfer of Interests in
the Electronic Chattel Paper to the Secured Party It Was
Assigned to, Which Can Be Done Through the Safe-Harbor
Provision Under U.C.C. § 9-105(b)

To establish control of electronic chattel paper under U.C.C. § 9-
105, a system must evidence the transfer of interests in such chattel
paper and have the ability to reliably establish the chattel paper’s se-
cured party.144  There are various methods or systems that could be
created to establish control.145  However, the safe-harbor provision
under subsection (b) provides specific requirements enabling the se-
cured party to be reliably established and control to be obtained by
such secured party.146  If the elements of the safe-harbor are met,
then control under U.C.C. § 9-105 is established, and the secured
party has a perfected security interest.147

There must be a single authoritative copy of the electronic chattel
paper to be in compliance with the safe-harbor provision.148  Addition-
ally, this single authoritative copy must be unique and identifiable.149

The single authoritative copy of the electronic chattel paper must be
unalterable, subject to specified exceptions under U.C.C. § 9-105, and
the secured party must be specified on the authoritative copy.150  This
same authoritative copy of the electronic chattel paper needs to be
maintained by the secured party, or a designated custodian of the se-

144. U.C.C. § 9-105(a).
145. Compare U.C.C. § 9-105(b) (providing a safe-harbor with a list of requirements

that if met will establish control), with U.C.C. § 9-105 cmt. 3 (acknowledging that the
marketplace can develop different systems and procedures, which may evolve over time,
in order to establish control).

146. Compare U.C.C. § 9-105(b) (listing out required principles to be met in order to
establish control), with U.C.C. § 9-105 cmt. 2 (noting the list in subsection (b) is meant
to function as a safe-harbor that would establish control if met).

147. Compare U.C.C. § 9-105 cmt. 2 (stating if the safe-harbor is met, then control
will be established), with Mooney, supra note 25, at 6 (discussing how control of elec-
tronic chattel paper will create a perfected security interest in such paper and the same
priority rules governing tangible chattel paper when possession occurs are applicable to
electronic chattel paper when control is established), and Springer, supra note 17, at
506 (acknowledging first-priority status is achieved over those who have filed, in most
circumstances, for those who are in possession of tangible chattel paper).

148. U.C.C. § 9-105(b)(1).
149. Id.
150. Id.  The electronic chattel paper may be altered if copies or amendments of the

authoritative copy are made with consent of the secured party, a copy of the authorita-
tive copy can be identified as such, and an amendment is identifiable as being author-
ized by the secured party.  U.C.C. § 9-105(b)(1), (4)-(6).
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cured party.151  A single authoritative copy is only capable of being
altered through amendments that are consented to by the identified
secured party, and such amendments or changes must be identifiable
as authorized or unauthorized revisions.152  For copies of the single
authoritative copy to be made or distributed, the copy must be able to
be identified as such and be made with the consent of the secured
party.153

2. Blockchain Technology Satisfies the Safe-Harbor of U.C.C. § 9-
105

Through the use of Blockchain technology a single authoritative
copy of electronic chattel paper can be identified through the use of
the unique hash that is attached to the electronic chattel paper.154

This also meets the unique and identifiable requirements of U.C.C.
§ 9-105.155  Each hash block and combination of hashes in a
blockchain are unique to that specific block and are nearly impossible
to replicate.156  If a block is replicated, the time stamp functions as a
fail-safe to identify the specific time of the blockchain’s creation.157

151. U.C.C. § 9-105(b)(3).
152. U.C.C. § 9-105(b)(4) and (b)(6).
153. U.C.C. § 9-105(b)(4)-(5).
154. Compare Zohar, supra note 92, at 107 (discussing how each block contains a

hash which is unique), and Murray, supra note 98, at 18 (noting the hash is unique and
digitally generated), with Practical Law Finance et. al., supra note 8 (noting Blockchain
creates a record of transactions), and Blockchain and Distributed Ledger Technology
(DLT): Overview (2020), supra note 7 (stating the distributed ledger automatically up-
dates as transactions take place and thus allows for the recording, and tracking, of as-
sets and subsequent transactions involving the same).  It is also important to note
Blockchain technology was created as a means of preventing double-spending Bitcoin
and in doing so established what is essentially a single authoritative copy of a distribu-
tive ledger confirmed by proof-of-work; hence, using Blockchain in regard to electronic
chattel paper is likely to result in a single authoritative copy of the electronic chattel
paper being produced. See Nakamoto, supra note 2, at 8 (discussing the use of digital
signatures and proof-of-work through a public record as a way in which double-spending
could be prevented and strong control of ownership over each person’s, or entity’s,
Bitcoin would be established).

155. See Working Group on Transferability, supra note 20, at 737 (analyzing U.C.C.
§ 9-105 safe-harbor requirements, finding that if “a copy is identifiable as the single
authoritative copy,” it meets the unique requirement in and of itself, and whether it is
identifiable will be based upon the integrity of the system which is employed to estab-
lish control).

156. See Zohar, supra note 92, at 107-08 (reiterating the uniqueness of each block’s
hash and how “hash collisions” are rare and difficult to find, with the potential of fraud
through hash replication being lower than 0.00059 if a hacker has at least ten percent of
the computational power of the entire network).

157. Compare Botos, supra note 94, at 497 (indicating the records, or blocks, have a
timestamp linking to the last block in the chain), with Nakamoto, supra note 2, at 2
(stating the hash of a block is timestamped and the timestamp proves the data had to
have existed at that time; additionally, each new timestamp includes the previous
block’s timestamp in its hash). But see Nakamoto, supra note 2, at 3 (noting that for
purposes of Bitcoin, if there is a fork in a blockchain, the longest chain will be adopted
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The time stamp can denote which electronic chattel paper is the origi-
nal authoritative copy as averse to a replicated or fraudulent copy.158

Thus, reviewing the blockchain and series of hashes permits easy
identification of the single authoritative copy because such hashes co-
incide only with authoritative copies.159

Alterations to the electronic chattel paper would have to be made
outside of the blockchain system and then uploaded into the system,
making the single authoritative copy unalterable as required by the
safe-harbor.160  Upon uploading a revised or amended copy, a Genesis
Block will be attached to the uploaded document differentiating a
copy’s revised or amended status.161  The secured party in control of
the authoritative copy is the only party with the ability to attach to
the authoritative copy a revision or amendment as a sub-block, meet-
ing the requirement that the secured party must consent to the revi-
sion or amendment.162  While the amendment or revised copy will still
have a Genesis Block, this block will be tied directly to the single au-
thoritative copy; this would create a sub-blockchain because the Gene-
sis Block attributed to the amendment is tied to the original
authoritative copy which retains its own blockchain history.163  With

because there tends to be more proof-of-work invested in the longest blockchain making
it the most honest chain).

158. See Zohar, supra note 92, at 108 (noting a block cannot be modified once the
hash is created and becomes part of the blockchain and the chance of replicating an
entire blockchain, even with ten percent of the computational power of the entire net-
work, is less than 0.00059).

159. See Murray, supra note 98, at 18 (speaking to the similarities of the unique
serial number on physical currency and the unique hash, and subsequent unique
blockchain, and how the two function in the same manner of record keeping and provid-
ing for anti-fraud measures).

160. See Blockchain and Distributed Ledger Technology (DLT): Overview (2020),
supra note 7 (noting alterations to data in any block of the blockchain changes hash
values which are easily identified and detected by other participants); see also Botos,
supra note 94, at 497 (stating once a record of a block is made, that block cannot be
altered).

161. See Practical Law Finance et. al., supra note 8 (discussing how a Genesis Block
is the first block of a chain and attaches when the creation of a Bitcoin, or in this case a
document, has occurred).

162. See Catalini & Gans, supra note 91, at A-4 (discussing how under a permis-
sioned or hybrid blockchain the ability to add to and conduct transactions is in the
hands of those granted permission); see also Practical Law Finance et. al., supra note 8
(noting in a private or hybrid blockchain, only certain authorized persons are able to
update blockchain data); see also Blockchain and Distributed Ledger Technology (DLT):
Overview (2020), supra note 7 (explaining how private key encryptions are used to man-
age access of participants to those items over which the participant has the ability to
transfer); see also Zohar, supra note 92, at 106 (providing transfers under Bitcoin are
made using addresses that are assigned to each participant as a digital key of sorts that
is used to prove ownership of funds, in this case to prove ownership of electronic chattel
paper).

163. See Practical Law Finance et. al., supra note 8 (discussing how a Genesis Block
is the first block of a chain).
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each transaction, additional blocks are added to both the amend-
ment’s blockchain and to the original authoritative copy’s
blockchain.164  Additionally, when faced with multiple competing
amendments or revisions, time stamps will enable entities performing
due diligence to decipher which amendment or revision supersedes
another.165

Blockchain technology would allow identification of the secured
party as such and for the single authoritative copy to be maintained
by the secured party themselves, with no need for a third-party custo-
dian.166  Each entity or person comprising part of the network would
have something corollary to the wallet function of Bitcoin.167  Each
wallet (or wallet owner) has its (or their) own encrypted signature to
the network that ties the blockchain of the single authoritative copy to
that user and allows such user to access the network.168  Once a trans-
fer is made by assigning the electronic chattel paper to a new secured
party, the transfer will evidence the new secured party because the
new secured party’s encrypted signature is tied to the most recent
block of the blockchain.169  As evidenced by Figure 2, upon transfer,
the new block will make it clear who the secured party is of the single
authoritative copy.170  To provide for greater security, when an entity
is a secured party, assignment of an encrypted signature for the en-
tity’s access would be provided, in addition to an encrypted signature
for each employee who has access to the “wallet” on the network and is
able to perform functions on the network.171

164. See Catalini & Gans, supra note 91, at A-4 (discussing how permissioned or
hybrid blockchain transactions can only be conducted by those with permission); see
also Zohar, supra note 92, at 106 (noting transfers under Bitcoin use addresses assigned
to each participant as a digital key used to prove ownership of funds).

165. See Nakamoto, supra note 2, at 2 (indicating a timestamp is used as proof that
a specific block must have existed at a given time and each new hash contains the
timestamp of the previous block).

166. Compare Blockchain and Distributed Ledger Technology (DLT): Overview
(2020), supra note 7 (noting private blockchain and semi-private blockchain have fea-
tures different from a public blockchain, such as participants being identifiable), with
Catalini & Gans, supra note 91, at 1 (providing Bitcoin’s Blockchain technology allows
for the facilitation of transactions without the need for third parties).

167. See Practical Law Finance et. al., supra note 8 (discussing how Bitcoin users
have electronic wallets attached to their encrypted key signature).

168. Id.
169. See Zohar, supra note 92, at 106 (explaining that a transfer is made between

Bitcoin addresses, the equivalent of an account, also referred to as a “wallet,” to which
each address has its own encrypted key that must be signed digitally with the owner’s
encrypted key to prove such ownership prior to transfer).

170. Id.
171. Id.
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Figure 2 depicts how each party’s encrypted key functions to
authorize the transaction and evidence the new secured party.
Owner’s public key verifies their signature, while their private
key provides the signature. Nakamoto, supra note 2, at 2.

The safe-harbor requires copies to be identifiable as such and the
consent of the secured party for a copy to be made.172  Blockchain sat-
isfies the consent requirement because the secured party must con-
sent for a copy to be made, as the secured party maintains full control
over every action that occurs with the single authoritative copy.173

Paralleling third-party custodian systems, copies will be created ei-
ther by the printing to a hard copy while the authoritative copy re-
mains in the system and wallet of the secured party, or through
sending a copy electronically.174  Either way, the time stamp function
will allow denotation of later copies as such, satisfying the require-
ment that copies be identifiable as a copy, because the older time-

172. U.C.C. § 9-105(b)(4)-(5).
173. Compare Plank, supra note 18, at 82 (noting how U.C.C. § 9-105 requires con-

sent of the party who has control, the secured party, to alter the authoritative copy of
the electronic chattel paper), with Zohar, supra note 92, at 106 (describing how the
owner of the funds must digitally sign with such owner’s cryptographic key signature to
prove ownership for funds to transfer).

174. See Working Group on Transferability, supra note 20, at 734 (analyzing third-
party custodian systems in relation to control of electronic chattel paper, finding by
default if an authoritative copy exists in the third-party control system, any copy ex-
isting outside of such system is not an authoritative copy).
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stamped blockchain attached to the authoritative copy remains with
the secured party in the secured party’s wallet.175

Existence of copies outside the system pose similar concerns of
fraud that are presented in tangible chattel paper.  Blockchain would
address this by having an indication of a transfer outside the system
on the final block in cases where electronic chattel paper is negotiated
to be taken out of the electronic world for good and into tangible chat-
tel paper for a new secured party.176  If this function is present in the
blockchain, then subsequent transfers must be made via tangible
chattel paper.177  If there is no such indication on the blockchain
within the network, and one is trying to negotiate and transfer a tan-
gible copy, a simple review of the ledger on the blockchain associated
with that paper will reveal that the authoritative copy still exists elec-
tronically on the network.178  This includes indication of the chattel
paper’s secured party.179  Security concerns may necessitate imple-
mentation of a hybrid blockchain system that allows certain outside
parties to view the ledger.180  Characteristic of this system, only veri-
fied and authorized network participants will have the power to make
actual network transactions.181  These authorized secured parties
may only take network actions relative to the electronic chattel paper
held in that secured party’s specific wallet.182

175. See Nakamoto, supra note 2, at 2 (describing how a timestamp is used to prove
that the data must have existed at a certain time and every timestamp includes the
previous block’s timestamp in its hash).

176. See Practical Law Finance et. al., supra note 8 (expanding on the idea that
private and semi-private blockchains can create certain rules which govern the
blockchain and how the blockchain functions).

177. See generally U.C.C. §§ 9-312 – 9-313 (governing security interests in tangible
chattel paper).

178. See Blockchain and Distributed Ledger Technology (DLT): Overview (2020),
supra note 7 (discussing the function of the distributed ledger and ability for all network
participants to view such ledger as it is updated in real time).

179. Id.  Additionally, private and semi-private blockchains can allow for partici-
pants to be identifiable. Id.

180. See id. (discussing how hybrid blockchains allow for more security than public
blockchains).

181. Compare id. (noting hybrid blockchains can have attributes of both public and
private blockchains), with Practical Law Finance et. al., supra note 8 (discussing the
manner in which private blockchains or semi-private blockchains can choose to allow
only certain people or entities to “see and/or update the blockchain data”).

182. Compare Practical Law Finance et. al., supra note 8 (noting how private
blockchains or semi-private blockchains can choose which participants are able to
change data and facilitate transactions), with Zohar, supra note 92, at 106 (explaining
the requirement of a cryptographic key for participants to prove ownership of funds or
assets prior to being allowed to transfer such funds or assets).
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3. Blockchain Technology Used with Electronic Chattel Paper
Establishes Control Under U.C.C. § 9-105

Blockchain technology meets all requirements of the safe-harbor
for control under U.C.C. § 9-105.183  A single authoritative copy that is
unique and identifiable can clearly be established through Blockchain
technology.184  Additionally, the secured party will be identified and
able to maintain the electronic chattel paper.185  The single authorita-
tive copy of such electronic chattel paper is unalterable, except as con-
sented to by the secured party; such amendments and revisions will be
identifiable as verified through the timestamps and the attachment of
a sub-blockchain, which only the secured party is able to do.186

Blockchain also satisfactorily addresses the U.C.C. § 9-105 safe-har-
bor requirements for consent of secured parties relative to creation of
copies, and identification of a copy’s non-authoritative status.187  If
the electronic system employed meets the U.C.C. § 9-105(b) safe-har-
bor, then control of the electronic chattel paper is established under
the U.C.C., and a perfected security interest is achieved.188  Thus, be-
cause Blockchain meets the safe-harbor requirements, Blockchain

183. Compare U.C.C. § 9-105(b) (listing the requirements for control to exist under
the safe-harbor, including a single authoritative copy of the electronic chattel paper that
is unique, identifiable, and unalterable, except as provided within the safe-harbor), with
Zohar, supra note 92, at 107 (discussing how each block contains a unique hash), and
Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra note 7
(stating that the distributed ledger automatically updates and allows for the recording
and tracking of assets and subsequent transactions), and Working Group on Transfera-
bility, supra note 20, at 737 (finding that “a copy which is identifiable as the single
authoritative copy” meets the unique requirement in and of itself and is identifiable
based upon the integrity of the system).

184. Compare Murray, supra note 98, at 18 (noting a blockchain hash is unique),
with Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra note
7 (stating the distributed ledger automatically updates and allows for recording and
tracking of assets).

185. See Zohar, supra note 92, at 106 (describing how the owner of the funds, or
digital assets, must digitally sign for each transaction with such owner’s cryptographic
key signature to prove ownership of the funds, or digital assets, to transfer).

186. Compare Catalini & Gans, supra note 91, at A-4 (explaining how a permis-
sioned or hybrid blockchain only allows those granted permission to add to and conduct
transactions), with Nakamoto, supra note 2, at 2 (describing the timestamp function for
proving when data existed in the system).

187. Compare U.C.C. § 9-105(b)(4)-(5) (providing the requirement that copies of
electronic chattel paper must be identified as such and only made with the secured
party’s consent), with Catalini & Gans, supra note 91, at A-4 (explaining how a permis-
sioned or hybrid blockchain only allows those granted permission to add data to a
blockchain or conduct transactions), and Working Group on Transferability, supra note
20, at 734 (finding by default if an authoritative copy exists in the third-party control
system, then any copy existing outside of such system is not an authoritative copy).

188. See U.C.C. § 9-105 cmt. 2 (providing if the safe-harbor under subsection (b) is
met then control under the general test provided for in subsection (a) will be
established).
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technology undeniably meets the requirements for control set forth in
U.C.C. § 9-105.189

B. FRAUD WILL NOT BE A WIDESPREAD OCCURRENCE WHICH WOULD

PROHIBIT OR INHIBIT THE MANNER IN WHICH BLOCKCHAIN IS

USED IN ELECTRONIC CHATTEL PAPER TRANSACTIONS

Fraud is a major concern whenever implementing technology into
any setting that requires security.  Each individual or entity has a
“wallet” with their, or its, own encrypted signature key; this key needs
to be protected by the individual or entity in the same manner that
individuals or entities would protect access to their tangible chattel
paper, to ensure security of the blockchain.190

There are several specific methods available to create a more se-
cure blockchain; for instance, implementation of certain rules on a
public blockchain in which a trusted entity keeps track of a main
“golden” ledger, but still permits public view of that ledger.191  Some
of the security measures are already in effect because of the way
Blockchain operates.  Public and private key encryption and signa-
tures manage participant access.192  Blocks use cryptographic hashes
that record each block by tying it chronologically to the previous block,
thus continuing the same chronological pattern characteristic of all
previous blocks.193  Private blockchains, or hybrids, are also an option
to provide heightened security.194

189. Compare U.C.C. § 9-105(b) (listing the requirements for control under the safe-
harbor, including a single authoritative copy of the electronic chattel paper that is
unique, identifiable, and unalterable), and U.C.C. § 9-105 cmt. 2 (providing if the safe-
harbor under subsection (b) is met then control is established), with Zohar, supra note
92, at 107 (discussing how each block contains a unique hash), and Blockchain and
Distributed Ledger Technology (DLT): Overview (2020), supra note 7 (stating the dis-
tributed ledger automatically updates and allows for the recording and tracking of as-
sets), and Working Group on Transferability, supra note 20, at 737 (finding that “a copy
which is identifiable as the single authoritative copy” meets the unique requirement in
and of itself and is identifiable based upon the integrity of the system).

190. See Practical Law Finance et. al., supra note 8 (noting the way in which wallets
used for Bitcoin should be protected is the same way an individual protects their ATM
card or their PINs).

191. Id.  In the financial world, this third party could be a regulated clearinghouse
that is already in place. Id.

192. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra
note 7.

193. Id.  This essentially prevents tampering with a block because it will change the
hash values, which can in turn allow the fraud to be detected quickly by other partici-
pants. Id.  Additionally, these precautions built into Blockchain also provide for immu-
tability of the blockchain. Id.

194. Id.  Private blockchains (or hybrids) are more secure because there is only a set
number of participants, which all tend to be known, thus making the policing functions
of other participants easier when it comes to detecting erroneous data in a block or a
blockchain. Id.
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Notably, centralized databases, such as electronic vaults main-
tained by third-party custodians, are more apt to be targeted by cyber-
attacks because once a cyber attacker is able to get into a centralized
system, the entire system can go down.195  Decentralized technologies,
such as Blockchain, actually enhance cyber resiliency as there is no
single point of entry and thus, no single point of failure.196  Enhanced
transparency of a distributed ledger also lends itself to preventing
cyberattacks on the system because it is more difficult to introduce
malware into the entire system as compared to third-party sys-
tems.197  Consensus mechanisms are also used to protect blockchains
by mandating that participants validate new data blocks and compare
them to past transactions, thus mitigating the ability to manipulate
new ledger blocks.198

Blockchains are infeasible, if not virtually impossible, to attack.
The attacker must keep up with new blocks as they are added and
replicate each of these blocks, which requires an incredible amount of
computation power.199  Once a blockchain has just six blocks, the
probability of a hacker replicating a blockchain is slim to none; it is
estimated that a hacker with ten percent of the entire network’s com-
putational power would have a probability of successfully replicating
all the blocks lower than 0.00059.200  A hacker would need to replicate
all blocks in a blockchain, including new blocks added to the chain
because of the way each subsequent block is based off of the prior
block.201

195. Jared R. Butcher et. al, Cybersecurity Tech Basics: Blockchain Technology
Cyber Risks and Issues: Overview (2020), PRACTICAL LAW, https://us.practicallaw.thom
sonreuters.com/w-017-1916?transitionType=default&contextData=(Sc.Default)&VR=
3.0&RS=cblt1.0 (last visited Sept. 14, 2020).

196. Id.  If one participant or node is attacked, even a small number of participants
or nodes, the others in the system are able to maintain the integrity of the ledger and
continue performing transactions with each other. Id.

197. Id.  If each participant, or node, has a copy of the ledger then such participants
are able to quickly identify such attacks which prevents cybersecurity attacks. Id.  Ad-
ditional protection measures such as implementing more encryption technologies in or-
der to link more blocks to each other would protect the ledger as a whole and individual
transactions can be implemented.

198. Id.
199. Zohar, supra note 92, at 108.
200. Id.  The cost to obtain this kind of computational power is so high that it would

likely outweigh the minute chance of an incentive to even try to hack the blockchain
system. Id.

201. Nakamoto, supra note 2, at 3.  This would require a hacker to work faster than
all other participants (nodes) who are using proof-of-work to validate a new block be-
cause the blockchain would keep increasing in length and a hacker would never reach
the end unless the hacker surpassed the speed of those performing proof-of-work on the
blocks. Id.
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IV. CONCLUSION

Blockchain should be used to establish control, because
Blockchain technology meets the requirements of control and creates a
perfected security interest in electronic chattel paper.  Parties to a
transaction will favor the most cost-effective means of completing a
transaction, so long as cost effectiveness does not jeopardize other fun-
damental aspects of the transaction.  Compared to third-party provid-
ers, Blockchain technology presents a transactional alternative that is
at most, entirely cost neutralizing, and at the least, substantially
more cost effective.202  Blockchain eliminates the need for unneces-
sary intermediaries—a trait fueled at Blockchain’s inception.203

Blockchain instead fosters and facilitates peer-to-peer transactions,
and cuts costs in the process.204

The complete eradication of third-party financial intermediaries
is unlikely, but Blockchain technology can help eliminate a great deal
of those who charge a fee for use of electronic vaults.  Blockchain en-
ables costless verification of assets, which third parties currently
charge for when using electronic vaults.  The minimal benefits of elec-
tronic vaults are that the vaults provide security and verification of a
single authoritative copy of electronic chattel paper for purposes of a
secured party maintaining control.  These same benefits can be accom-
plished without intermediaries through the use of Blockchain in addi-
tion to being at virtually no cost.

Despite the few challenges posed by a hybrid system, the hybrid
presents the best option for electronic chattel paper due to its in-
creased security.  This could potentially result in a blockchain net-
work where all can view the system and ledger, while only those who
have control of the electronic chattel paper may make transfers and
transactions on the network.  Purchasers of electronic chattel paper
can be verified and added to the network allowing such purchasers to
participate in transactions and obtain control of the transferred elec-
tronic chattel paper.  This would ensure only those who have been au-
thorized and verified may partake in transactions, but all can view the
blockchain to conduct necessary due diligence prior to deciding to have
certain electronic chattel paper transferred to such individual or en-
tity.  Blockchain, in any form, is likely to be more secure than current
third-party intermediaries while also lowering transaction costs for all
parties involved in a transaction.

202. Catalini & Gans, supra note 91, at 7, 20.
203. Blockchain and Distributed Ledger Technology (DLT): Overview (2020), supra

note 7.
204. Nakamoto, supra note 2, at 1.


