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I. INTRODUCTION

Imagine living in a world where government officials patrol the
streets with cameras so powerful that they can see through clothing.
No matter how many blouses or coats a person cocoons oneself in, of-
ficers are still able to discern the asthma inhaler in one's pocket, or
the wedding ring box a lover is hiding from his soon to be fianc6. Fur-
ther, this technology can be trained on the citizen from a distance, so
that no one will even be aware that he or she is being surveilled. In-
deed, people are more likely to assume that they are the subject of
surveillance, for the devices are so common that they are placed on the
light bars of every police cruiser and even carried by officers walking a
beat. The individual cannot escape the government's stare by hiding
at home, for the camera's eye can penetrate common building materi-
als. The state therefore is privy to visits to the bathroom and intimate
moments between spouses. Such technology is not only currently fea-
sible; an operational prototype is being tested and refined under a
Federal Government grant.1

Certainly, there may be a legitimate need for such a surveillance
tool. Our Nation's streets are unsafe, even violent. On any given day,
thousands if not tens of thousands of people may be concealing on
their persons such dangerous items as drugs, guns, even bombs. Such
an atmosphere can only poison police-citizen relations with distrust
and fear. Officers, concerned for their own safety, may be too ready to
conduct pat down frisks, embarrassing and even humiliating the peo-
ple they meet while on patrol. Even more likely, police might harbor
increasing free-floating anxiety about any encounter with the public,
whether it be a routine traffic stop or merely a patrol's drive by a
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crowded street corner. Such apprehension may be infectious, polariz-
ing members of law enforcement and civilians. Therefore, some kind
of device which could dispel officers' fears of weapons or dangerous
items, and thus remove much of the tension in police versus citizen
encounters, would seem to be a welcome innovation. It is in this spirit
that the United States Department of Justice, through the National
Institute of Justice, has funded a program to study remote frisking
technologies designed to detect weapons and contraband being carried
under people's clothing.2

Such powerful imaging technology raises the most fundamental
constitutional concerns. A camera that penetrates clothing and many.
building materials necessitates a reassessment of what it means to
"search" under the Fourth Amendment. Further, an observation tool
which will be a standard feature on every police cruiser and carried by
officers on patrol may in practice gut the warrant requirement. Also,
a device which contains "image processing algorithms," which are
designed to mechanically calculate probable cause, may undermine
the United States Supreme Court's definition of the traditional prob-
able clause standard. This Article examines the potential impact the
new remote frisking technology may have on these Fourth Amend-
ment cornerstones. After the introduction in Part I, Part II will ex-
plore the new remote frisking technologies' abilities. Part III will
review the historical background of the fundamental Fourth Amend-
ment doctrines. Included in this discussion will be an overview of the
evolution regarding the definition of a search, the primacy of the war-
rant clause, and the refinement of the probable cause standard. Part
IV will focus on the potential problems created by one of the new ob-
servation technologies, Millivision, in light of current Supreme Court
doctrines.

II. NEW REMOTE FRISKING TECHNOLOGIES

The effort to augment the senses of observation is certainly not a
new phenomenon. Indeed, in Berger v. State of New York, 3 the United
States Supreme Court traced the practice of electronic surveillance

2. "In response to the growing public concern over the illegal possession of con-
cealed weapons on the streets and in public buildings the Department of Justice has
initiated a program to promote the development of technology that would enhance the
detection and identification of weapons carried by unauthorized individuals. Three dif-
ferent technologies, utilizing different physical principles, have been selected for sup-
port." NATIONAL INST. OF JUSTICE, supra note 1, at 1. Among these technologies is the
Millitech Corporation's imaging technology, which is able to detect items besides weap-
onry, such as "drugs, and other contraband." Id.

3. 388 U.S. 41 (1967).
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back to telegraph interceptions pre-dating the Civil War.4 Further,
the technological advance of the telephone brought with it a new in-
trusion on privacy: the telephone wiretap.5 Such surveillance was so
widespread during prohibition that wiretaps were "the principal
source of information relied upon by police as the basis for prosecu-
tions."6 Additionally, at the time of Berger, the Court found itself
grappling with even newer technologies of electronic "bugs" and para-
bolic microphones. 7 Since the mid-1960's, when the Supreme Court
handed down Berger, the government has not been satisfied with en-
hancing only the aural senses. Besides such standard tools as flash-
lights and binoculars, police have observed suspected individuals with
the aid of telescopes, beepers, infrared imaging, and even satellites.8

Among the most recent developments in sense-augmenting tech-
nology is the United States Department of Justice's Concealed
Weapon Detection Initiative. The Department of Justice, through its
Office of Science and Technology at the National Institute of Justice,
has funded a $2,150,000 grant to research three different concealed
weapons detection technologies. 9 Two of the detection systems are, at
least initially, limited to monitoring persons for concealed weapons at
fixed locations. 1 0 The third technology, which is the focus of this Arti-

4. Berger v. New York, 388 U.S. 41, 45-46 (1967). Focusing specifically on eaves-
dropping, the Berger Court followed this manner of privacy invasion to its root. The
Court noted that the original method of "listening under the eaves of houses or their
windows" was "condemned as a nuisance" by Blackstone. Berger, 388 U.S. at 45.

5. Berger, 388 U.S. at 46.
6. Id. Berger's history of electronic eavesdropping includes an ominous pattern.

Government innovations in technologies designed to spy on private conversations were
ultimately adopted by civilians. Telegraph interceptions were so common a practice
among private individuals that, "[als early as 1862 California found it necessary to pro-
hibit the practice by statute." Id. at 45. For example, newspapers intercepted each
other's news lines while gamblers tapped into racing news before the official race results
arrived. Id. at 46. Further, telephone wiretapping followed the same course: "Like its
cousins, wiretapping proved to be a commercial as well as a police technique. Illinois
outlawed it in 1895 and in 1905 California extended its telegraph interception prohibi-
tion to the telephone." Id.

7. Berger, 388 U.S. at 46-47.
8. Kenneth Troiano, Comment, Law Enforcement Use of High Technology: Does

Closing the Door Matter Anymore?, 24 CAL. W. L. REV. 83, 84 (1988). The author in-
cludes in the list of augmented senses, that of smell, by noting the use of highly trained
drug-detecting dogs in the canine sniff case, United States v. Place, 462 U.S. 696 (1983).
Troianao, 24 CAL. W. L. REV. at 84. For further discussion of particular sense enhanc-
ing technologies, see Kent Greenfield, Cameras in Teddy Bears: Electronic Visual Sur-
veillance and the Fourth Amendment, 58 U. Cm. L. REV. 1045 (1991); David P. Hodges,
Comment. Electronic Visual Surveillance and the Fourth Amendment: The Arrival of
Big Brother?, 3 HASTINGS CONST. L.Q. 261 (1976).

9. NATIONAL INST. OF JUSTICE, supra note 1, at 1.
10. One weapon detection system, being developed by the Raytheon Company of

Portsmouth, Rhode Island, is based on "low frequency electromagnetic radiation." NA-
TIONAL INST. OF JUSTICE, supra note 1, at 5. This technology actively "illuminat[es] the
subject with a low intensity electromagnetic pulse known as a Heaviside pulse and
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cle, is trademarked as "Millivision."11 Millivision appears thus far to
possess the most potential for use by officers actually out in the field.

Millitech Corporation of South Deerfield, Massachusetts, has de-
veloped the Millivision technology being studied at the National Insti-
tute of Justice. This system relies on the fact that the human body,
like all "black bodies" (objects with temperatures above absolute zero),
will "naturally emit a broad spectrum of electromagnetic radiation." 12

Among the radiation that humans emit is that in the millimeter wave
portion of the electromagnetic spectrum. The Millivision technology
passively receives human radiation at the millimeter frequency be-
cause of a fortunate convergence of a number of key factors:

(1) adequate resolution in a reasonable sensor size;
(2) high transparency of virtually all clothing; and
(3) the extraordinary emissivity of human flesh compared to
the vast majority of other materials. 13

Essentially, the human body glows at the millimeter wave length
level while most metallic and non-metallic objects do not. In fact,
human flesh has an emissivity anywhere up to nine times that of ob-
jects such as weapons. 14 Thus, when the operator points their Millivi-
sion camera at a person, any weapons concealed under the
individual's clothing are silhouetted against the glowing body.' 5

Weapons can be detected despite being hidden under jackets or
blouses, because clothing at the millimeter portion of the spectrum is

measur[ses] the time decay of the reradiated energy from metal objects carried by the
person." Id. Although the Raytheon Company's detector is envisioned for fixed settings,
such as airports, schools, banks, and shopping malls, it also has potential for develop-
ment of a portable model for field use. Id. The second system, being developed by the
Idaho National Engineering Laboratory, will apply technology previously used for such
diverse tasks as mineral exploration and submarine detection to concealed weapons dis-
covery. Id. at 6. The Idaho National Engineering Laboratory will use "magnetic gradi-
ometers," devices so sensitive that they are able to detect slight magnetic anomalies in
the earth's magnetic field created by "ferromagnetic materials," such as most guns and
knives. Id. Like the Raytheon Company's system, the magnetic gradiometers are envi-
sioned for fixed points, such as a courthouse entrance. However, in contrast to Ray-
theon, the Idaho National Engineering Laboratory's technology will only passively
detect weapons on a person.

11. Reducing Gun Violence, Before the Subcomm. on Crime & Criminal Justice of
the House Judiciary Comm., 103 Cong. (1994) (prepared statement of G. Richard
Huguenin Millitech Corp.), available in 1994 WL 14190555 [hereinafter Huguenin, Pre-
pared Statement].

12. Id.
13. Id.
14. Humans have a millimeter emissivity of 0.95, contrasted with a weapon's emis-

sivity of 0 to 0.7. See G. Richard Huguenin, Detection of Concealed Weapons and Con-
traband Using Passive Millimeter Wave Imaging, 2 (on file with the Creighton Law
Review). Other wavelengths are impractical due to various limitations. Longer waves
(microwaves) have resolution problems while shorter frequencies (infrared) lack cloth-
ing transparency. Id. at 1.

15. Id.
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"virtually transparent."16 Since officers using this imager do not rely
on the wavelengths in the visual portion of electromagnetic radiation,
conditions that diminish visible light, such as clouds or night, have no
adverse effects on millimeter wave imaging.17

Additionally, since not only metals, but such items as "plastics,
ceramics, plastic explosives, powdered drugs, etc." emit less radiation
at the millimeter frequency, these items can be detected as well.' 8

Thus, the mission of the Millivision imager is much broader than the
other two technologies sharing the National Institute of Justice Grant,
as they both focus on the magnetic or metallic properties of most guns
and knives.

Millitech is aware of the privacy concerns created by technology
which can "see" through clothing. In his prepared statement to the
House Judiciary Committee's Crime and Criminal Justice Subcommit-
tee, Dr. Richard Huguenin, president of Millitech's CDS Division, took
pains to note that Millivision did not "reveal intimate anatomical de-
tails of the person."19 Indeed, the surface of the skin is not itself
shown in the camera's imager; however, the actual shape of a person's
body under its clothing is presented to the Millivision viewer. As an
additional privacy protection, the camera will display the body's image
only if "a suspicious object is detected by the internal image processing
algorithms, giving 'probable cause' for the operator to ascertain the
potential threat from the detected object." 20 Therefore, the millimeter
wave imager is to have a probable cause standard built into the inner
workings of the camera, limiting the discretion of the official on the
scene.

Such a powerful tool potentially has a wide variety of law enforce-
ment applications. Millitech has labeled police remote "frisking" of in-
dividuals for concealed weapons as a "priority application" of
Millivision. 2 1 Small passive wave imagers, which could be held in an
officer's hand or mounted on the light bar of her vehicle, could be used
for visual "pat downs" for weapons on suspicious persons. Various
kinds of contraband would also be open to view through a millimeter
imaging camera. 22 Finally, use of Millivision need not be limited to

16. Huguenin, Prepared Statement, supra note 11.
17. Id.
18. Reducing Gun Violence, Before the Subcomm. on Crime & Criminal Justice of

the House Judiciary Comm., 103 Cong. (1994) (oral statement by G. Richard Huguenin,
Millitech Corp.), available in 1994 WL 14190555 [hereinafter Huguenin, Oral
Statement].

19. Huguenin, Prepared Statement, supra note 11.
20. Id.
21. Id.
22. Examples include "hypodermic needle[s]," "ceramic knives, low- or non-metal

guns, non-metal grenades," along with "plastic explosives" "wires,' tape recorders, ex-
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observations on the public streets. Since many building materials are
transparent to millimeter wave emissions, law enforcement may use
this imaging to obtain rough pictures of persons inside a home, includ-
ing "location, posture, and activity."2 3

Certainly, this technology could be life-saving to officers con-
fronting armed individuals on the street or to victims and even
criminals, during barricade or hostage crises. Further, an officer, ap-
proaching citizens secure in the knowledge that no one is armed and
dangerous, will of course be more relaxed and congenial. The practical
benefits, both concrete and intangible, are clear. However, such a po-
tent and versatile system of weapons and contraband detection
presents special dangers to constitutional rights. The Fourth Amend-
ment's fundamental guarantees of privacy and warrants, its defini-
tions of a search and probable cause, were all developed at a time
when looking through clothing and walls was simply impossible. The
advent of this remote frisking technology therefore raises questions
that the traditional Fourth Amendment doctrines are not equipped to
address.

III. CREATION AND EVOLUTION OF FOURTH AMENDMENT
FUNDAMENTALS

A. THE SUPREME COURT's DEFINITION OF A FOURTH AMENDMENT

"SEARCH"

Law enforcement may commit all kinds of egregious injuries that
are simply beyond the reach of Fourth Amendment protection. 2 4 This
is because the Fourth Amendment applies only to "searches and
seizures."25 If the behavior at issue fails to qualify as a "search" or
"seizure," the matter, as far as the Fourth Amendment is concerned, is

plosive timers, or remote detonators." Huguenin, Prepared statement, supra note 11.
Even powders and liquids are subject to detection under Millivision scrutiny. Id. at 3, 6.

23. Huguenin, Prepared statement, supra note 11.
24. Of course, police wrongdoing, even if not covered by the Fourth Amendment,

may be controlled by some other Constitutional provision. For example, a particular
mode of evidence gathering may trigger the application and violation of the Self Incrimi-
nation Clause of the Fifth Amendment or the Due Process Clause of the Fourteenth
Amendment. See Miranda v. Arizona, 384 U.S. 436 (1966) (involving police tactics
counter to the Fifth Amendment privilege against self incrimination). See also Brown v.
Mississippi, 297 U.S. 278 (1936) (considering police coercion of a confession in violation
of the Fourteenth Amendment's Due Process Clause).

25. The Fourth Amendment provides:
The right of the people to be secure in their persons, houses, papers, and

effects, against unreasonable searches and seizures, shall not be violated, and
no Warrants shall issue, but upon probable cause, supported by Oath or affir-
mation, and particularly describing the place to be searched, and the persons or
things to be seized.

U.S. CONST. amend. IV.
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over. Police need not establish that their behavior was reasonable or
supported by a warrant, or met any other Fourth Amendment stan-
dard. Thus, the issue of Fourth Amendment application has taken on
considerable significance.

Indeed, entire doctrines have formed and evolved determining
what constitutes a "search" or a "seizure" for Fourth Amendment pur-
poses.26 Interestingly, the current definition of a "search" evolved
through a series of cases struggling with the difficult issues regarding
police use of sense-enhancing technology. In Olmstead v. United
States,27 the United States Supreme Court heard the first case involv-
ing government intrusion by wiretap.28 In Olmstead, federal prohibi-
tion officers tapped into the telephone wires outside of the homes of
four bootleggers, among them Roy Olmstead. 29 Agents made inser-
tions into the telephone lines without physically trespassing on any of
the conspirators' property because the taps were made "in the streets
near the houses."30 The Court, noting that "It]here was no entry of
the houses or offices of the defendants," held that "[t]here was no
searching" committed during the wiretapping of the defendants' phone
lines.3

1

26. A "search" has been defined as an occurrence "when an expectation" of privacy
that society is prepared to "consider reasonable is infringed." See United States v. Ja-
cobsen, 466U.S. 109, 113 (1984). The United States Supreme Court has defined a
Fourth Amendment "seizure" of an item as involving a "meaningful" interference with a
person's "possessory interest" in the object. See United States v. Karo, 468 U.S. 705,
712 (1984). Further, a "seizure" of a person entails either an official's application of
physical force on an individual or that person's submission to a "show of authority." See
California v. Hodari D., 499 U.S. 621, 626 (1991).

27. 277 U.S. 438 (1928).
28. Olmstead v. United States, 277 U.S. 438,455 (1928).
29. Olmstead, 277 U.S. at 456-57.
30. Id.
31. Id. at 464. Later in its opinion, the Court reaffirmed the total lack of Fourth

Amendment application to the government's eavesdropping on the phone conversations
in this case: "We think, therefore, that the wire tapping here disclosed did not amount
to a search or seizure within the meaning of the Fourth Amendment." Id. at 466. The
Court, in refusing to recognize the wiretap as a Fourth Amendment "search," was con-
cerned with preserving some kind of practical limit on the scope of Fourth Amendment
coverage:

By the invention of the telephone, fifty years ago, and its application for
the purpose of extending communications, one can talk with another at a far
distant place. The language of the Amendment cannot be extended and ex-
panded to include telephone wires reaching to the whole world from the defend-
ant's house or office. The intervening wires are not part of his house or office
any more than are the highways along which they are stretched.

Id. at 465. Thus, the Court, casting about for some definition of the boundary of Fourth
Amendment protection, sought, as a pragmatic line of privacy, one's home and curtilage.
Id. at 466. Regarding the separate threshold issue of Fourth Amendment "seizure," the
Olmstead Court found no "seizure" under the Fourth Amendment by the wiretap's inter-
ception of conversations, as it did not recognize such an intangible as a conversation to
be a "thing" for the Amendment's purposes. Id. at 464.
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Fourteen years later, the Court considered the boundaries of
Fourth Amendment protection in its first "bugging" case, Goldman v.
United States.32 In Goldman, federal agents, acting on a tip that Mar-
tin Goldman had solicited a fellow attorney to violate the federal
bankruptcy laws, placed a "detectaphone" against an office wall in or-
der to overhear Goldman's private conversations in the office next
door.33 The Goldman Court held that such eavesdropping did not vio-
late the Fourth Amendment, because "there was no physical trespass
in connection with the relevant interception."34 Although Goldman
spoke in terms of violation rather than in terms of the threshold issue
of application, it based it holding on Olmstead, finding "no reasonable
or logical distinction ... between what federal agents did in the pres-
ent case and state officers did in the Olmstead case."35 The relevance
of "physical entry" to Fourth Amendment application was again al-
luded to in On Lee v. United States.36 In On Lee, the Supreme Court
characterized the defendant's contention that an agent, outside of the
defendant's premises, "was a trespasser because by these [electronic]
aids he overheard what went on inside" as "verg[ing] on the
frivolous."

37

The United States Supreme Court fully formed its "physical inva-
sion" test of Fourth Amendment application in Silverman v. United
States.38 In Silverman, District of Columbia police inserted a foot-
long "spike-mike" under a baseboard into a party wall until it touched
a heating duct running through Silverman's home.39 The physical
contact with Silverman's heating duct converted the "entire heating
system into a conductor of sound," enabling the police to overhear con-
versations on both floors of the house. 40 Although the Supreme Court
steered clear of trespass technicalities of local property law, it main-
tained that the "unauthorized physical penetration into the premises,"
considered to be a "constitutionally protected area," constituted a
Fourth Amendment search. 41 Silverman distinguished the Olmstead
line of cases as lacking this "vital factor" of "physical invasion of the
petitioner's premises."42

32. 316 U.S. 129 (1942).
33. Goldman v. United States, 316 U.S. 129, 130-31 (1942).
34. Goldman, 316 U.S. at 135. See Berger, 388 U.S. at 51.
35. Goldman, 316 U.S. at 135. Curiously, in contrast to the Goldman Court's refer-

ence to "state officers" in Olmstead, the Olmstead opinion itself identified the officials as
"federal prohibition officers." Olmstead, 277 U.S. at 456.

36. 343 U.S. 747 (1952).
37. On Lee v. United States, 343 U.S. 747, 752 (1952).
38. 365 U.S. 505 (1961).
39. Silverman v. United States, 365 U.S. 505, 506 (1961).
40. Silverman, 365 U.S. at 506-07.
41. Id. at 509, 510.
42. Id. at 510-11.
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Thus, through a careful evolution of over thirty years, the United
States Supreme Court established the "actual intrusion into a consti-
tutionally protected area" test for a Fourth Amendment search.43

However, even with its ultimate formulation of this standard, the
Supreme Court was aware of criticism of the rule's artificiality. 44 The
troubles facing the physical "trespass into a constitutionally protected
area" test caused the Court to abandon it merely seven years later in
Katz v. United States.45 In this case, Federal Bureau of Investigation
agents, suspecting Katz of illegally transmitting wagering information
across state lines, attached "an electronic listening and recording de-
vice" to the outside of a public telephone booth Katz frequented. 46 No
part of this eavesdropping tool actually physically penetrated the
booth.47 When the parties argued the legality of the gathering of
Katz's end of his wagering conversations in the phone booth, both, in
deference to Supreme Court precedent, crafted the Fourth Amend-
ment threshold issue as concerning the "physical penetration" of a
"constitutionally protected area."48 Justice Stewart, writing for the
Court, rejected this formulation as "misleading," and abruptly stated,
"the correct solution of Fourth Amendment problems is not necessar-
ily promoted by incantation of the phrase 'constitutionally protected
area."' 49 In flatly rejecting three decades of precedent, Katz began to
build the current definition of a Fourth Amendment search by stating
that:

[T]he Fourth Amendment protects people, not places.
What a person knowingly exposes to the public, even in his
own home or office, is not a subject of Fourth Amendment
protection. But what he seeks to preserve as private, even in
an area accessible to the public, may be constitutionally
protected."50

Ultimately, the standard that has come to be recognized as the
definition of a Fourth Amendment search was supplied by Justice
Harlan in his concurring opinion:

My understanding of the rule that has emerged from
prior decisions is that there is a twofold requirement, first

43. Id. at 512.
44. The Supreme Court in Silverman noted the court of appeals' criticism of the

physical invasion rationale by quoting its refusal to "believe that the respective rights
are to be measured in fractions of inches." Silverman, 365 U.S. at 512. The Supreme
Court responded, "We find no occasion to re-examine Goldman here, but we decline to
go beyond it, by even a fraction of an inch." Id.

45. 389 U.S. 347 (1967).
46. Katz v. United States, 389 U.S. 347, 348 (1967).
47. Katz, 398 U.S. at 348.
48. Id. at 349-51.
49. Id. 350-51.
50. Id. at 351-52 (citations omitted).
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that a person have exhibited an actual (subjective) expecta-
tion of privacy and, second, that the expectation be one that
society is prepared to recognize as 'reasonable.'" 51

Thus, the forty year struggle to cope with the unique intrusions
caused by electronic surveillance caused the Supreme Court to first
embrace and refine a very tangible "physical invasion" standard, only,
to ultimately reject it in favor of a rule which focuses on the abstract
concept of privacy expectations. The next thirty years witnessed the
Court's attempt to delineate the outlines of this new "reasonable ex-
pectation of privacy" standard in a myriad of factual settings.52

Of particular relevance in understanding the privacy ramifica-
tions of Millitech's remote frisking is a case actually lacking any kind
of reliance on electronics. In United States v. Place,53 the United
States Supreme Court considered whether people have a legitimate
privacy expectation from canine sniffs of their luggage in public.54

The Supreme Court in Place held that, although individuals do indeed
possess a Fourth Amendment privacy interest in the contents of their
personal luggage, a sniff by a "well-trained narcotics detection dog"
does "not constitute a 'search' within the meaning of the Fourth
Amendment. '55 This conclusion was not reached through a typical ap-
plication of Katz's reasonable expectation of privacy test. Rather, the
Court simply contrasted the unobtrusive sniff with the more invasive
search by a human officer.56 A dog can identify the presence of illegal
drugs without having to rummage through non-contraband items or
even open the luggage in the first place. 57 Thus, the method of intru-
sion avoids much of the "embarrassment and inconvenience" of the
standard search by an officer. 58 Further, a dog's nose performs a
much more targeted search in terms of content: "a sniff discloses only

51. Id. at 361 (Harlan, J., concurring).
52. The Court has defined the reasonableness of privacy expectations in various

contexts, including those in the following cases: Florida v. Riley, 488 U.S. 445, 450
(1989) (holding that a person lacked a reasonable expectation of privacy in their curti-
lage from naked eye observations of aircraft flying over in navigable airspace); Califor-
nia v. Greenwood, 486 U.S. 35, 41 (1988) (concluding that people lack a reasonable
expectation of privacy in trash they place on the curb); United States v. Dunn, 480 U.S.
294, 300 (1987) (recognizing that the curtilage of homes generally possesses a reason-
able expectation of privacy from official ground intrusion); Oliver v. United States, 466
U.S. 170, 177 (1984) (concluding that no legitimate expectation of privacy exists in
"open fields"); Smith v. Maryland, 442 U.S. 735, 745-56 (1979) (holding that the use of a
pen register to record numbers dialed from a particular phone did not invade a reason-
able expectation of privacy).

53. 462 U.S. 696 (1983).
54. United States v. Place, 462 U.S. 696, 697-98 (1983).
55. Place, 462 U.S. at 707.
56. Id.
57. Id.
58. Id. However, the Court did state "that a person possesses a privacy interest in

the contents of personal luggage that is protected by the Fourth Amendment." Id.
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the presence or absence of narcotics, a contraband item."59 Such an
analysis is curious; the Court essentially conceded that the govern-
ment's dog intrudes on some private information, but found the inva-
sion so uniquely "limited both in the manner in which the information
is obtained and in the content of the information revealed" that it
failed to reach some Fourth Amendment threshold of application. 60

In theory, the force behind Place's reasoning could create Fourth
Amendment immunity for any intrusion targeted so narrowly as to
detect only the presence of contraband. However, Place considered ca-
nine sniffs to constitute such a restricted intrusion as to be in a class
by themselves.

In 1984, the United States Supreme Court relied on Place for its
holding in United States v. Jacobsen.6 1 In Jacobsen, the Supreme
Court found that no "search" occurred when the government con-
ducted a chemical field test on a powder to determine if it was the
controlled substance, cocaine, because "[the] governmental conduct
that can reveal whether a substance is cocaine, and no other arguably
'private' fact, compromises no legitimate privacy interest."62

Yet, in the same year, the Supreme Court considered United
States v. Karo.63 In Karo, Drug Enforcement Administration Agents
monitored a "beeper" electronic tracking device they had installed in-
side a can of ether sold to the defendant. 64 A beeper sends out a radio
signal that essentially says "The drum of ether is here." By following
the beeper's transmission, agents can track a car carrying the drum
even if they happen to lose visual contact with the vehicle. The Court
examined its decision in United States v. Knotts,65 an earlier beeper
case, which allowed the tracking of the beeper while in a car on public
streets. 66 Knotts had previously ruled that:

A person traveling in an automobile on public thoroughfares
has no reasonable expectation of privacy in his movements
from one place to another. When [the driver] traveled over
the public street he voluntarily conveyed to anyone who
wanted to look the fact that he was traveling over particular
roads in a particular direction. ... 67

However, Karo departed from Knotts in that the Drug Enforce-
ment Agents continued to monitor the beeper even when the can hold-

59. Place, 462 U.S. at 707.
60. Id.
61. 466 U.S. 109, 123-26 (1984).
62. United States v. Jacobsen, 466 U.S. 109, 123 (1984).
63. 468 U.S. 705 (1984).
64. United States v. Karo, 468 U.S. 705, 708 (1984).
65. 460 U.S. 276 (1983).
66. Karo, 468 U.S. at 713-14.
67. United States v. Knotts, 460 U.S. 276, 281-82 (1983).
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ing it was within Karo's private home. The Karo Court found this
intrusion to be going too far:

At the risk of belaboring the obvious, private residences are
places in which the individual normally expects privacy free
of governmental intrusion not authorized by a warrant, and
that expectation is plainly one that society is prepared to rec-
ognize as justifiable.

68

As this language indicates, the conclusion that the intrusion into
a private residence causes Fourth Amendment application, indeed vio-
lation, was easily reached. This was so, despite the fact that the infor-
mation targeted by the beeper was quite limited. Indeed, the only fact
relayed by the beeper was that the beeper (and therefore a chemical
used to extract contraband from clothing) was in the house. One could
therefore argue that this intrusion avoided the "embarrassment and
inconvenience" of a general rummaging of the home and detected only
the existence of a substance illegally used in the transport of contra-
band. The Court in Karo instead chose to depart from the approach
created in Place.

Still another case that illuminates the United States Supreme
Court's struggle to define the boundaries of reasonable privacy expec-
tations is Dow Chemical Co. v. United States.69 Here, the Environ-
mental Protection Agency took aerial photographs of Dow's 2,000 acre
facility with a precision aerial mapping camera.70 The Supreme
Court in Dow conceded the difficulty in drawing the line of Fourth
Amendment application in these facts: "Dow's enclosed plant complex
.... can perhaps be seen as falling somewhere between 'open fields'
and curtilage, but lacking some of the critical characteristics of
both."7' The Court ultimately found that "[t]he intimate activities as-
sociated with family privacy and the home and its curtilage simply do
not reach the outdoor areas or spaces between structures and build-
ings of a manufacturing plant," and therefore "such an industrial com-
plex is more comparable to an open field."72

Moreover, of special interest to the constitutional implications of
Millitech's camera, the United States Supreme Court considered the
sophistication and general availability of the surveillance device in
question to be relevant to the Fourth Amendment analysis. 73 The En-

68. Karo, 468 U.S. at 714.
69. 476 U.S. 227 (1986).
70. Dow Chemical Co. v. United States, 476 U.S. 227, 229 (1986).
71. Dow, 476 U.S. at 236.
72. Id. at 236, 239.
73. See id. at 238 (stating "that surveillance of private property by using highly

sophistaiced surveillance equipment not generally available to the general public ...
might be constitutionally proscribed absent a warrant.").

[Vol. 30



ELECTRONIC SURVEILLANCE

vironmental Protection Agency's camera, in Dow, did not implicate
Fourth Amendment concerns for it was not "some unique sensory de-
vice" that "could penetrate the walls of buildings" but merely a "con-
ventional" commercial camera. 74 However, higher technology may be
a different issue. The Court noted that "[i]t may well be... that sur-
veillance of private property by using highly sophisticated surveil-
lance equipment not generally available to the public, such as satellite
technology, might be constitutionally proscribed absent a warrant."75

In Dow, a camera that was limited to the "outline of a facility's build-
ings" did not fall within this category.7 6 Thus, Dow created yet an-
other factor to weigh into the "reasonableness" of a privacy
expectation: the degree of sophistication and uniqueness of the tech-
nology used for surveillance.

Consequently, when the Millitech Corporation's weapons/contra-
band detector is praised as employing merely "passive imaging tech-
nology" that avoids "the necessity of a direct physical search," such
claims seem to be an oversimplification. 77 The United States
Supreme Court, in a series of cases, has developed a variety of consid-
erations which impact the "search" determination. Therefore, Mil-
litech's contentions must be measured against a wealth of rules
created in precedent that has been slowly crafted for most of this
century.

B. THE PRIMACY OF THE WARRANT CLAUSE

1. The Supreme Court's Creation of a Judicial Preference for
Warrants

The United States Supreme Court, for much of this century, has
identified the warrant requirement as the heart of the Fourth Amend-
ment. Indeed, the entire warrant process, with its prior judicial au-
thorization, particularity requirement, and probable cause standard,
has been interpreted as establishing concrete guidelines for courts to
follow in determining the "reasonableness" of a particular search or
seizure. 78 The Supreme Court has thus created a strong preference
for warrants:

74. Id. at 238.
75. Id.
76. Id.
77. See Huguenin, Prepared Statement, supra note 11.
78. In relying on the warrant mandate as a barometer of reasonableness, the

Supreme Court in Chimel v. California quoted a portion of Justice Frankfurter's dissent
in Rabinowitz as follows:

To say that the search must be reasonable is to require some criterion of
reason. It is no guide at all either for a jury or for district judges or the police to
say that an 'unreasonable search' is forbidden - that the search must be rea-
sonable. What is the test of reason which makes a search reasonable?
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The Fourth Amendment proscribes all unreasonable searches
and seizures, and it is a cardinal principle that searches con-
ducted outside the judicial process, without prior approval by
judge or magistrate, are per se unreasonable under the
Fourth Amendment- subject only to a few specifically estab-
lished and well-delineated exceptions. 79

The warrant process is thought to build a buffer zone between the
police and the citizenry:

The point of the Fourth Amendment... is not that it denies
law enforcement the support of the usual inferences which
reasonable men draw from evidence. Its protection consists
in requiring that those inferences be drawn by a neutral and
detached magistrate instead of being judged by the officer en-
gaged in the often competitive enterprise of ferreting out
crime.80

However, not every warrant was immune to Fourth Amendment
challenge. In fact, one kind of warrant, the general warrant, was a
primary target of the Fourth Amendment's restrictions. Justice San-
dra Day O'Connor stated in her dissent in Vernonia School District
47J v. Acton,81 that "what the Framers of the Fourth Amendment
most strongly opposed.., were general searches - that is, searches
by general warrant, by writ of assistance, by broad statute, or by any
other similar authority."8 2 A general warrant was a document provid-
ing government officials unlimited authority to search a suspect's

Chimel v. California, 395 U.S. 752, 765 (1969) (quoting United States v. Rabinowitz, 339
U.S. 56, 83 (1950) (Frankfurter, J., dissenting)). In Rabinowitz, Justice Frankfurter
had answered his own question:

There must be a warrant to permit a search, barring only inherent limita-
tions upon that requirement when there is a good excuse for not getting a
search warrant.... It is no criterion of reason to say that the district court
must find it reasonable.

Rabinowitz, 339 U.S. at 83 (1950) (Frankfurter, J., dissenting).
79. United States v. Ross, 456 U.S. 798, 825 (1982) (citations omitted). The judicial

preference for warrants enjoys a long history. See Minnesota v. Dickerson, 508 U.S.
366, 372 (1993); Horton v. California, 496 U.S. 128, 133 n.4 (1990); Mincey v. Arizona,
437 U.S. 385, 390 (1978); Katz v. United States, 389 U.S. 347, 356-59 (1967).

80. Johnson v. United States, 333 U.S. 10, 13-14 (1948). See also United States v.
Lefkowitz, 285 U.S. 452, 464 (1932) (stating that "[slecurity against unlawful searches
is more likely to be attained by resort to search warrants than by reliance upon the
caution and sagacity of petty officers while acting under the excitement that attends the
capture of persons accused of crime.").

81. 115 S. Ct. 2386 (1995).
82. Vernonia School Dist. 47J v. Acton, 115 S. Ct. 2386, 2398 (1995) (O'Connor, J.,

dissenting).
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property.8 3 It essentially gave colonial officials a foot in the door to
ransack "a citizen's entire home."8 4

Thus, for over two centuries, the Warrant Clause has provided a
bulwark for privacy in a variety of ways. Warrants have established
concrete anchors for the reasonableness standard, they have checked
overzealous officers by placing the detached and neutral magistrate
between law enforcement and citizenry, and have prohibited general
searches of any kind, whether with or without prior judicial
authorization.

8 5

2. The Creation and Careful Maintenance of the Limited "Stop and
Frisk" Exception to the Warrant Requirement

Despite its declaration that the warrant, along with its probable
cause standard, formed the Fourth Amendment's backbone, the
United States Supreme Court has recognized law enforcement's lim-
ited right to seize and search a person both without a warrant and on
a quantum of information less than probable cause. In Terry v.
Ohio,8 6 the United States Supreme Court was confronted with a
Cleveland Police Detective, with 39 years of experience, who stopped a
robbery before it started.8 7 Detective Martin McFadden observed
John W. Terry and Richard Chilton repeatedly and alternately walk
past and peer into the front windows of a store, only to confer at a
street corner.8 8 Later, a third man, Carl Katz, joined the corner con-
ference.8 9 Cataloging specific details and applying his 30 years of ex-
perience in this very vicinity of downtown to this situation, Detective
McFadden suspected these men of "casing a job, a stick-up."90 Detec-
tive McFadden approached and identified himself to the men. When

83. David E. Steinberg, Making Sense of Sense-Enhanced Searches, 74 MUM. L.
REV. 563, 574 (1990).

84. Steinberg, 74 MwmN. L. REV. at 574. This invitation to abuse power was also
recognized by Justice John Paul Stevens who noted that "The use of general warrants to
search for evidence of violations of the Crown's revenue laws understandably outraged
the authors of the Bill of Rights. It is a power, that places the liberty of every man in
the hands of every petty officer." Arizona v. Evans, 115 S. Ct. 1185, 1197 (1995) (Ste-
vens, J., dissenting) (citation omitted) (internal quotations omitted).

85. Justice O'Connor, in her dissenting opinion in Acton, noted:
To be sure, the Fourth Amendment, in the Warrant Clause, prohibits by

name only searches by general warrants. But that was only because the abuses
of the general warrant were particularly vivid in the. minds of the Framers'
generation, and not because the Framers viewed other kinds of general
searches as any less unreasonable.

Acton, 115 S. Ct. at 2398-99 (O'Connor, J., dissenting) (citation omitted).
86. 392 U.S. 1 (1968).
87. Terry v. Ohio, 392 U.S. 1, 5-7 (1968).
88. Terry, 392 U.S. at 6. See State v. Terry, 214 N.E.2d 114, 116 (Ohio Ct. App.

1966), affd, 392 U.S. 1 (1968).
89. Terry, 392 U.S. at 6-7. See Terry, 214 N.E.2d at 116.
90. Terry, 392 U.S. at 6-7.
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they mumbled their responses, Detective McFadden grabbed Terry,
swung him around, and patted down his outer clothing for weapons. 91

The Supreme Court's rendition of these details is significant, be-
cause it foretold Terry's balancing-of-the-interests approach. 92 In de-
ciding whether a stop and frisk without probable cause was
reasonable under the Fourth Amendment, the Court balanced "gov-
ernment interests" against the "intrusion on individual rights."93 In
support of the government's initial seizure of the person was the "gen-
eral interest [in] effective crime prevention and detection."94 Officer
safety bolstered the further intrusion of searching a suspicious indi-
vidual's person:

We are now concerned with more than the governmental in-
terest in investigating crime; in addition, there is the more
immediate interest of the police officer in taking steps to as-
sure himself that the person with whom he is dealing is not
armed with a weapon that could unexpectedly and fatally be
used against him. Certainly it would be unreasonable to re-
quire that police officers take unnecessary risks in the per-
formance of their duties. 95

On the other side of the scales, the Court acknowledged the frisk's
significant invasion of an individual's rights: "Even a limited search of
the outer clothing for weapons constitutes a severe, though brief, in-
trusion upon cherished personal security, and it must surely be an
annoying, frightening, and perhaps humiliating experience."96

After carefully assessing the interests of both the state and the
citizen, the Court struck the "proper balance" by granting narrow au-
thority to allow a search for weapons for police protection, only when
the officer believes "that he is dealing with an armed and dangerous
individual."97 An officer must be able to base his actions not on a mere
hunch, but upon "specific reasonable inferences," which would lead a
"reasonably prudent man in the circumstances" to believe that "his

91. Id. at 7.
92. Moreover, factual inquiries are of great importance in the area of Fourth

Amendment litigation involving seizures of persons because of the wealth of variety in
these encounters. For example, the Court in Terry noted:

Street encounters between citizens and police officers are incredibly rich in
diversity. They range from wholly friendly exchanges of pleasantries or mutu-
ally useful information to hostile confrontations of armed men involving ar-
rests, or injuries, or loss of life. Moreover, hostile confrontations are not all of a
piece. Some of them begin in a friendly enough manner, only to take a different
turn upon the injection of some unexpected element into the conversation.

Terry, 392 U.S. at 13.
93. Terry, 392 U.S. at 22-27.
94. Id. at 22.
95. Id. at 23.
96. Id. at 24-25.
97. Id. at 27.
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safety or that of others was in danger."98 Thus, the Court in Terry
first established rigorous restrictions on frisks by creating a detailed
standard for justification of any search.

Moreover, beyond the carefully articulated limits on justification
for frisks, the Court in Terry also restricted the scope of these intru-
sions on an individual's privacy. Even when officers reasonably feared
that they were dealing with an armed and dangerous person, they
could not conduct a "general exploratory search."99 Instead, govern-
ment invasion was limited to the initial rationale for the intrusion:
maintaining officer safety. Detective McFadden patted down the
outer clothing of the suspects for weapons, thus strictly confining his
search to "what was minimally necessary to learn whether the men
were armed and to disarm them once he discovered the weapons."100

Thus, in carving out an exception to the warrant and probable cause
requirements, the Court in Terry took great pains to limit government
intrusion on the individual, both as to the original justification for a
search, and to its ultimate scope.

The narrow tailoring of the United States Supreme Court's stop
and frisk authority was reaffirmed over a decade later in Ybarra v.
Illinois.101 In Ybarra, officers executing a search warrant of the Au-
rora Tap Tavern searched the defendant because a state statute em-
powered officials to search anyone who simply happened to be present
at premises subject to a search by warrant. 10 2 The Supreme Court,
noting that each bar patron "was clothed with constitutional protec-
tion against an unreasonable search or an unreasonable seizure,"
found that the officers lacked any reasonable suspicion that Ybarra
was armed and presently dangerous.103 The Court refused to extend
its right to frisk holding in Terry, noting that it had "been careful to
maintain" Terry's "narrow scope." 104

Where the United States Supreme Court has chosen to expand its
holding in Terry, it again has done so because of the special dangers
presented by the situation. Investigatory detentions involving
automobiles provide an especially revealing example. In Adams v.
Williams,10 5 the United States Supreme Court held that an officer,
acting on a tip he personally received from an eye witness informant,
could reach inside the passenger compartment of a vehicle and remove

98. Id.
99. Id. at 30.

100. Id.
101. 444 U.S. 85 (1979).
102. Ybarra v. Illinois, 444 U.S. 85, 87-88 (1979).
103. Ybarra, 444 U.S. at 91-93.
104. Id. at 93.
105. 407 U.S. 143 (1972).
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a gun from the driver's waistband. 10 6 The Supreme Court approved of
this search, even though neither words of inquiry nor a pat down frisk
of outer clothing preceded it.107 The Court's decision in Adams
"rested in part" on its "view of the danger presented to police officers
in 'traffic stop' and automobile situations. 10 s Similarly, in Penn-
sylvania v. Mimms,' 0 9 the United States Supreme Court held that.po-
lice may order persons out of a lawfully stopped automobile during a
traffic stop without any additional justification for the demand to
exit.110 A controlling reason for this decision was the "inordinate risk
confronting an officer as he approaches a person seated in an
automobile." 1'

Ultimately, in Michigan v. Long,112 the Supreme Court held that:
[a] search of the passenger compartment of an automobile,
limited to those areas in which a weapon may be placed or
hidden, is permissible if the police officer possesses a reason-
able belief based on "specific and articulable facts which,
taken together with the rational inferences from those facts,
reasonably warrant" the officer in believing that the suspect
is dangerous and the suspect may gain immediate control of
weapons.113

Once again, the Court's rationale for its decision was based on the spe-
cial dangers inherent in approaching cars: "roadside encounters be-
tween police and suspects are especially hazardous, and that danger
may arise from the possible presence of weapons in the area surround-
ing a suspect.""14 Even with the extensions of the Terry's right to frisk
in the automobile context, the Court has been careful to restrict the
power to search to only those situations where an officer can justify an
intrusion with a reasonable suspicion that the subject is armed and
presently dangerous. Thus, even in the encounters where hidden per-
ils are arguably the most prevalent, officers still cannot commit suspi-
cionless safety-based searches.

106. Adams v. Williams, 407 U.S. 143, 145, 148 (1972).
107. Adams, 407 U.S. at 145, 148.
108. Michigan v. Long, 463 U.S. 1032, 1048 (1983). In Adams the Court noted:

"[Aipproximately 30% of police shootings occurred when a police officer approached a
suspect seated in an automobile." Adams, 407 U.S. at 148 n.3.

109. 434 U.S. 106 (1977).
110. Pennsylvania v. Mimms, 434 U.S. 106, 111 (1977).
111. Mimms, 434 U.S. at 110.
112. 463 U.S. 1032 (1983).
113. Long, 463 U.S. at 1049.
114. Id. The Court has extended the right to commit a stop, as in Terry, to other

situations. See United States v. Place, 462 U.S. 696, 706 (1983), in which the Court
allowed police to perform an investigatory detention on luggage rather than on a per-
son. However, the Court never reached the issue of whether the police could frisk the
item, for it found the canine sniff did not constitute a Fourth Amendment "search."
Place, 462 U.S. at 707.
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C. THE PROBABLE CAUSE REQUIREMENT

1. The Probable Cause Standard in the Warrant Clause

The Fourth Amendment specifically provides that "no Warrants
shall issue, but upon probable cause .... 1115 In other words, judges or
magistrates will not enable officers to intrude on individual privacy
until the judicial officials are themselves convinced there is probable
cause to believe contraband or evidence of illegality resides in the area
to be searched. Thus, officers seeking warrants must build probable
cause. In many cases, officers gathering information in support of A
warrant application need to rely on observations of others. Police can-
not be everywhere, and they certainly are not invited to observe clan-
destine illegal activities. Consequently, police often include in their
warrant affidavits of factual assertions related to them by informants
possessing varying degrees of credibility.

By the 1960's, the United States Supreme Court had established
a rule for magistrates to measure probable cause in warrant applica-
tions built in whole or part upon hearsay declarations of informants.
As a result of two seminal cases, Aguilar v. Texas 116 and Spinelli v.
United States,117 the Supreme Court established a highly structured
analysis for weighing the probable cause purportedly provided by
hearsay informants. The Aguilar/Spinelli test mandated that issuing
magistrates follow a "two-pronged test" which directed analysis into
"two largely independent channels - the informant's 'veracity' or 're-
liability' and his 'basis of knowledge.'" 118 Essentially, police had to
establish that their informants not only had a track record of credibil-
ity, but also had personally gathered solid information about the par-
ticular occasion in question. Failure to satisfy either prong proved
fatal, regardless of the strength of the other standard.

In 1983, the United States Supreme Court dramatically reinter-
preted the probable cause standard in the warrant context in Illinois
v. Gates.119 In Gates, the Supreme Court, although acknowledging
the relevance of an informant's veracity and basis of knowledge, re-
jected Aguliar/Spinelli's mandate that "these elements should be un-
derstood as entirely separate and independent requirements to be
rigidly exacted in every case.. ."120 The Gates Court instead saw
veracity and basis of knowledge as "closely intertwined issues that
may usefully illuminate the common sense, practical question

115. U.S. CONST. amend. IV.
116. 378 U.S. 108 (1964).
117. 393 U.S. 410 (1969).
118. Illinois v. Gates, 462 U.S. 213, 233 (1983).
119. 462 U.S. 213 (1983).
120. Gates, 462 U.S. at 230.
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whether there is 'probable cause' to believe that contraband or evi-
dence is located in a particular place."121 Indeed, magistrates should
approach probable cause by considering the "totality-of-the-circum-
stances," where a "deficiency" in one prong may be compensated for by
a "strong showing" in the other. 122 In articulating this new standard,
the Court took great pains to ally it with the "central teaching" of
Fourth Amendment precedent that probable cause is a "practical, non-
technical conception.' 23 Further, the Court found the probable cause
determination to be one of assessing "probabilities" about "human be-
havior."124 Thus, the process of weighing facts against the probable
cause threshold requires the common sense that comes from life expe-
rience and from simply having understandings regarding human
nature. 1

2 5

2. THE PROBABLE CAUSE REQUIREMENT OUTSIDE OF THE WARRANT

CONTEXT

The Fourth Amendment's probable cause requirement is so robust
that the United States Supreme Court has found it to exist even
outside of the warrant context. In Carroll v. United States,126 the
Supreme Court carved out the "automobile exception" to the warrant
requirement.127 In Carroll, federal prohibition agents stopped and
searched a vehicle they spotted on a rum-running route from Detroit,
a source city for illegal alcohol, and which they knew to have previ-
ously carried illegal whiskey. 128 The Court in Carroll allowed the
warrantless search, due to the fact that exigencies prevented the
agents from obtaining and executing a warrant for the car, and be-
cause agents had formed probable cause to believe the vehicle carried
contraband.129

Just this last term, members of the Supreme Court again favora-
bly cited Carroll and referred to the probable cause requirement ex-
isting outside the Warrant Clause:

The [Carroll] Court also held, however, that a warrantless
car search was unreasonable unless supported by some level
of individualized suspicion, namely probable cause. Signifi-

121. Id.
122. Id. at 233.
123. Id. at 231.
124. Id.
125. The essentially human aspect of the probable cause determination will achieve

great significance when considering the Millitech Corporation's probable cause compo-
nent of its imager.

126. 267 U.S. 132 (1925).
127. Carroll v. United States, 267 U.S. 132, 156 (1925).
128. Carroll, 267 U.S. at 134-36, 160.
129. Id. at 156, 162.
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cantly, the Court did not base its conclusion on the express
probable cause requirement contained in the Warrant
Clause, which, as just noted, the Court found inapplicable.
Rather, the Court rested its views on 'what was deemed an
unreasonable search and seizure when [the Fourth Amend-
ment] was adopted' and '[what] will conserve public interests
as well as the interests and rights of individual citizens. ' 130

IV. REMOTE FRISKING TECHNOLOGY'S UNDERMINING OF
CURRENT FOURTH AMENDMENT DOCTRINES

A. MILLIvisiON's REMOTE FRISKING PowERs DEFY THE TRADITIONAL

SUPREME COURT DEFINITIONS OF A SEARCH

The United Stes Supreme Court's current definition of a Fourth
Amendment search is ill-equipped to deal with the dangers created by
the new Millivision technology. As previously noted in Part III, the
Supreme Court in Katz established the "reasonable expectation of pri-
vacy" standard for searches triggering Fourth Amendment applica-
tion. The Court in Katz flatly rejected, as a "misleading" formulation
of the search issue, the "physical penetration on a constitutionally pro-
tected area" test previously relied upon by the Court. 131 Having
Fourth Amendment application pivot on physical intrusion caused
constitutional protection of. privacy to turn on an event that the sub-
jects of the intrusion might consider wholly irrelevant. A person who
discovers that her conversations on the phone were the focus of gov-
ernment eavesdropping would care little whether the privacy invasion
occurred via mechanical penetration or some physically nonintrusive
means. The crucial violation would be the exposure of the contents of
the speech, however recovered. Next, with the aid of Justice Harlan's
concurrence, the Supreme Court in Katz created "reasonable expecta-
tion of privacy," a formulation based upon an individual's own actions:
"What a person knowingly exposes to the public, even in his own home
or office, is not subject to Fourth Amendment protection. But what he
seeks to preserve as private, even in an area accessible to the public,
may be constitutionally protected."' 3 2 This new language emphasized
individual power and choice. One could control government intrusions
by choosing to maintain privacy, and following through with various
protective measures. In a sense, every person could strike his or her
own balance between privacy and convenience, by taking steps to en-
sure that his or her subjective expectation of privacy would be consid-

130. Acton, 115 S. Ct. at 2398 (O'Connor, J., dissenting) (emphasis omitted). Jus-
tices Stevens and Souter joined her in dissent. Id. at 2397.

131. Katz v. United States, 389 U.S. 347, 350-51 (1967).
132. Katz, 389 U.S. at 351-52; id. at 361 (Harlan, J., concurrng).
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ered reasonable. The Katz standard was refined in later decisions by
accentuating the second, "reasonable expectation" prong. In Smith v.
Maryland,133 the United States Supreme Court fleshed out both por-
tions of Katz's two-part search definiton by separately analyzing the
defendant's subjective and objective privacy expectations.13 4 Like
Katz, Smith involved surveillance of telephone activity.' 3 5 However,
the Court in Smith focused on a device that did not observe the con-
tents of a call, but only acquired the numbers dialed to make it. 13 6 As
to the subjective prong of the Katz standard, Smith doubted whether
any phone users entertained "any actual expectation of privacy in the
numbers they dial," for all users realize that they "convey" their num-
bers to a third party, the phone company.' 3 7 The Smith Court then
went on to separately consider the objective portion of Katz:

Second, even if petitioner did harbor some subjective expecta-
tion that the phone numbers he dialed would remain private,
this expectation is not "one that society is prepared to recog-
nize as 'reasonable.' This Court consistently has held that a
person has no legitimate expectation of privacy in informa-
tion he voluntarily turns over to third parties.' u38

Thus, by voluntarily conveying the numbers to the phone company,
the caller assumed the risk of exposure and therefore undermined the
reasonableness of his privacy expectations. 139

The Supreme Court reaffirmed both the two-pronged Katz stan-
dard and the relevance of conveyance to third parties in California v.
Greenwood.140 In this case, an officer rummaged through the trash
the defendant had placed on his curb for pick up in order to obtain
probable cause for a warrant application. 141 The United States
Supreme Court held that the defendants had defeated their own
Fourth Amendment claim by "expos(ing) their garbage to the pub-
lic. .... ,142 The Supreme Court found it to be "common knowledge"
that trash left on the curb is "readily accessible to animals, children,
scavengers, snoops, and other members of the public."' 43 Further,
like the telephone caller in Smith, the person placing trash on the
curb was "conveying it to a third party," here, the trash collector. 144

133. 442 U.S. 735 (1979).
134. See generally Smith v. Maryland, 442 U.S. 735 (1979).
135. Smith, 442 U.S. at 736.
136. Id. at 736 n.1.
137. Id. at 742.
138. Id. at 743-44 (citations omitted).
139. Id. at 744.
140. 486 U.S. 35 (1988).
141. California v. Greenwood, 486 U.S. 35, 37-38 (1988).
142. Greenwood, 486 U.S. at 40.
143. Id.
144. Id.
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Anyone wishing to avail themselves of the services of the tele-
phone-companies or trash collectors in the usual course of business
must therefore cede some privacy rights. Yet, the Court still enables
the individual to actively make this choice. However inconveniently, a
person could still protect the privacy of the numbers used from his
home phone by using a pay phone, while a another could forego plac-
ing certain articles in the trash on the curb. Thus, these cases still
allow an individual to preserve her own privacy, so long as she
stopped to consider what a reasonable person would believe to be pro-
tected as private in the particular situation.

Millivision severely undermines any such individual autonomy
over personal privacy. The Millitech imager does not merely amplify
what has already been exposed to public view, as do binoculars,
telescopes or even high resolution cameras used on aircraft. Millivi-
sion can detect items "under multiple layers of clothing without the
necessity of a direct physical search."' 45 Indeed, "virtually all cloth-
ing" is "high[ly] transparen[t]."1 46 Thus, in the most basic sense, peo-
ple lose control over the ability to shield their bodies from government
view. One could put on several shirts or pants, cover herself with a
parka, only to be entirely exposed to this camera. It is no answer to
assert that "the resulting display does not reveal intimate anatomical
details of the person," for the body's outer contours and the shape of
individual portions are exposed.147 Thus, the use of loose clothing or
of generously tailored suits would provide no concealment of bulges
some would rather others did not see.

Of course, Millivision is designed to detect weapons and contra-
band, items which are almost always illegal to possess. Therefore, due
to Supreme Court precedent stemming from Place, it could be argued
that persons have no reasonable expectation of privacy from searches
which detect only these items. However, Millitech's passive imager is
not as tailored as a canine sniff. Such items as "metal objects," "plas-
tics, ceramics, plastic explosives, and powdered drugs" are vulnerable
to this camera's detection. 148 Therefore, all sorts on noncontraband
items will fall within Millivision's view. Some may be things that in-
dividuals would just as soon keep a private matter, such as back
braces and colostomy bags.

The prospect of being subject to such an intrusion may drive peo-
ple indoors. Such actions would be of no avail. Millimeter wave emis-
sions, and therefore the reach of Millitech's technology, can penetrate

145. Huguenin, Oral Statement, supra note 18.
146. Huguenin, Prepared Statement, supra note 11.
147. Id.
148. Huguenin, Oral Statement, supra note 18.
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many common building materials. 14 9 Perhaps individuals would then
limit activity they wish to keep private to nighttime, when people's
actions are typically concealed in darkness. Yet, again, even this ex-
treme measure is worthless in terms of protecting against the new
technology. Millivision, capturing millimeter wavelengths, does not
rely on radiation in the visual portion of the electromagnetic spec-
trum, and therefore can be used at anytime of the day or night. Thus,
there is no place, no time that a citizen could be assured that the gov-
ernment is not surveilling him.

Perhaps this could be tolerated if the very technology itself were
sufficiently sophisticated and expensive so as to be self-limiting. After
all, satellite technology has been so refined that very detailed ground
pictures can be taken from space. But satellites are so costly, rare and
otherwise committed to various government projects, that the threat
of surveillance from such technology is arguably acceptably low.

This line of reasoning was pursued by the United States Supreme
Court in Dow Chemical v. United States.150 The Supreme Court based
its holding that the Environmental Protection Agency's use of aerial
mapping photography did not constitute a Fourth Amendment search,
in part, on the fact that the government's device was simply "a conven-
tional, albeit precise, commercial camera commonly used in map mak-
ing."15 1 The Court indicated its holding would differ depending on the
availability and sophistication of the surveillance tool employed:

Here, the EPA was not employing some unique sensory de-
vice.... It may well be... that surveillance of private prop-
erty by using highly sophisticated surveillance equipment not
generally available to the public, such as satellite technology,
might be constitutionally proscribed absent a warrant.' 5 2

Such a tool "would raise very different and far more serious
questions."

15 3

149. Huguenin, Prepared Statement, supra note 11.
150. 476 U.S. 227 (1986).
151. Dow Chemical Co. v. United States, 476 U.S. 227, 238 (1986).
152. Dow, 476 U.S. at 238. See also Kenneth Troiano, Comment, Law Enforcement

Use of High Technology: Does Closing the Door Matter Anymore?, 24 CAL. W. L. REv. 83,
89 (1988). Interestingly, the Supreme Court in Dow offered as an example of a "unique
sensory device" sufficient to trigger constitutional concern, a tool that "could penetrate
the walls of buildings and record conversations in Dow's plants, offices, or laborato-
ries.... ." Dow, 476 U.S. at 238 (emphasis added). Unfortunately, this dictum provides
little guidance for Millivision, a device which can penetrate walls, because the Court's
example focuses on enhanced hearing rather than vision. The refusal by the Court to
consider the intrusiveness of seeing objects beyond walls is particularly significant, be-
cause the case involved the EPA camera which enhanced vision. Id. at 243 (Powell, J.,
concurring).

153. Dow, 476 U.S. at 239.

376 [Vol. 30



ELECTRONIC SURVEILLANCE

However, the advent of Millitech's imager turns this analysis on
its head. The true threat facing the individual is not the rare intru-
sion by expensive and complex technologies, but constant invasion by
an ever available, low cost, and mass-produced tool. Millitech's aim to
reduce the "size, weight, and cost" of the imager, thus "optimizing the
design for a more rugged operational environment" in order to operate
as a "hand-held camera" or a model fitted onto the "lightbar of a police
car," increases the magnitude of the risk of intrusion to a daily
danger.

154

These various concerns can be countered with the argument that
the Millivision intrusions will indeed be found by the Court to be
Fourth Amendment searches' The Fourth Amendment will therefore
control the intrusions, and thus require all such invasions to satisfy
the test of reasonableness. This of course, may prove to be the case.
However, such a holding would fly in the face of the very purpose and
design of Millitech's imagers. As previously noted, these devices are to
be used by officers on the beat in order to promote safety and reduce
mutual tensions. Such goals would be unreachable if officers were
mandated to fulfill the traditional Fourth Amendment requirements
of a warrant and probable cause before each use of the imager.

Moreover, the very existence of the millimeter imager along with
its ever increasing availability and use could redefine the scope of a
Fourth Amendment search by recalibrating the reasonableness of an
expectation of privacy from this commonly used camera. If the tech-
nology matures to the level that virtually every law enforcement
agency possesses it, then the reasonableness of expecting to be free
from the imager's observations may be undermined. Further, if the
technology becomes so prevalent that it invades the private sector,
this alone could redefine the reasonableness of privacy expectations
without any government participation in the use of the imager. In-
deed, the full-scale use of such a device could cause the Katz standard
to completely collapse.

With the potential erosion of Katz, what test would take its place?
Dr. G. Richard Huguenin of Millitech Corporation himself may have
foretold the new Fourth Amendment standard in his prepared state-
ment before the House's Crime and Criminal Justice Subcommittee.
Dr. Huguenin testified that Millivision was a "purely passive imaging
technique [relying] solely on the existing natural emissions from the
scene objects, [and therefore it did] not expose the person to radiation,
and [was] therefore completely harmless to the person being ob-
served .... ,,155 To only "passively" detect is to not physically intrude.

154. Huguenin, Prepared Statement, supra note 11.
155. Id.
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Therefore, the future Fourth Amendment test for a "search" may thus
be a return to the "physical penetration" definition so flatly rejected in
Katz.156 The United States Supreme Court has indeed resurrected
references to this standard. In Dow, the Supreme Court found it rele-
vant that the EPA's observations of Dow's manufacturing facility were
made "without physical entry. 1 57 The Court emphasized that "any
actual physical entry by EPA into any enclosed area would raise sig-
nificantly different questions... ," a statement constituting a flat repu-
diation of Katz. 158

Nor was Dow an aberration. On the same day the United States
Supreme Court made its ruling in Dow, it also sounded the retreat
from Katz in California v. Ciraolo.15 9 Ciraolo involved a naked eye
observation by an officer flying in a plane at 1,000 feet over the de-
fendant's curtilage. 160 Refusing to find this activity to be a search, the
Supreme Court held that the defendant's privacy expectation in his
backyard was not one "that society is prepared to honor.' 61 This deci-
sion was reached in spite of the fact that the marijuana observed was
within the curtilage of the defendant's home, an area the Supreme
Court has typically vested with Fourth Amendment protection. 162

The Court based its conclusion on a rationale that would have been
familiar to the Justices of the Olmstead, Goldman, and Silverman
Courts: that "the home and its curtilage are not necessarily protected
from inspection that involves no physical invasion."'63 Two years
later, the United States Supreme Court reaffirmed this "no physical
invasion" approach in Florida v. Riley,164 a case involving an over-
flight observation from a helicopter at 400 feet.' 65

Perhaps the best guidance for calculating Millivision's potential
invasion upon Fourth Amendment .privacy comes from United States
v. Karo.166 As previously noted, Karo involved the monitoring of a
beeper installed in a can of ether, even as it entered a private resi-

156. See Katz, 389 U.S. at 352-53 (stating that what is a search "cannot turn upon
the presence or absence of a physical intrusion into given enclosure.").

157. Dow, 476 U.S. at 237.
158. Id. Justice Powell characterized the Court's observation that EPA's aerial pho-

tography included no physical trespass as "irrelevant." Id. at 247 (Powell, J.,
concurring).

159. 476 U.S. 207 (1986).
160. California v. Ciraolo, 476 U.S. 207, 210 (1986).
161. Ciraolo, 476 U.S. at 214.
162. See Oliver v. United States, 466 U.S. 170, 178 (1984).
163. Florida v. Riley, 488 U.S. 445, 449 (1989) (emphasis added) (discussing its ra-

tionale in Ciraolo).
164. 488 U.S. 445 (1989).
165. Riley, 488 U.S. 445, 451-52 (1989).
166. 468 U.S. 705 (1984).
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dence. 167 The Supreme Court found the Government's surreptitious
employment of "an electronic device to obtain information that it could
not have obtained by observation from outside the curtilage of the
house" to be a search requiring a warrant. 168 Thus, one may attempt
to analogize the decision in Karo to Millitech's imager, by arguing that
observations of millimeter waves generated from inside of a home
would similarly trigger application of the Fourth Amendment.

Yet, this leap, however logical, might not be justified by the
United States Supreme Court's precedent. The Supreme Court
handed down Karo, a 1984 case, prior to Dow and its progeny. Thus,
any inferences regarding Fourth Amendment application that can be
drawn from Karo must be filtered through this later case law. Dow,
Ciraolo, and Riley all distinguished between observations involving
physical intrusion and those, which did not. Arguably, Karo, a case
finding a Fourth Amendment search, had a kind of physical invasion,
the actual entry of the beeper into the defendant's home. On the other
hand, Dow, as well as the other more recent cases, involve surveil-
lance arguably more similar to Millivision's mere "passive" collection
of "waves." Thus, Karo, with its emphasis on the importance of pri-
vacy within the home, provides little protection from Millivision's out-
door observations. 169

The confusion generated by the Supreme Court's inconsistent pre-
cedent is illustrated by lower courts' handling of similar technology,
infrared imaging. Law enforcement agencies now possess equipment
able to detect the heat emanating from inside of a building. Although
somewhat less precise, the infrared imager shares several of Millivi-
sion's capabilities, because each device is able to make certain obser-
vations regarding a home's interior. 170 Therefore, the infrared
technology case law is especially relevant, because perhaps no other
sensor is as similar to Millivision as the infrared imager.

Infrared imager cases present a disturbing picture of the devalua-
tion of privacy interests along with the distortion of Supreme Court

167. United States v. Karo, 468 U.S. 705, 708-09 (1984).
168. Karo, 468 U.S. at 715.
169. The Court in Karo stated: "At the risk of belaboring the obvious, private resi-

dences are places in which the individual normally expects privacy free of governmental
intrusion not authorized by a warrant, and that expectation is plainly one that society is
prepared to recognize as justifiable." Karo, 468 U.S. at 714.

170. See State v. Young, 867 P.2d 593 (Wash. 1994) (describing the power of the
infrared imager). The Court in Young stated:

The device can detect a human form through an open window when the
person is leaning against a curtain, and pressing the curtain between the win-
dow screen and his or her body. The device can also detect the warmth gener-
ated by a person leaning against a relatively thin barrier such as a plywood
door.

Young, 867 P.2d at 595.
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precedent. United States v. Penny-Feeney17 1 involved the use of a "for-
ward looking infrared device ('FLIR'), an instrument which detects
heat sources."172 Like the Millivision imager, FLIR is a "passive,
nonintrusive" detector which sends no "beams or rays" at the subject
of observation. 173 The officer in Penny-Feeney directed the FLIR at
the defendant's residence in the pre-dawn hours. 174 Although the
home appeared unremarkable to the naked eye, the FLIR showed the
"walls and areas of the garage" as "bright white indicating that heat
was escaping from the structure." 175

Thus, like Millitech's camera, the infrared detector created a vis-
ual image based on passively received wavelengths naturally emitted
from a source. Law enforcement agents in Penny-Feeney then made
an inference from the FLIR picture that the source of heat shown was
consistent with the artificial lighting used to grow marijuana in-
doors. 1 76 This information provided the basis for the probable cause
needed to obtain a warrant for Penny-Feeney's home. 177

At the outset of its FLIR discussion, the court in Penny-Feeney
minimized the privacy intrusion caused by infrared imaging, stressing
that "the instrument's sole function is to detect differences in surface
temperatures of objects." 175 Thus, the FLIR in this case "did no more
than gauge and reflect the amount of heat that emanated" from a pri-
vate residence. 179 This bit of sophistry completely misconstrues the
nature of the privacy interest invaded by FLIR. The information gath-
ered by the collection of infrared radiation is not limited to the outer
surfaces of the subject's home. If it were, the use of the FLIR would
constitute wasted effort, providing officers only with information re-
garding the home's exterior and contributing nothing to probable

171. 773 F. Supp. 220 (D. Haw. 1991), aftd on other grounds, 984 F.2d 1053 (9th Cir.
1993). This decision has been cited favorably by other courts. See State v. McKee, 510
N.W.2d 807,809 (Wis. Ct. App. 1993); State v. Cramer, 851 P.2d 147, 150 (Ariz. Ct. App.
1992).

172. United States v. Penny-Feeney, 773 F. Supp. 220, 223 (D. Haw. 1991), affd on
other grounds, 984 F.2d 1053 (9th Cir. 1993). The Ninth Circuit explicitly declined to
address the issue of whether the use of FLIR on Feeney's home violated the Fourth
Amendment, for it upheld the lower court's decision on other grounds. See United
States v. Feeney, 984 F.2d 1053, 1056 (9th Cir. 1993) (holding that the warrant was
based on sufficient information to support probable cause independent of the FLIR
observation).

173. Penny-Feeney, 773 F. Supp. at 223.
174. Id.
175. Id. at 223-24.
176. Id. at 224.
177. Id.
178. Id. at 223. The Court repeated this characterization in the body of its Fourth

Amendment analysis: "[T]he FLIR's function is limited to detecting differences in tem-
perature on the surface of an object being observed." Id. at 225.

179. Penny-Feeney, 773 F. Supp. at 225.
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cause. Instead, the FLIR actually gives law enforcement information
about the interior of a person's home. The images seen on the detector
are so intense that the most logical explanation of their existence is a
powerful heat source residing within the home, an inference consis-
tent with the illegal cultivation of marijuana. The only case thus far
to flatly reject Penny-Feeney's Fourth Amendment analysis is State v.
Young, °80 in which the Washington Supreme Court recognized that
"[tlhe only value of the so-called heat waste is what it discloses about
the interior of the home. The infrared device produces an image of the
interior of the home that otherwise is protected by the home's
walls."181

Perhaps the vehemence of the district court's language in Penny-
Feeney can be explained by the fact that the defendants "deliberately
vented" the heat out of their home by use of exhaust fans and other
electrical means, therefore giving up any "dominion" over it.' 8 2 The
court likened the affirmative act of disposal to the placing of trash on
the public curb in California v. Greenwood.183 However, even the ab-
sence of such deliberate disposal has not prevented judges from follow-
ing Penny-Feeney's rationale. In State v. McKee,' 8 4 the defendant
taped insulation over his windows to prevent the escape of heat.'85

This act of dominion over the heat in the home did not deter the Wis-
consin Court of Appeals from flatly disagreeing with the defendant's
assertion that "the thermal imaging device measured activity within
the home - within the sphere of privacy."186

Thus, lower courts have adopted rationales that dramatically di-
minish the privacy expectations persons possess within their own
homes. To preserve privacy against infrared detectors, the Washing-
ton Supreme Court in Young surmised that one would have to "turn
off all heat sources in the home, even in sub-zero temperatures."1 87 Of
course, even these drastic measures would not guarantee individual
privacy from government intrusion, for the human body itself is a heat
source. Thus, the majority of judicial ink spilled on invasions analo-
gous to Millitech's camera has created woefully inadequate preservers
of individual rights.

Furthermore, the lower court cases failed to find adequate gui-
dance from current United States Supreme Court precedent. Both in

180. 867 P.2d 593 (Wash. 1994).
181. Washington v. Young, 867 P.2d 593, 603 (Wash. 1994).
182. Penny-Feeney, 773 F. Supp. at 225, 227.
183. Id. at 226.
184. 510 N.W.2d 807 (Wis. Ct. App. 1993).
185. State v. McKee, 510 N.W.2d 807, 809 (Wis. Ct. App. 1993).
186. McKee, 510 N.W.2d at 809.
187. Young, 867 P.2d at 603.
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Penny-Feeney and McKee, the courts found their facts to be analogous
to Greenwood.188 As previously indicated, the Supreme Court in
Greenwood held that a person had no reasonable expectation of pri-
vacy in the trash he placed on the curb for collection. 189 However, the
affirmative act of discarding one's trash by purposely taking it outside
of one's home is simply not comparable to turning on a lamp or even
simply passively respiring inside one's own home. 190 When a person
places trash outside, she indeed assumes a certain risk by exposing it
to "animals, children, scavengers, snoops, and other members of the
public."' 91 In contrast, it is highly doubtful that, when a person
stands next to a curtained window or plywood wall, that she expects a
neighborhood child or dog to direct an infrared imager at her person.
Indeed, the very existence of infrared technology may not be open to
the kind of "common knowledge" the United States Supreme Court
considered most people to possess about the fate of their trash on the
curb. People, minding their own business inside their own home, can-
not be said to be "assuming" the kind of "risk" of exposure envisioned
by the Court in Greenwood.

The lower courts' citations of other United States Supreme Court
precedent were equally unconvincing. Several courts relied on Place
when deciding that infrared sensing fell outside of the Fourth Amend-
ment's definition of a search.1 92 However, the Supreme Court itself
found the canine sniff to be so narrowly tailored as to be sui generis.
Thus, drug-detecting dogs can be of little guidance to the infrared
imager cases. Additionally, the Ninth Circuit in Penny-Feeney exten-
sively cited California v. Ciraolo193 and Florida v. Riley 194 for sup-
port. Yet both of these Supreme Court cases involved mere naked eye
observations, far less intrusive than Penny-Feeney's infrared detec-
tions. Finally, the lower courts which held infrared observations of
home interiors to not constitute searches also relied on United States
v. Knotts, 195 a case where the "beeper" tracking device was turned off

188. See Penny-Feeney, 773 F. Supp. at 226; McKee, 510 N.W.2d at 810.
189. Greenwood, 486 U.S. at 41.
190. The court in Young noted,

[Ilt is difficult to say one voluntarily vents heat waste in the same way that
one disposes of garbage. Heat, unlike garbage, automatically leaves a person's
home without any deliberate participation by the homeowner. Even if some
heat is vented to the outside, as in Penny-Feeney, the device detects all heat
leaving the home, not just the heat directed out through the vent.

Young, 867 P.2d at 602-03.
191. Greenwood, 486 U.S. at 40.
192. See Penny-Feeney, 773 F. Supp. at 226; McKee, 510 N.W.2d at 809, 810;

Cramer, 851 P.2d at 150.
193. 476 U.S. 207 (1986).
194. 488 U.S. 445 (1989).
195. 460 U.S. 276 (1983).
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by agents when the can containing it entered the home.196 Curiously,
these same cases failed to mention Karo, the related and much more
relevant case where the Supreme Court determined a person to have a
reasonable expectation of privacy against government monitoring of a
beeper while active inside the home.1 97 Further, an infrared image,
which localizes suspected items in a particular area of a residence, is
even more intrusive than the beeper the Court found violative of the
Fourth Amendiment in Karo.198 The lower courts' oversight is all the
more peculiar when it is realized that Karo is the Supreme Court's
most recent holding on the use of sensory enhancing surveillance in-
side a private home.1 99

Thus, whether through oversimplification of the Supreme Court's
rationales or selective citation of its precedent, the lower courts have
demonstrated an inability to properly apply even the basic principles
of Fourth Amendment privacy. 'The decision making seems to rest on
the choice of metaphor. If infrared detection is likened to trash on the
curb or a dog's sniff, it will not constitute a search. However, if it is
seen to resemble a beeper within a home, the Fourth Amendment may
indeed apply.

The analytical problems of infrared technology will likely visit
millimeter imaging as well. Indeed, both Millivision and FLIR involve
passive collection of wavelengths along a portion of the electromag-
netic spectrum. Thus, infrared and millimeter imagers, making obser-
vations of the same kind, will be affected by the same legal reasoning.
The difference is really one of degree. Millitech's technology is more
precise, being able to not only isolate the locations of objects, but their
shape, and, with humans, their posture and movements. Further,
Millitech's aim is to create rugged hand-held models of their imagers,
which can be used anytime and anywhere. Thus, due to the similarity
of the physics of collection between these technologies, courts may be
lulled into relying on infrared cases as a springboard for Millivision
litigation. Any such unreasoned adoption of infrared case law could
unwisely limit privacy rights, for Millivision's abilities dwarf those of
FLIR.

196. United States v. Knotts, 460 U.S. 276, 278-79 (1983).
197. Karo, 468 U.S. at 714. See generally United States v. Penny-Feeney, 773 F.

Supp. 220 (D. Haw.), affd on other grounds, 984 F.2d 1053 (9th Cir. 1993).
198. Young, 867 P.2d at 602.
199. See id. at 601.
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B. REMOTE SENSING THREATENS TO DIMINISH THE VIABILITY OF THE

WARRANT CLAUSE AS A GENUINE LIMITATION ON

GOVERNMENT INTRUSIONS

1. Millivision Creates Unconstrained Investigatory Frisks

In considering the daily encounters between police and citizenry,
the United States Supreme Court in Terry v. Ohio2° ° was mindful of
the limits on its own power to control these situations. 20 1 The
Supreme Court primarily enforces the Fourth Amendment's require-
ments through the exclusionary rule, which deters police illegality by
removing its fruits from the prosecution's case. However, this threat
of exclusion, usually quite potent, offers feeble protection against cer-
tain official misconduct. The Court in Terry stated:

Regardless of how effective the rule may be where ob-
taining convictions is an important objective of the police, it is
powerless to deter invasions of constitutionally guaranteed
rights where the police either have no interest in prosecuting
or are willing to forgo successful prosecution in the interest of
serving some other goal. 20 2

The Court in Terry went on to characterize field stops, being "in-
credibly rich in diversity," as just the kind of conduct "initiated by the
police for a wide variety of purposes, some of which are wholly unre-
lated to a desire to prosecute for crime."203 Among the goals of police-
citizen encounters is the aim to bring the meeting to a peaceful conclu-
sion. Terry therefore recognized an officer's right, in certain circum-
stances, to preserve his or her safety by ensuring that the suspect is
unarmed.20 4 To hold otherwise would have forced police to take "un-
necessary risks in the performance of their duties."20 5

Over the next quarter of a century, the concept of government offi-
cials acting on goals extending beyond criminal prosecution evolved
into the doctrine of "special needs." This approach was used by the
United States Supreme Court in New Jersey v. T.L.O. 20 6 to enable
school teachers to search student's purses with neither a warrant nor
probable cause.207 The school officials' need to "maintain order in the
schools" allowed the intrusion to be judged simply on a general "rea-

200. 392 U.S. 1 (1968).
201. Terry v. Ohio, 392 U.S. 1, 12 (1968).
202. Terry, 392 U.S. at 14.
203. Id. at 13.
204. Id. at 23. Specifically, Terry noted the officer's more immediate interest in:

"[Tiaking steps to assure himself that the person with whom he is dealing is not armed
with a weapon that could unexpectedly and fatally be used against him." Id.

205. Terry, 392 U.S. at 23.
206. 469 U.S. 325 (1985).
207. New Jersey v. T.L.O., 469 U.S. 325, 340-41 (1985).
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sonableness" standard.20 8 Special needs were even further extended
in Skinner v. Railway Labor Executives' Association,20 9 wherein the
United States Supreme Court dispensed with the requirement for any
level of suspicion for an intrusion on railroad employees. 210 The gov-
ernment's special needs were seen as so important in Skinner that all
of the traditional Fourth Amendment safeguards were suspended,
even for such intrusive searches as the testing of body fluids and the
observation of excretory functions.211 Further, suspicionless searches
and seizures have been upheld in a variety of contexts, including drug
testing of federal customs officers involved in drug interdiction or who
carry firearms, 212 and for automobile checkpoints aimed at detecting
illegal immigrants 213 and impaired drivers. 214

In 1995, the United States Supreme Court, in Vernonia School
District 47J v. Acton,215 upheld as reasonable even random drug
urinalysis of grade school athletes. 216 More ominous than the
Supreme Court's ruling in Acton ruling was its rationale. The Court
determined that when there was no "clear practice" at the time of the
framers of the constitution, either of approval or condemnation of the
intrusion at issue, that the reasonableness of the search must be mea-
sured by balancing the interests of government against those of the
individual.217 In investigations for evidence of criminality, the bal-
ance is struck by adhering to the traditional Fourth Amendment re-
quirements of a warrant supported by probable cause. However, these
specific mandates are not required for situations involving "special
needs beyond the normal need for law enforcement." 218

The Court in Acton then balanced the various interests involved
in the special needs context of school football. 219 The Court decided
that the school's "custodial and tutelary" power over schoolchildren
(verging on acting as "in loco parentis") lessened students' privacy in-
terests. 220 Any privacy expectations were further diminished by stu-

208. T.L.O., 469 U.S. at 341.
209. 489 U.S. 602 (1989).
210. Skinner v. Railway Labor Executives' Ass'n, 489 U.S. 602, 633 (1989).
211. Skinner, 489 U.S. at 633.
212. National Treasury Employees-Union v. Von Raab, 489 U.S. 656, 679 (1989).
213. United States v. Martinez-Fuerte, 428 U.S. 543, 567 (1976).
214. Michigan Dep't of State Police v. Sitz, 496 U.S. 444, 447 (1990).
215. 115 S. Ct. 2386 (1995).
216. Vernonia School Dist. 47J v. Acton, 115 S. Ct. 2386, 2396-97 (1995). See Acton

v. Vernonia School Dist. 47J, 796 F. Supp. 1354, 1359 (D. Or. 1992) (noting that the
testing at issue was of a seventh grader at Washington Grade School), rev'd, 23 F.3d
1514 (9th Cir. 1994), vacated 115 S. Ct. 2386 (1995).

217. Acton, 115 S. Ct. at 2390.
218. Id. at 2391.
219. Id.
220. Id. at 2392.
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dents volunteering to "go out for the team," and thus choosing to
expose themselves to the locker room's atmosphere of communal un-
dress.221 The Court concluded that the schoolchildren's privacy inter-
ests invaded by the urinalysis were "negligible."222 In contrast, the
government's interest in performing the random urinalysis was noth-
ing less than "[d]eterring drug use by our Nation's schoolchildren,"
therefore outweighing the privacy rights of the students.223

The special, needs precedent could have disturbing implications
for Millivision litigation. Police use of Millivision could be character-
ized not as an investigation of evidence for potential criminal prosecu-
tions, but more immediately as simply a convenient and unobtrusive
way of preserving officer safety. Indeed, one of the new technology's
listed benefits is the ability it provides officers to examine suspicious
persons "for the presence of concealed weapons" before exiting the pro-
tection of a police vehicle. 224 Further, Millitech envisions its product
being used to avoid even mundane yet dangerous hazards, such as be-
ing pricked by contaminated hypodermic needles.225 Certainly, the
purpose of the detection of such items before a lawful pat down is to
promote the health of an officer rather than that of her case. More-
over, the goal behind the millimeter imager extends beyond mere of-
ficer safety to community relations. This non-criminal-investigation
goal is to be advanced by Millivision's ability to detect dangerous
items without causing the "heighten[ed] tensions" created by physical
contact.226 Such an interest may be given all the more weight due to
the current emphasis on community policing.

Weighed against these special needs, the individual interests
could be characterized as quite minimal. The "intimate anatomical
details" of the citizen are purportedly not revealed; the millimeter
camera instead presents only the outer shape of an individual's
body.22 7 Further, since the imager merely passively collects millime-
ter waves from the person, an individual's body is not exposed to
"man-made" radiation.228 Certainly, when balanced against the
state's interests in preserving officer safety and peace between police
and citizenry, Millitech's intrusion could be viewed as insignificant.
Especially when juxtaposed with the "negligible" invasion accompany-

221. Id. at 2392-93.
222. Id. at 2393.
223. Id. at 2395.
224. Huguenin, Prepared Statement, supra note 11.
225. Id.
226. Id.
227. Huguenin, Oral Statement, supra note 18.
228. Huguenin, Prepared Statement, supra note 11.
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ing a student voiding into a cup in front of a faculty member, the in-
trusion of Millivision's imaging seems trivial indeed.

Special needs' malleability thus exposes yet another hole in the
United States Supreme Court's Fourth Amendment jurisprudence.
By applying the "special needs" label to Millivision observation, the
fundamental safeguards of the Fourth Amendment could be neatly
avoided. Moreover, even without the special needs label, Millivision
could circumvent the warrant and probable cause mandates. The
Supreme Court in Terry spoke of the impropriety of forcing officers to
take "unnecessary risks" on our Nation's streets by noting that "Amer-
ican criminals have a long tradition of armed violence, and every year
in this country many law enforcement officers are killed in the line of
duty, and thousands more are Wounded." 229 Balanced against this
danger in Terry was the "annoying, frightening, and perhaps humili-
ating experience" of a physical frisk for weapons. 230 Now, with the
new technology offered by Millitech, not using a tool which can quickly
and easily identify concealed weapons may be perceived as an "unnec-
essary risk." Thus, the ever-present need to search individuals for
weapons may create a free-floating permanent "exigency" exception to
the warrant requirement.

Millivision may therefore exploit a gap between officer safety and
special needs precedent and the holdings of Terry and its progeny.
The Court in Terry limited the justification for any frisk to only those
reasonably suspected of being "armed and presently dangerous."231

Additionally, the scope of any frisk was explicitly restricted to a pat
down of the outer clothing.23 2 Finally, the object of the search was
also limited: "Nothing in Terry can be understood to allow a genera-
lized 'cursory search for weapons' or, indeed, any search whatever for
anything but weapons."233 Yet, curiously, Millivision's invasion
through multiple layers of clothing to the skin of an individual which
could detect many items beyond weapons may be characterized as less
intrusive than some suspicionless intrusions already allowed by the
United States Supreme Court.

2. Millivision May Signal the Practical Destruction of the
Prohibition Against General Warrants

The Framers' principal aim was to destroy government's power to
commit general searches, whether by general warrant or by any other

229. Terry, 392 U.S. at 23.
230. Id. at 24-25.
231. Id. at 24.
232. Id. at 29.
233. Ybarra, 444 U.S. at 93-94 (citations omitted).
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broad authority.234 The primary evil of a general warrant or writ of
assistance was that it provided the searcher at the scene with "virtu-
ally unrestrained" authority to intrude on individual privacy.235 The
officer executing the search, the official facing the most temptation to
expand the scope of intrusion, was the person given discretion to de-
cide what would and would not be searched. Millivision, which cre-
ates the ability to remotely screen persons "with as much discretion as
the situation requires," is the technological equivalent of a general
warrant. 236 The "discretion" which Millitech speaks of is not exer-
cised by a neutral and detached magistrate away from the search
scene. Rather, the judgment is being made by an official immersed in
the competitive enterprise of crime detection, and who is making the
decision to search while having the imager in her hand.237 Thus, the
very concept of providing the officer "the opportunity for rapid and re-
mote detection" is the very antithesis to prior judicial
authorization.238

However, the Millivision imager creates official power even
greater than that given to the holder of a general warrant. Unlike the
execution of the general warrant during colonial times, Millitech's
searches could be performed without even advising the subject of the
intrusion. The millimeter imager passively and remotely collects
waves. Thus, the individual surveyed will not feel and may not see
the camera being trained on her. The Supreme Court has found the
lack of notice of surveillance to be contrary to Fourth Amendment rea-
sonableness. 239 However, this determination was made in Berger in
the context of electronic eavesdropping of conversations, a sensory en-
hancement which has received quite different treatment by the Court.
The Court in Berger created a series of detailed restrictions upon court
ordered augmentation of hearing. 240 However, the Court in visual
surveillance cases has a history of failing to even find Fourth Amend-
ment application to the relevant search.241 The result of widespread

234. Acton, 115 S. Ct. at 2399 (O'Connor, J., dissenting).
235. Id. at 2398 (O'Connor, J., dissenting).
236. Huguenin, Prepared Statement, supra note 11.
237. Johnson v. United States, 333 U.S. 10, 14 (1948).
238. Huguenin, Prepared Statement, supra note 11.
239. Berger, 388 U.S. at 59-60.
240. The Berger Court mandated that eavesdropping orders: 1) be supported by

probable cause to believe that a particular offense has been or is being perpetrated,
Berger, 388 U.S. at 58, 2) particularize which crimes are being investigated and which
conversations are to be seized, Id. at 56, 3) provide a separate showing of probable
cause for extensions, Id. at 59, 4) a termination date, Id. at 59-60, 5) notice of surveil-
lance to subjects of search, Id. at 60, and 6) a warrant return, Id. at 60.

241. See Dow Chemical Co. v. United States, 476 U.S. 227, 239 (1986) (in which the
Court found photographs from a precision aerial mapping camera to not constitute a
search); California v. Ciraolo, 476 U.S. 207, 215 (1986) (wherein the Court determined
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use of Millivision, with the dearth of Supreme Court precedent re-
stricting visual surveillance, will be an ever-present unease that the
State might be intruding on one's privacy at virtually anytime and
anyplace.

C. MILLIVISION MAY RESTRICT AND CALCIFY THE PROBABLE CAUSE

STANDARD

As previously noted, Millitech Corporation is sensitive to the pri-
vacy concerns generated by its camera. It therefore has planned to
ultimately design its millimeter wavelength scanners with a device
that will only display an image of a body to a human operator if "a
suspicious object is detected by the internal image processing algo-
rithms, giving 'probable cause' for the operator to ascertain the poten-
tial threat from the detected object."24 2 Thus, Millitech Corporation
will have its imager consider a fixed set of factors, such as the shape
and location of the object, to determine "probable cause." The camera,
without human involvement, will essentially reduce probable cause to
a mathematical problem.

This approach, however well intentioned, tends to distort the
meaning of probable cause. Indeed, the probable-cause-as-algorithm
approach would force probable cause to retreat from the "practical,
nontechnical" 243 analysis of Gates back to rigid confines akin to the
AguilarlSpinelli test. The Supreme Court's analysis in Gates, requir-
ing as it does that officers and judges apply the common sense of their
experience and expertise, views probable cause as a "fluid concept -

turning on the assessment of probabilities in particular factual con-
texts - not readily, or even usefully, reduced to a neat set of legal
rules."24 4 The Court in Gates further opined, "Rigid legal rules are ill-
suited to an area of such diversity."2 45 The Court asserted, "Finely
tuned standards such as proof beyond a reasonable doubt or by pre-
ponderance of the evidence, useful in formal trials, have no place in
the magistrates decision." 24 6 If Gates' totality of the circumstances
analysis rejected other legal burdens of proof as too technical for prob-
able cause, certainly an algorithm could not be considered "fluid" and
"practical." The Court continued that "an effort to fix some general,

naked eye observation aided by aerial overflight to not constitute a search); Florida v.
Riley, 488 U.S. 445, 452 (1989) (wherein the Court found naked eye observation aided
by helicopter overflight to not constitute a search).

242. Huguenin, Prepared Statement, supra note 11.
243. Illinois v. Gates, 462 U.S. 213, 231 (1983) (quotations omitted) (citations

omitted).
244. Gates, 462 U.S. at 232.
245. Id.
246. Id. at 235.
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numerically precise degree of certainty corresponding to 'probable
cause' may not be helpful.. .-247 Thus, programming a machine to
weigh a finite group of variables rather than consider the "totality of
circumstances" that vary with each individual situation, and deter-'
mining probable cause without drawing upon common sense derived
by human experience, flies in the face of both the language and spirit
of Supreme Court precedent.

Police, however, rely daily on mechanical detection of criminality
in forming probable cause: a store tag's alarm may alert an officer to a'
shoplifter, a blood alcohol reading on an intoxilizer may support an
arrest for driving under the influence, a specially trained dog may suf-
ficiently signal the presence of narcotics for detention of an airport
traveler's luggage. Yet, each of these law enforcement tools has the
narrowest of focus: the crossing of a tag passed a tag detector, the
existence of alcohol in the blood, the smell of a narcotic. In contrast, in
order to light up the Millitech camera for the operator, the machine
itself is to weigh a variety of factors, much as an officer or magistrate.
Such circumstances may include: an item's size, its shape, its relation
to other objects, and its location on the person. The weighing and as-
sessing of the strength and relevance of several facts, their interaction
with other variables, and the consideration of the entire mix in a par-
ticular context, is a discretionary function, requiring a special level of
judgment reserved for humans who can see the big picture.

Even more importantly, the probable cause determination for the
Millitech imager opens the door to a Fourth Amendment search, a full
blown intrusion not necessarily visited upon the shopper, the driver,
or the traveler. The shopper is first stopped and offered an opportu-
nity for explanation or for self return of property before experiencing a
search. The driver typically has, as part of obtaining the privilege to
drive, impliedly consented to the search upon receipt of the drivers
license. Further, many drivers are given an opportunity to flatly re-
fuse to provide any samples. Finally, the traveler and her luggage are
subjected to an observation seen as so narrowly tailored that it has
been deemed by the Court to be sui generis. The dog identifies nothing
but contraband, a thing the very possession of which is illegal. The
canine sniff is so restricted that the Court has held it does not even
constitute a Fourth Amendment "search." In contrast, the "probable
cause" green light of Millivision allows officers to view the contours of
a person's body and to observe items under a person's clothing as va-
ried as metallic and non-metallic solids, liquids, and dry powders. All
without a single question directed at an individual, without opportu-
nity to explain, and without prior "implied consent."

247. Id. at 235.
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IV. CONCLUSION

Policing is the most difficult of professions. During virtually any
minute of a patrol shift, an officer faces dangers ranging from the
mundane to the extreme. The most routine pat down frisk may harbor
the threat of contamination from a syringe. A simple traffic stop may
suddenly escalate into an armed and even fatal conflict. The risk of
violence has increased with the rise of juvenile crime, racial tensions,
and urban terrorism. Yet, police are expected to curb their own fears
and meet these challenges with judgment, restraint, and courtesy.

Many officers have probably fantasized about the invention of
some new tool that would allow them to effectively carry out their du-
ties in complete safety. Perhaps some kind of shield or weapons detec-
tor would enable officers to immediately respond to a crime in progress
or a citizen in need without wasting time considering their own wel-
fare. Such a device would not only aid officers in apprehending
criminals, but also allow them more access to the people they serve,
thus helping in forming positive relationships and preventing crime.

Millivision may be offered as just such a magic tool. By allowing
officers to scan individuals for weapons and dangerous items, police
will be able to immediately and accurately calculate the dangers posed
by any individual. Further, Millitech's camera gives police the ability
to check for weapons at a distance, both allowing police to gain valua-
ble information before committing themselves to a dangerous encoun-
ter and sparing individuals the embarrassment of a hands-on pat
down. Finally, Millivision may detect the locations and postures of
persons indoors. Law enforcement may therefore use this imager to
determine the positions of victims and offenders in hostage crises, and
thus save lives.

However, in the closed universe of Fourth Amendment law, every
new government intrusion comes with a cost. Millivision is certainly
no exception. Precisely because of its unique combination of capabili-
ties: its power to penetrate both clothing and common building mater-
ials, its ruggedness, mobility, lack of expense, and its abilityto survey
individuals without their knowledge; Millivision raises the most fun-
damental of Fourth Amendment concerns.

The most basic of Fourth Amendment issues is coverage. If the
Amendment speaks only of searches and seizures, then what actions
constitute these government activities? Over several decades, the
Supreme Court has struggled to define the nature of a search. Ini-
tially, the Court reasoned that the government conducted a searth
only when it physically trespassed on an individual's constitutionally
protected area. The recent Court has since rejected this formulation
as rigidly artificial, replacing it with the now familiar "reasonable ex-
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pectation of privacy" definition. Yet, in cases involving overflights by
government officials, the Court has begun to slip back into the tres-
pass doctrine. Millivision is so powerful, however, that it locates gap-
ing flaws in either of the Court's search definitions. Millitech's
camera, which merely passively collects wave radiation, can collect all
sorts of private details without the necessity of a physical intrusion.
Moreover, Millitech's vision of a detector mounted on every patrol car
and placed in every officer's hand, erodes society's sense of what is
reasonably private. Thus, neither of the Court's definitions of a
Fourth Amendment search protects against Millivision's surveillance.

Similarly, Millivision reveals a cavernous crevice in the Court's
warrant preference jurisprudence. By creating a special needs excep-
tion which circumvents the warrant requirement whenever the gov-
ernment can establish some purpose beyond criminal investigation,
the Court has carved a potentially enormous hole into the very text of
the Constitution. Now, the State could argue the existence of a need
for weapons detection that transcends the goal of merely appre-
hending criminals: officer safety and reduction of community tensions.
These ever-present needs would allow officers driving in cruisers or
walking on the beat to decide, without prior judicial approval, when to
intrude under a person's clothes or into her home.

Finally, Millivision will potentially affect yet another textual
mandate of the Fourth Amendment. This imager may force a re-cali-
bration of the very standard of probable cause itself. What the Court
has so far painstakingly preserved as an exercise of the common sense
of human experience is now being reduced to the mathematical preci-
sion of an algorithm. Here, the determination of whether all the cir-
cumstances add up to support an intrusion will be calculated by the
camera rather than a magistrate.

Thus, Millivision's power is so intense and unique that it is able to
penetrate Supreme Court rationales much as it does the clothing on a
person's body. Like the individual walking down the street or the citi-
zen in her own home, the Court might find areas it has long felt be-
yond question now being intrusively probed.
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