
THE GRAMM-LEACH-BLILEY ACT: FIVE
YEARS AFTER IMPLEMENTATION,

DOES THE EMPEROR
WEAR CLOTHES?

KATHLEEN A. HARDEEt

INTRODUCTION

Five years ago, the Gramm-Leach-Bliley Act was fervently de-
bated and unveiled to the public with more pomp and circumstance
than most legislation in recent years. The Act was initially touted to
be both an economic boon to financial institutions and a revolutionary
step in the protection of consumer privacy in this generation of com-
puters and technical data sharing. Now, five years after its imple-
mentation,1 a review of the performance of the Gramm-Leach-Bliley
Act is warranted to evaluate performance to date and expectations for
the future.

I. PURPOSE AND CREATION

What was ultimately sold to the public as an effort by Congress to
protect consumers' personal and confidential financial information,
the Gramm-Leach-Bliley Act (the "GLBA" or the "Act") initially did
not include or even consider the issue of privacy. 2 The business pur-
pose of the GLBA, also known as the Financial Services Moderniza-
tion Act of 1999, was "to enhance competition in the financial services
industry" by allowing financial services industries to affiliate with one
another and to allow those affiliated institutions to share confidential
customer data.3 Congress believed that this affiliating and sharing of
information would allow financial institutions to better compete both
against one another and also throughout the world. This competition
would in turn benefit consumers both by increasing the availability of
financial products and services and also by favorably impacting pric-
ing.4 Hypothetically, the net cost to consumers would decrease due to
the ready access affiliated entities would have to customers' personal

t Shughart, Thomson & Kilroy, P.C.
1. The Federal Financial Modernization Act, commonly known at the Gramm-

Leach-Bliley Act, was signed into law in November, 1999. The various regulations im-
plementing that Act issued their final rules and required compliance by 2001. E.g., 65
Fed. Reg. 33,658 (May 24, 2000); 65 Fed. Reg. 35,171 (June 1, 2000).

2. See S. 900, 106th Cong. (1999) (approved by the Senate May 6, 1999).
3. 145 CONG. REC. H11255 (daily ed. Nov. 2, 1999) (statement of Rep. Leach).
4. H.R. REP. No. 106-74, p. 3, at 98 (1999).
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and financial information. 5 To implement this business purpose, the
GLBA first had to repeal sections of the Glass-Stegall Act, a New Deal
regulation that had previously restricted affiliations between commer-
cial banks and securities firms.6

On May 6, 1999, the Senate gave approval to Senate Bill 900,
which was the initial version of the Act, sans any consideration of pri-
vacy concerns. It was at that point that the mechanism created to
benefit financial institutions became a lightening rod for consumers'
fear of their increasing loss of privacy in an electronically integrated
world. The House Commerce Committee was the first to question the
absence of any safeguards in the bill to protect the shared information,
which would now be flowing between affiliates. The Committee pro-
posed to impose upon financial institutions an obligation to create
"procedures to protect the confidentiality and security of nonpublic
personal information collected in connection with any transaction of
their customers." 7 The concept proved to be easier in the abstract
than in the definition. Ultimately the House Committee defined "non-
public personal information" in the negative as "personally identifi-
able information, other than publicly available directory information,
pertaining to an individual's transactions with a financial
institution."s

And thus the debate began. The financial industry petitioned to
narrow their responsibilities by narrowing the definition of "nonpublic
personal information." Each layer of safeguards was seen as an im-
pediment to accomplishing the initial goal of the GLBA, to facilitate
the free flow of information. What had begun as a measure to permit
the sharing of more information among financial affiliates was now
developing into a scheme the financial services industry feared would
actually impede their ability to use that shared information. 9

On the other side of the debate, privacy proponents sought a
broader definition of "nonpublic personal information." In doing so,
they sought protection of more than just a consumer's transactions
with a financial institution. Some advocated, and ultimately pre-

5. Christopher Wolf, 2005 Overview of the Gramm-Leach-Bliley Act, 828 PLI/PAT
761, 765 (May-June 2005).

6. See, e.g., Paul J. Polking & Scott A. Cammarn, Overview of the Gramm-Leach-
Bliley Act, 4 N.C. BANKING INST. 1, 1-2 (2000).

7. H.R. REP. No. 106-74, pt. 3, at 200 (1999).
8. Id. at 94.
9. Financial Privacy: Hearing Before the Subcomm. on Financial Institutions and

Consumer Credit Comm. on Banking and Financial Services, 106th Cong. 5 (1999)
(statement of Fred H. Cate, Professor of Law, Harry T. Ice Faculty Fellow, and director
of the Information Law and Commerce Institute at the Indiana University School of
Law-Bloomington and senior counsel for Information Law at Ice Miller Donadio &
Ryan in Indianapolis), available at http://financialservices.house.gov/banking/72099cat.
htm.
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vailed in including within the bill, protection of social security num-
bers, account applications, and account histories.' 0  Others'
arguments for including personal medical information that is shared
in the context of financial services transactions ultimately failed."

Beyond the threshold definition of "nonpublic personal informa-
tion," legislators debated what procedures ought to be used to appro-
priately protect the personal information that would now be shared
between affiliates. While the GLBA presumes that nonpublic per-
sonal information will be freely shared between affiliated entities, the
question arose as to what limitations should be imposed to protect
that information from being disseminated to nonaffiliated entities.

After extensive debate, President Clinton signed into law the final
version of the Gramm-Leach-Bliley Act on November 12, 1999.
Tucked in at the end of the Act was the ultimate compromise arising
from the debates regarding privacy considerations. That policy is best
summarized in the opening provisions of Subtitle A of Title V of the
Act:

§ 6801. Protection of nonpublic personal information' 2

(a) Privacy obligation policy
It is the policy of the congress that each financial institution
has an affirmative and continuing obligation to respect the
privacy of its customers and to protect the security and confi-
dentiality of those customers' nonpublic personal
information.
(b) Financial institutions safeguards
In furtherance of the policy in subsection (a) of this section,
each agency or authority described in section 6805(a) of this
title shall establish appropriate standards for the financial
institutions subject to their jurisdiction relating to adminis-
trative, technical, and physical safeguards-

(1) to insure the security and confidentiality of customer
records and information;
(2) to protect against any anticipated threats or hazards
to the security or integrity of such records; and
(3) to protect against unauthorized access to or use of
such records or information which could result in sub-
stantial harm or inconvenience to any customer.

10. Financial Services Modernization Act of 1999, 145 CONG. REC. S13883-01,
106th Cong. (1999); Gramm-Leach-Bliley Act, 145 CONG. REC. H11513-08 (1999).

11. Financial Privacy: Hearing Before the Subcomm. on Financial Institutions and
Consumer Credit Comm. on Banking and Financial Services, 106th Cong. 5 (1999)
(statement of Dr. Donald Palmisano, member of the Executive Committee on the Board
of Trustees of the American Medical Association, available at http://commdocs.house.
gov/committees/bank/hba58308.000/hba58308-1.HTM.

12. 15 U.S.C.A § 6801 (West 1998 & Supp. 2005).
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The threshold definitional issue of who is included within the
scope of the term "financial institution" was addressed in §6805(a). In
that section the following entities, and those subject to their jurisdic-
tion, were intended to be subject to the privacy protections of the
GLBA:

a. "[Niational banks, Federal branches and Federal agen-
cies of foreign banks, and any subsidiaries of such entities"
subject to the jurisdiction of the Office of the Comptroller of
the Currency pursuant to 12 U.S.C. § 1818;13

b. "[MIember banks of the Federal Reserve System,
branches and agencies of foreign banks, commercial lending
companies owned or controlled by foreign banks, organiza-
tions operating under section 25 or 25A of the Federal Re-
serve Act, and bank holding companies and their nonbank
subsidiaries or affiliates" subject to the jurisdiction of the
Board of Governors of the Federal Reserve System pursuant
to 12 U.S.C. § 1818;14

c. "[Blanks insured by the Federal Deposit Insurance Corpo-
ration, insured State branches of foreign banks, and any sub-
sidiaries of such entities" subject to the jurisdiction of the
Board of Directors of the Federal Deposit Insurance Corpora-
tion pursuant to 12 U.S.C. § 1818;15

d. "[Slavings associations the deposits of which are insured
by the Federal Deposit Insurance Corporation, and any sub-
sidiaries of such savings associations" subject to the jurisdic-
tion of the Director of the Office of Thrift Supervision
pursuant to 12 U.S.C. § 1818;16

e. Federally insured credit unions and any subsidiaries of
such entities subject to the jurisdiction of the Board of the
National Credit Union Administration pursuant to 12 U.S.C.
§ 1751, et seq.; 17

f. Brokers and dealers subject to the jurisdiction of the Se-
curities and Exchange Commission pursuant to 15 U.S.C.
§ 78a, et seq.;' 8

g. Investment companies subject to the jurisdiction of the
Securities and Exchange Commission pursuant to 15 U.S.C.
§ 80a-1, et seq.;19

13. 15 U.S.C.A.§ 6805(a)(1)(A) (West 1998 & Supp. 2005).
14. 15 U.S.C.A. § 6805(a)(1)(B) (West 1998 & Supp. 2005) (parenthetical informa-

tion was excluded).
15. 15 U.S.C.A. § 6805(a)(1)(C) (West 1998 & Supp. 2005) (parenthetical informa-

tion was excluded).
16. 15 U.S.C.A. § 6805(a)(1)(D) (West 1998 & Supp. 2005).
17. 15 U.S.C.A. § 6805(a)(2) (West 1998 & Supp. 2005).
18. 15 U.S.C.A. § 6805(a)(3) (West 1998 & Supp. 2005).
19. 15 U.S.C.A. § 6805(a)(4) (West 1998 & Supp. 2005).
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h. Registered investment advisors subject to the jurisdiction
of the Securities and Exchange Commission pursuant to 15
U.S.C. § 80b-1, et seq.;20

i. "[A]ny person engaged in providing insurance" subject to
"the applicable State insurance authority of the State in
which the person is domiciled" pursuant to State insurance
law;

2 1

j. Any other financial institution not within the parameters
of any other provision but subject to the jurisdiction of the
Federal Trade Commission pursuant to 15 U.S.C. § 41, et
seq.

2 2

After describing policy and defining applicability, Congress went
on to outline a procedure for protecting personal information. Such
outline is found in 15 U.S.C.A. §6802. In that section the GLBA states
that a financial institution may not disclose any nonpublic personal
information to any nonaffiliated third party, unless an opt-out notice
is provided to the consumer. 23 The opt-out notice must be given ini-
tially when the customer relationship is created, followed by annual
privacy notices in each year in which the customer relationship con-
tinues. These notices must disclose the types of nonpublic personal
information the financial institution collects, as well as the types of
information that the financial institution discloses to third parties. If
nonpublic personal information is to be disclosed to third parties, the
financial institution must then also give its customer an "opt-out" that
clearly informs the customer of his or her right to elect to keep per-
sonal information private. In connection with business conducted over
the Internet, these notices may be given electronically. Certain nar-
row exceptions from the notice and opt-out requirements are also de-
tailed in the regulations. 24 Unless the appropriate notices are given
and an opt-out opportunity is provided, "financial institutions" may
not share or disclose any nonpublic personal information about a con-
sumer or customer. 2 5

II. IMPLEMENTATION

Beyond the general parameters set forth in the GLBA, Congress
delegated compliance details to various administrative agencies
charged with monitoring financial institutions. The specified agen-
cies, including "the Federal functional regulators, the State insurance

20. 15 U.S.C.A. § 6805(a)(5) (West 1998 & Supp. 2005).
21. 15 U.S.C.A. § 6805(a)(6) (West 1998 & Supp. 2005).
22. 15 U.S.C.A. § 6805(a)(7) (West 1998 & Supp. 2005).
23. 15 U.S.C.A. § 6802(a)-(b) (West 1998 & Supp. 2005).
24. 15 U.S.C.A. § 6802(e) (West 1998 & Supp. 2005).
25. 15 U.S.C.A. § 6802(b)(1) (West 1998 & Supp. 2005).
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authorities, and the Federal Trade Commission,"26 were directed to
implement and enforce the GLBA.2 7 Although other agencies would
later be designated as Federal functional regulators, 28 the initial
agencies charged with responsibility for implementation and enforce-
ment of the GLBA included the Federal Reserve Board of Governors of
the Federal Reserve System (FRB), the Federal Deposit Insurance
Commission (FDIC), the Department of Treasury Office of the Comp-
troller of the Currency (OCC), the Department of Treasury Office of
Thrift Supervision (OTS), National Credit Union Association (NCUA),
Securities and Exchange Commission (SEC), and the Federal Trade
Commission (FTC). At the state level, insurance authorities grappled
with the complexity of coordinating both among the states and with
the federal system.

Beyond the Act's statement of policy, Congress gave little gui-
dance to the agencies charged with implementing the Act. The agen-
cies were directed to prescribe "such regulations as may be necessary
to carry out the purposes of this subchapter with respect to the finan-
cial institutions subject to their jurisdiction."29 The implementing
agencies were further directed to coordinate with one another to as-
sure that "the regulations prescribed by each such agency and author-
ity are consistent and comparable with the regulations prescribed by
the other such agencies and authorities."30 The only real specific in-
struction provided by Congress was that the financial institutions sub-
ject to the jurisdiction of these agencies must be in full compliance
with the Act and notice provisions must be delivered to consumers by
July 1, 2001.31

A. STATE INSURANCE IMPLEMENTATION

The Gramm-Leach-Bliley Act directed that the federal bank and
thrift regulatory agencies work with the National Association of In-
surance Commissioners in an effort to coordinate a uniform state ap-
proach to the implementation and enforcement of the GLBA.3 2 As
directed, on September 26, 2000, the National Association of Insur-
ance Commissioners, together with the Office of the Comptroller of the
Currency, the Board of Governors of the Federal Reserve System, the
Federal Deposit Insurance Corporation, and the Office of Thrift Su-
pervision adopted a model rule, "Privacy of Consumer Financial and

26. 15 U.S.C.A. § 6805(a) (West 1998 & Supp. 2005).
27. 15 U.S.C.A. § 6805(a), (b) (West 1998 & Supp. 2005).
28. See infra Section II.B.4.
29. 15 U.S.C.A.§ 6804(a)(1) (West 1998 & Supp. 2005).
30. 15 U.S.C.A.§ 6804(a)(2) (West 1998 & Supp. 2005).
31. 15 U.S.C.A. § 6804(a)(3) (West 1998 & Supp. 2005).
32. 15 U.S.C.A. § 6804(a)(1) (West 1998 & Supp. 2005).
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Health Information Regulation" ("2000 Model Regulation"). 33 This
model rule was provided to the state insurance commissioners and be-
came effective November 13, 2000, coinciding with the effective dates
of the regulations being issued by the other federal agencies partici-
pating in the same process. 34

In addition to state insurance commissioners, many states legisla-
tures became involved and passed their own privacy provisions more
restrictive than the GLBA and, in fact, more protective than the
GLBA. The thrust of many state versions went so far as to require
state financial institutions to obtain an affirmative consent from the
consumer to disclose personal information, even to an affiliate; a type
of "opt-in" rather than an "opt-out."3 5 The success of these state pro-
grams, in comparison to the federal GLBA efforts, has prompted dis-
cussions and suggestions that federal agencies follow suit.

B. FEDERAL IMPLEMENTATION

1. Banking Agencies' Implementation

While the seven federal agencies were trying to coordinate their
efforts, the four banking and thrift agencies assumed the task of
adopting joint implementing regulations for their members. These
agencies, the Office of the Comptroller of the Currency, Board of Gov-
ernors of the Federal Reserve System, Federal Deposit Insurance Cor-
poration, and Office of Thrift Supervision, regulate very similar
entities, including the following: a) national banks, federal branches,
and federal agencies of foreign banks and any subsidiaries of such en-
tities; b) member banks of the Federal Reserve System, branches and
agencies of foreign banks, commercial lending companies owned or
controlled by foreign banks, bank holding companies and their non-
bank subsidiaries or affiliates; c) banks insured by the Federal De-
posit Insurance Corporation, insured State branches of foreign banks,
and any subsidiaries of such entities; and d) savings associations the
deposits of which are insured by the Federal Deposit Insurance Corpo-
ration, and any subsidiaries of such savings associations.

While the similarity of their jurisdictions created the need for con-
sistency in their guidelines, the difficulty of coordinating an inter-
agency agreement within multiple federal agencies soon became

33. National Association of Insurance Commissioners, Privacy of Consumer Finan-
cial and Health Information, NAIC MODEL LAWS REGULATIONS AND GUIDELINES; see also
Financial Privacy: Status of State Actions on Gramm-Leach-Bliley Act's Privacy Provi-
sions, GAO REPORT TO THE RANKING MINORITY MEMBER, COMM. ON ENERGY AND COM-
MERCE, HOUSE OF REPRESENTATIVES 2 (Apr. 12, 2002), available at http://www.gao.gov/
new.items/d02361.pdf.

34. Id.
35. E.g., CAL. FIN. CODE §§ 4050-59 (West 1999 & Supp. 2006).
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apparent. The agencies first published preliminary guidelines, re-
ferred to as Year 2000 Safety and Standards Guidelines. 36 Thereaf-
ter, the proposed Interagency Guidelines Establishing Standards for
Safeguarding Customer Information and Rescission of Year 2000
Standards for Safety and Soundness were published for comment and
were thereafter debated between the agencies until the joint final rule
was published in the Federal Register on February 1, 2001, to become
effective by the Congressional deadline of July 1, 2001. 37

While the guidelines were jointly adopted, each member agency
issued its own separate regulations implementing the GLBA, in sub-
stantively identical texts.38 Each of the banking agencies' regulations
were effective as of November 13, 2000, 39 and each required notices to
be served upon consumers by July 1, 2001.40 In addition to separate
regulations, several agencies issued separate publications to their
member financial institutions. On January 26, 2001, the FDIC issued
a Privacy Rule Handbook to "help banks, particularly smaller banks,
meet their obligations under the privacy rule" of the GLBA.4 1

2. NCUA Implementation

Because the National Credit Union Administration (NCUA) chose
not to issue its regulations jointly with the banking and thrift agen-
cies, its process of drafting and publishing regulations occurred more
swiftly. The NCUA published the final version of its regulations im-
plementing the GLBA at 12 C.F.R. Part 716 on May 18, 2000, nine
months before the interagency regulation was negotiated. The
NCUA's implementing regulation became effective on November 13,
2000,42 with compliance required by July 1, 2001. 4 3 Although
NCUA's regulations are substantially similar to the Interagency
Guidelines adopted by the banking agencies, the NCUA particularly

36. Year 2000 safety and soundness standards were applicable to insured deposi-
tory institutions pursuant to section 39 of the Federal Deposit Insurance Act ("FDI").

37. Interagency Guidelines Establishing Standards for Safeguarding Customer In-
formation and Rescission of Year 2000 Standards for Safety and Soundness, 66 Fed.
Reg. 8,616 (Feb. 1, 2001) (later codified at 12 C.F.R. pts. 30, 208, 211, 263, 308, 364, 568
and 570).

38. See Office of the Comptroller of the Currency ("OCC"), 12 C.F.R. pt. 30; Federal
Reserve System ("FRS"), 12 C.F.R. pts. 208, 211, 225, and 263; Federal Deposit Insur-
ance Corporation ("FDIC"), 12 C.F.R. pts. 308 and 364; Office of Thrift Supervision
("OTS"), 12 C.F.R. pts. 568 and 570.

39. 12 C.F.R. § 216.18(a) (2000) (FRS); 12 C.F.R. § 332.18(a) (2000) (FDIC); 12
C.F.R. § 40.18(a) (2000) (OCC); 12 C.F.R. § 573.18(a) (2000) (OTS).

40. 12 C.F.R. § 216.18(b)(1) (2000) (FRS); 12 C.F.R. § 332.18(b)(1) (2000) (FDIC);
12 C.F.R. § 40.18(b)(1) (2000) (OCC); 12 C.F.R. § 573.18(b)(1) (2000) (OTS).

41. FDIC Press Release, FDIC Creates Privacy Rule Handbook (Jan. 26, 2001),
available at http://www.fdic.gov/news/news/press/2001/pr0701.html.

42. 12 C.F.R. § 716.18(a) (2000).
43. 12 C.F.R. § 716.18(b)(1) (2000).
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tailored its regulations to the terminology and structure of credit un-
ions and established specific duties and limitations for credit union
members based on their activities.4 4

3. SEC Implementation

The SEC initially believed that it would not be necessary to pre-
pare any implementing regulation at all. The implementation and en-
forcement provisions of 15 U.S.C.A. § 6804(a)(1) do not require that
implementing regulations be developed, but only "such regulations as
may be necessary to carry out the purposes of this subchapter with
respect to the financial institutions subject to their jurisdiction."4 5

The SEC anticipated that it had the necessary structures in place to
be able to enforce the GLBA without drafting any implementing regu-
lations. Ultimately, the Commission received sufficient feedback to
convince it that some direction was necessary, and it assumed the task
of drafting implementing regulations. 46

On June 29, 2000, the SEC issued Regulation S-P, "Privacy of
Consumer Financial Information," which specifically makes the GLBA
privacy requirements applicable to brokers, dealers, and investment
companies whether or not they are registered with the SEC, as well as
to investment advisors registered with the SEC under the Investment
Advisors Act of 1940. 4 7

4. CFTC Implementation

As originally drafted, Congress specifically excluded the Commod-
ity Futures Trading Commission (CFTC) from the requirements of the
GLBA. The exclusion in 15 U.S.C.A. § 1609(3)(B) provided that not-
withstanding any other provisions of the Act, "the term 'financial in-
stitution' does not include a person or entity with respect to any
financial activity that is subject to the jurisdiction of the Commodity
Futures Trading Commission under the Commodity Exchange Act [7
U.S.C. §1, et seq.]." 48 The exclusion was eliminated on December 21,
2000, with the enactment of the Commodity Futures Modernization
Act.49 This new law served to amend the Commodity Exchange Act to

44. Letter from National Credit Union Administration to Federally Insured Credit
Unions (Feb. 2002), available at http://www.ncua.gov/letters/2002/02-CU-02.html.

45. 15 U.S.C.A. § 6804(a)(1).
46. Concerning the Functional Regulation Provisions of the Gramm-Leach-Bliley

Act: Before the Subcomm. on Capital Markets, Insurance and Government Sponsored
Enterprises and the Subcomm. on Financial Institutions and Consumer Credit of the
Comm. on Financial Services (2001) (testimony by Laura S. Unger, Acting Chair, U.S.
Securities & Exchange Commission).

47. 17 C.F.R. § 284.10.
48. 15 U.S.C.A. § 1609(3)(B) (repealed 1976).
49. Commodity Exchange Act, 7 U.S.C.A. §§ 1-22.
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include the CFTC as a federal functional regulator within the mean-
ing of Title V of the GLBA,50 to include CFTC members as financial
institutions within the meaning of the GLBA,5 1 and to require the
CFTC to prescribe the requisite regulations that would become effec-
tive within six months. 5 2

While the other federal implementing agencies had eighteen
months from the date the GLBA was adopted until its regulations had
to be implemented, the CFTC had only six months. The CFTC coordi-
nated with the other agencies, and in particular the SEC, but in the
end, six months proved to be an unrealistic demand. Advising CFTC
members of a change in policy and adopting and implementing regula-
tions could not be accomplished in six months. The CFTC issued its
regulations implementing the GLBA effective June 21, 2001, 53 and re-
quiring its financial institutions to provide notice to consumers no
later than March 31, 2002.5 4

5. FTC Implementation

No agency's responsibilities under the Act were broader than
those of the FTC, given the catch-all responsibility of implementation
and enforcement for "[any other financial institution" not within the
parameters of any other provision but subject to the jurisdiction of the
Federal Trade Commission pursuant to 15 U.S.C. § 41, et seq.55 The
FTC ultimately implemented sweeping regulations, which have com-
monly been referred to as the "Financial Privacy Rule," "Pretexting
procedures," and the "Safeguards Rule."

On May 24, 2000, the FTC approved its Privacy Rule.5 6 The Fi-
nancial Privacy Rule defined "financial institutions" subject to the pri-
vacy requirements of the GLBA as "any institution the business of
which is engaging in financial activities as described in § 4(k) of the
Bank Holding Company Act of 1956"5 7 and that governed the collec-
tion of personal, confidential financial information received from a
consumer during the course of a financial transaction. Additionally,
the Financial Privacy Rule also set forth the FTC's procedures for pro-
viding customers notice of their rights. The Privacy Rule became ef-
fective on November 13, 200058 and required that all notices be served

50. 7 U.S.C.A. § 7b-2(b).
51. 7 U.S.C.A. § 7b-2(a).
52. Pub. L. No. 106-554, 114 Stat. 2763 (2000) (amending 7 U.S.C. §1).
53. 17 C.F.R. § 160.18(a) (2001).
54. 17 C.F.R. § 160.18(b)(1) (2001).
55. 15 U.S.C.A. § 6805(a)(7).
56. 16 C.F.R. §§ 313.1-313.18 (2000).
57. 16 C.F.R. § 313.3(k)(1) (2000).
58. 16 C.F.R. § 313.18(a) (2000).
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upon consumers no later than July 1, 2001.59 By way of additional
explanation, the FTC issued its own Financial Privacy Guidance out-
lines for financial institutions under its jurisdiction.60

Further regulations were issued by the FTC implementing the
GLBA, including its Pretexting provisions and Safeguards Rule.6 1

Those regulations forbid obtaining confidential information by way of
fraudulent means. The regulations further require all financial insti-
tutions to create and maintain physical, technical, and procedural sys-
tem safeguards that operate to protect consumer information, whether
that information was received directly or from another financial
institution.

6 2

6. Challenges to Implementation

The unwieldy task of drafting and coordinating regulations was
not the only impediment to implementation of the Act. In the months
preceding the effective dates of the various regulations, suits were
filed against regulatory agencies to enjoin the implementation of the
GLBA and the regulations derived therefrom. The Act and regula-
tions were challenged on several grounds, including their constitution-
ality. In June of 2000, three cases were filed in the Circuit Court for
the District of Columbia: Reed Elsevier, Inc. v. Board of Governor,63

followed by Trans Union LLC v. Federal Trade Commission,64 and fi-
nally, Individual Reference Services Group, Inc. v. Federal Trade Com-
mission,6 5 all filed in the Circuit Court of the District of Columbia.
Ultimately, the actions were consolidated with one another and with
related petitions for review filed against other federal agencies, all
challenging the same rules. In the consolidated action, referred to col-
lectively as the Trans Union suit, the Court of Appeals for the District
of Columbia held that a financial institution's dissemination of confi-
dential consumer information "warrants reduced constitutional pro-
tection." In light of that standard, the privacy regulations created to
implement the GLBA were tailored narrowly enough to directly ad-

59. 16 C.F.R. § 313.18(b)(1) (2000).
60. FTC Press Release, FTC Staff Issues Financial Privacy Guidance (Dec. 12,

2001), available at http://www.ftc.gov/opa/2001/12/glbfaq.htm.
61. Standards for Safeguarding Customer Information, 67 Fed Reg. 36,484 (May

23, 2002) (to be codified at 16 C.F.R. pt. 314).
62. Standards for Safeguarding Customer Information, 67 Fed. Reg. 36,484.
63. Reed Elsevier, Inc. v. Bd. of Governors, No. 00-1289 (D.D.C. filed June 30,

2000).
64. Trans Union LLC v. FTC, 295 F.3d 42 (D.C. Cir. 2001).
65. Individual Reference Servs. Group, Inc. v. FTC, 145 F. Supp. 2d 6 (D.D.C.

2001).
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vance the substantial governmental interest in protecting consumer
privacy and were therefore constitutional. 66

III. ENFORCEMENT OF THE GLBA

The passionate debates over the protection of consumers from the
unauthorized disclosure of their confidential financial information
have long ago faded from memory. Regulations were drafted. Proce-
dures and standards were created. Notices were sent. Consumers, to
the extent they understood the notices at all,67 elected to either "opt-
in" or to "opt-out." Yet in the end, individual consumers have not yet
realized any significant increase in protection from the handling, or
mishandling, of their confidential financial information as a result of
the GLBA.

Federal and state regulatory agencies have discovered the en-
forcement of the Act to be an even greater challenge than the original
implementation. The Federal Trade Commission itself was already
charged with enforcement of several consumer protection programs,
including the Fair Credit Reporting Act 68 and the Children's Online
Privacy Protection Act.6 9 Given the FTC's considerable pre-existing
enforcement responsibilities and limited resources, unauthorized dis-
closures of confidential information in violation of the GLBA have not
always received the scrutiny they might have warranted. And when
FTC enforcement efforts did occur, agencies have often been limited to
injunctive relief, with limited recovery of damages to consumers. 70

A. GOVERNMENTAL ENFORCEMENT

But for the Trans Union cases filed to enjoin the implementation
of the GLBA, many federal functional regulators have not been a
party in any action pertaining to the GLBA, including the filing of
their own enforcement actions. 7 1 Other regulators, while not filing

66. Trans Union, 295 F.3d at 53.
67. Evolution of a Prototype Financial Privacy Notice: A Report on the Form Devel-

opment Project, KLEIMANN COMMUNICATIONS GROUP, INC., SPONSORED BY THE FRB,
FDIC, FTC, NDUA, OCC, AND SEC (Feb. 28, 2006), available at http://www.ftc.gov/pri-
vacy/privacyinitiatives/ftcfinalreport060228.pdf.

68. Fair Credit Reporting Act, 15 U.S.C.A. §§ 1681-1681x (as amended by the Fair
and Accurate Credit Transactions Act of 2003).

69. Children's Online Privacy Protection Act, 15 U.S.C.A. §§ 6501-6506.
70. See FTC v. 30 Minute Mortgage, Inc., slip op. at 6-7 (S.D. Fla. Mar. 13, 2003);

In re Sunbelt Lending Servs., Inc., Decision and Order at 2-5, Docket No. C4129, availa-
ble at http://www.ftc.gov/os/caselist/0423153/050107do0423153.pdf (Jan. 3, 2005).

71. Board of Governors of the Federal Reserve System, 86th Annual Report (1999),
available at http://www.federalreserve.gov/boarddocs/rptcongress/annual99/ann99.pdf;
Board of Governors of the Federal Reserve System, 87th Annual Report (2000), availa-
ble at http://www.federalreserve.gov/boarddocs/rptcongress/annualO/arOO.pdf; Board of
Governors of the Federal Reserve System, 88th Annual Report (2001), available at http:/
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any actions for the specific purpose of enforcement, have included
GLBA compliance as a boiler plate requirement in all stipulated cease
and desist orders. 72

The FTC has, to date, invested the most effort and resources to
enforcement of the Gramm-Leach-Bliley Act. To some degree, the
FTC's pre-existing enforcement responsibilities overlapped with those
imposed upon it by the GLBA, making enforcement efforts less bur-
densome. But, given the breadth of its jurisdiction, its enforcement
efforts have proceeded only on an industry-by-industry basis or in re-
sponse to complaints about a particular practice that appears to
threaten a large number of consumers.

The FTC's first enforcement initiative was a 2001 investigation
labeled Operation Detect Pretext. The FTC reviewed more than 1,000
websites and identified 200 companies (known as information brokers)
that offered to obtain and sell consumer asset or bank account infor-
mation. These information brokers used pretexts to learn a variety of
personal information about consumers and then resell that informa-
tion, violating several laws in the process, including the GLBA, the
Federal Credit Reporting Act ("FCRA"), the Drivers Privacy Protec-
tion Act ("DPPA"), and the Unfair and Deceptive Trade Practices
Act. 73 The FTC first issued cease and desist letters to the 200 infor-
mation brokers and issued a consumer alert to the public that was
entitled "Pretexting: Your Personal Information Revealed."74 Not re-
ceiving what it believed to be an appropriate response from these in-
formation brokers, the FTC filed its first three enforcement suits on
April 18, 2001. 75

/www.federalreserve.gov/boarddocs/rptcongress/annualOl/default.htm; Board of Gover-
nors of the Federal Reserve System, 89th Annual Report (2002), available at http:ll
www.federalreserve.gov/boarddocs/rptcongress/annualO2/default.htm; Board of Gover-
nors of the Federal Reserve System, 90th Annual Report (2003), available at http://
www.federalreserve.gov/boarddocs/rptcongress/annualO3/default.htm; Board of Gover-
nors of the Federal Reserve System, 91st Annual Report (2004), available at http://
www.federalreserve.gov/boarddocs/rptcongress/annualO4/default.htm.

72. See, e.g., In re First Am. Bank, Jackson, MI, Docket No. FDIC-02-032b; In re
Family Bank and Trust Co., Palos Hills, IL, FDIC-02-092b; In re Elderton State Bank of
Elderton, PA, Docket No. FDIC-03-131b; In re Centennial Bank, Ogden, UT, Docket No.
FDIC-03-163b; In re Am. State Bank of Tulsa, OK, Docket No. FDIC-04-245b; In re
Cleveland Commercial Bank, S.S.B., Cleveland, Mississippi, F.D.I.C.-04-260b.

73. Securing Electronic Personal Data: Striking a Balance Between Privacy and
Commercial and Government Use: Hearing Before the United States Comm. on the Judi-
ciary (2005) (testimony of Robert Douglas, CEO, PrivacyToday.com).

74. Financial Privacy Status of State Actions on GLBA's Privacy Provisions, GAO
REPORT TO THE RANKING MINORITY MEMBER, COMM. ON ENERGY AND COMMERCE, HousE

OF REPRESENTATIVES 7 (Apr. 12, 2002), available at http://www.gao.gov/new.items/
d02361.pdf.

75. Id.

20061



CREIGHTON LAW REVIEW

The three suits, FTC v. Guzzetta, filed in the United States Dis-
trict Court for the District of Maryland,7 6 FTC v. Information Search,
Inc., in the Eastern District of New York,77 and FTC v. Garrett, in the
Southern District of Texas,78 alleged that the various defendants used
false pretenses (or "pretexts"), fraudulent statements, or impersona-
tion to illegally obtain consumers' confidential financial information.
The information brokers would then take their ill-gotten information
and sell it on websites for fees ranging from $100 to $600. In sting
operations set up by the FTC, investigators posed as purchasers of
confidential information. In bringing these suits, the FTC sought to
not only warn the information brokers, but to alert the buyers that
knowingly obtaining information by pretext is illegal as well.7 9

Generally, the remedies available to regulatory authorities for vi-
olations of the GLBA are somewhat limited, usually injunctive relief
and possible "consumer redress or disgorgement."80 One exception is
the GLBA's Pretexting procedures. The Pretexting procedures pro-
vide for criminal penalties and such actions may be referred to the
U.S. Department of Justice.8 1 Under the GLBA, Subtitle II, it is a
federal crime, generally punishable by up to five (5) years in prison,
for anyone to use fraud or deception to obtain nonpublic personal in-
formation from a financial institution.8 2 Following the investigation
in Operation Detect Pretext, criminal remedies were utilized, giving
the FTC greater authority in its enforcement efforts.

One of those actions involved a scam known by the term "phish-
ing." In FTC v. Zachary Keith Hill, the defendant was accused of pos-
ing as America Online and e-mailing messages to consumers claiming
that there was a problem with their AOL billing.8 3 The e-mails di-
rected the consumers to immediately update their billing information
or risk losing their accounts. The consumers clicked onto a hyperlink
in the e-mail and were routed to a site that was virtually identical to

76. FTC v. Guzzetta, Civil Action No. CV 01 2335 (E.D.N.Y. 2001).
77. F.T.C. v. Info. Search, Inc., AMD 01 1121 (D. Md. 2001).
78. F.T.C. v. Garrett, H-01-1255 (S.D. Tex. 2001).
79. Press Release, Information Brokers Settle FTC Charges (Mar. 8, 2002), availa-

ble at http://www.ftc.gov/opa/2002/03/pretextingsettlements.htm.
80. Securing Electronic Personal Data: Striking a Balance Between Privacy and

Commercial and Government Use: Hearing Before the United States Comm. on the Judi-
ciary (2005) (statement of Deborah Platt Majoras, Chairwoman, Federal Trade
Commission).

81. 15 U.S.C. §6823.
82. Id.
83. FTC v. Zachary Keith Hill, Civ. No. H-03-5537 (S.D. Tex. 2003). See Press Re-

lease, FTC, Justice Department Halt Identity Theft Scam (Mar. 22, 2004), available at
http'//www.ftc.gov/opa/2004/03/phishinghilljoint.htm; Barbara Anthony, Privacy Law
2004: New Developments & Compliance Issues in a Security-Conscious World a Satellite
Program, 815 PLI/PAT 49 (Dec. 2, 2004).
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AOL's site. The fraudulent site used AOL's logo, AOL's colors, and
links to the real AOL site. At the fraudulent site, consumers were
induced to provide personal identifying information. The defendants
also ran similar phishing scams using Paypal. The FTC's enforcement
action resulted in a stipulated preliminary injunction, which was en-
tered on December 17, 2003.84 But in connection with the efforts of
the FTC, the Federal Bureau of Investigation and the United States
Attorney for the Eastern District of Virginia investigated and brought
criminal charges in the Eastern District of Virginia, Alexandria Divi-
sion. The Department of Justice ultimately obtained a criminal con-
viction and Zachary Keith Hill was sentenced to forty-six months in
jail.8 5

A second case of phishing was uncovered using the same AOL and
Paypal scheme at relatively the same time in California. In FTC v.
C.J.,86 the FTC entered into a stipulated permanent injunction with
an unnamed minor defendant on July 25, 2003. The minor was pro-
hibited from future violations of the GLBA, from future violations of
the FTC Act, and from sending spam. Fines were suspended against
the defendant, to be reinstated if the defendant's financial status was
proven to be other than as represented.8 7 No criminal charges were
pursued.

Over the past five years, pretexting violations have been discov-
ered as a result of several FTC investigations. Credit card scams were
the basis of enforcement actions in FTC v. Sloniker,88 FTC v. Assail,
Inc.,89 FTC v. Infinium,90 FTC v. Sun Spectrum Communications Or-
ganization, Inc.,91 and FTC v. Sainz Enterprises, LLC.9 2 In using the
pretext of marketing credit cards, or advance-fee credit cards, defend-
ants often fraudulently obtained personal information from consum-
ers and re-sold the information. In each case, the credit cards were

84. Id.
85. United States v. Hill, Case No. 04-cf-4-All (S.D. Tex. 2004). See also 65 OR. ST.

B. BULL. 37 (Oct. 2004).
86. FTC v. C.J., Civ. No. 03-5275 (C.D. Cal. 2003). See Press Release, Identity

Thief Goes "Phishing" for Consumers' Credit Information (July 21, 2003), available at
http://www.ftc.gov/opa/2003/07/phishing.htm.

87. C.J., Civ. No. 03-5275.
88. FTC v. Sloniker, Civ. No. 02-1256 PHX RCB, FDIC File No. 022-3001.
89. FTC v. Assail, Inc., Civ. No. W03CA007 (W.D. Tex. 2003); see also Press Re-

lease, International Telemarketing Network Ordered to Stop Marketing Bogus Advance-
Fee Credit Card Packages (Feb. 27, 2003), available at http:/ /www.ftc.gov.opa/2003l
02/assail.htm; Press Release, International Telemarketing Network That Sold Bogus
Advance-Fee Credit Card Packages Banned from Telemarketing (Sept. 25, 2003), availa-
ble at http: / / www.ftc.gov.opa /2003/09 /assail2.htm.

90. Assail, Inc., Civ. No. W03CA007.
91. FTC v. Sun Spectrum Communications Org., Inc., Civ. No. 03-81105 (S.D. Fla.

2003).
92. FTC v. Sainz Enters., LLC, Civ. No. 04-WM-2078 (D.C. Colo. 2004).
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specifically marketed to consumers with poor credit histories. Con-
sumers were told that they were entitled to an unsecured major credit
card with a significant credit limit for a one-time advance processing
fee of usually $150 to $300. Consumers were then asked for financial
information such as bank accounts, date of birth, social security num-
ber, and personal identifying information, which were to be used for
credit purposes. Often, no cards were ever received and if received,
they were stored value cards, which had to be loaded with money in
advance of use. By the time the scam was detected, the personal infor-
mation that the consumer had provided was often resold.93

A second scam also directed toward consumers with financial dif-
ficulties resulted in a series of enforcement actions filed against debt
service operations or credit-counseling services. In 2003, the FTC
filed suit against AmeriDebt. 9 4 The FTC alleged that while Amer-
iDebt advertised itself to be a non-profit credit-counseling service, it
was in instead operated to make money for an affiliated entity. The
affiliated entity was in essence a finance company. AmeriDebt also
took an upfront fee, in contradiction to their advertised statements.
In addition to the allegations of fraud, AmeriDebt was accused of vio-
lating the GLBA by not providing its customers with required notices
advising them how their personal financial information was being
used.

9 5

The FTC continued its pursuit of fraudulent practices in the
credit-counseling sector in 2004. Between May and November of
2004, three enforcement actions were filed against credit-counseling
services, FTC v. National Consumer Council,9 6 FTC v. Debt Manage-
ment Foundation Services,97 and FTC v. Better Budget Financial Ser-
vices.98  In each, a credit-counseling company fraudulently
represented itself to be a not-for-profit service, operated to assist con-
sumers in relieving their financial troubles. In fact, the credit-coun-
seling company was a front for pulling in customers, who were then
referred to several interrelated companies. These related companies
charged upfront fees, and in many instances, customers' debt and in-

93. Sloniker, Civ. No. 02-1256 PHX RCB, FDIC File No. 022-3001; Assail, Inc., Civ.
No. W03CA007; Sun Spectrum, Civ. No. 03-81105; Sainz, Civ. No. 04-SM-2078.

94. FTC v. AmeriDebt, Inc., Civ. No. PJM 03-3317 (D. Md. 2003); FTC File No.
X040009.

95. Id.
96. FTC v. Nat'l Consumer Council, Civ. No. CV0474 CJC (JSJx) (2004).
97. FTC v. Debt Mgmt. Found. Servs., Civ. No. 8:04-CIV-1674-T-17-MSS (M.D.

Fla. 2004); FTC File No. 042-3029.
98. FTC v. Better Budget Fin. Servs., Civ. No. 04-12326 (WG4) (D. Mass. 2004);

FTC File No. 042-3140.
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terest actually increased. 9 9 Final settlement of these three actions re-
sulted in more than a combined $6 million in redress to consumers.
Settlements also enjoined further violations and implemented moni-
toring procedures so that the FTC could ensure future compliance.100

Violations of the pretexting provisions have proven to be the most
frequent type of action pursued. But when the FTC finalized its
GLBA Safeguards Rule in 2002, establishing standards and proce-
dures to maintain the security of consumers' financial information, it
also created the Safeguards Rule. In industrywide audits of both
mortgage companies and automobile dealers, the FTC analyzed com-
pliance with the safety requirements of the rule. In 2004, the FTC
filed one of its first cases brought to enforce the Safeguards Rule, In re
Sunbelt Lending Services, Inc.10 1 In Sunbelt, the defendant was
charged with failing to assess risks and implement safeguards to pro-
tect confidential customer information, failing to oversee its service
providers and loan companies, and failing to provide online consumers
with privacy notices. 102

The second suit brought by the FTC to enforce its Safeguards
Rule was In re Nationwide Mortgage Group, Inc. and John Eubank.10 3

The charges against Nationwide were similar to those alleged against
Sunbelt, but allegedly Nationwide failed to provide privacy notices to
customers. Nationwide also failed to train its employees on informa-
tion security issues, to oversee loan officers in the handling of cus-
tomer information, and to monitor its computer network.104

Finally, in In re Superior Mortgage Corp.,10 5 the FTC alleged that
the defendant violated federal law by failing to provide reasonable se-
curity for protected consumer information and for falsely claiming
that it encrypted online data. It was ultimately proven that the sub-
mitted information was encrypted while it was being transmitted to
Superior's website server, but it was decrypted when that information
was being forwarded to Superior's main headquarters. Such decryp-
tion violated the Safeguards Rule for the protection of consumer
information.106

99. Nat'l Consumer Council, Civ. No. CV0474 CJC (JSJx) (2004); Debt Mgmt., Civ.
No. 8:04-CIV-1674-T-17-MSS; Better Budget, Civ. No. 04-12326 (WG4).

100. Nat'l Consumer Council, Civ. No. CV0474 CJC (JSJx) (2004); Debt Mgmt., Civ.
No. 8:04-CIV-1674-T-17-MSS; Better Budget, Civ. No. 04-12326 (WG4). See 2005 WL
715807 (F.T.C. Mar. 30, 2005).

101. In re Sunbelt Lending Servs., Inc., FTC File No. 042-3153; FTC Docket No. C-
4129.

102. Id.
103. In re Nationwide Mortgage Group, Inc., FTC File No. 042-3104; FTC Docket

No. 9319.
104. Id.
105. In re Superior Mortgage Corp., FTC File No. 052-23136.
106. Id.
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One commonality in suits alleging violations of the Safeguards
Rule is that the ultimate resolution often involves the implementation
of monitoring procedures to insure future compliance. The Sunbelt
Lending Services, Inc. case ultimately resulted in a consent agreement
being entered into between Sunbelt and the FTC in November of 2004.
The consent agreement enjoined Sunbelt from violating the Safe-
guards Rule and required that Sunbelt's information security program
be certified by an expert, chosen by the FTC, annually for ten (10)
years. 10 7 Nationwide's settlement was similar to that of Sunbelt, but
required the evaluations and certifications biennially for ten years.' 0 8

Superior Mortgage Corp. ultimately agreed to hire an independent
third-party auditor to assess its security procedures every two years
for the next ten years and to certify that these procedures meet or
exceed the protections required by the Safeguards Rule. Superior's
settlement also includes record keeping requirements, which allow the
FTC to monitor compliance. 10 9

Suits against the mortgage company industry were not limited to
violations of the Safeguards Rule. The FTC alleged both pretexting
violations as well as safeguards violations in FTC v. 30 Minute Mort-
gage, Inc., Gregory P. Roth and Peter W. Stolz. 1 10 This suit, filed
against two individuals and a mortgage company, alleged that the de-
fendants obtained consumer financial information in connection with
the deceptive marketing of mortgages."' Although the corporate de-
fendant defaulted, stipulated orders were negotiated with the two in-
dividual defendants, which prohibit them from violating the GLBA,
the Financial Privacy Rule, the Pretexting provisions, and the Truth
in Lending Act or its implementing Regulation Z. The defendants
agreed to not make any further misrepresentations related to residen-
tial mortgages or to use or benefit from the personal information that
they deceptively obtained from consumers. The order required the de-
fendants to post a $1 million bond before sending any future spam. 112

Industrywide investigations are the FTC's primary means to en-
force the GLBA. Beyond that effort, certain individual scams have

107. In re Sunbelt Lending Servs., Inc., FTC File No. 042-3153.
108. In re Nationwide Mortgage Group, Inc., FTC File No. 042-3104; FTC Docket

No. 9319.
109. In re Superior Mortgage Corp., FTC File No. 052-23136.
110. FTC v. 30 Minute Mortgage, Inc., Civ. No. 03-60021 (S.D. Fla. 2003). See Press

Release, Deceptive Mortgage Scam Halted (Mar. 20, 2003), available at www.ftc.gov/opa/
2003/03/thirty6.htm; Press Release, Internet Mortgage Scam Halted (Dec. 9, 2003),
available at www.ftc.gov/opa/2003/12/30mm2.htm.

111. 30 Minute Mortgage, Inc., Civ. No. 03-60021.
112. Id. See Press Release, Deceptive Mortgage Scam Halted (Mar. 20, 2003), avail-

able at www.ftc.gov/opa/2003/03/thirty6.htm; Press Release, Internet Mortgage Scam
Halted (Dec. 9, 2003), available at www.ftc.gov/opa/2003/12/30mm2.htm.
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been so egregious or widespread as to warrant an enforcement action.
By way of example, in 2003, suit was filed against National Research
Center for College and University Admissions, Inc., American Student
List, LLC, and Don M. Munce alleging that the defendants obtained
extensive personal information from millions of high school students
on the pretext that the information would be provided only to colleges
and universities. In fact, the companies also sold students' detailed
data to direct marketers, list brokers, and other commercial
companies.113

In November of 2004, the FTC filed suit against a Canadian en-
terprise for pretexting violations in FTC v. XTEL Marketing, Inc.114

The defendants targeted the elderly, cold calling them and posing as
Social Security representatives. The defendants advised the elderly
consumer that certain Social Security computer systems had suffered
a failure and to ensure receipt of their Social Security benefit pay-
ment, the bank account information must be re-entered. Alterna-
tively, these same defendants contacted elderly consumers posing as
Medicare representatives and offering a new Medicare insurance pro-
gram that provided discounts on medication and eyeglasses. The con-
sumer was asked to provide bank account information to allow
Medicare to debit the enrollment fee of $299. It was estimated that
consumers lost approximately $1 million in these scams. 115

B. PRIVATE ENFORCEMENT

As discussed, federal and state regulatory agencies' limited re-
sources require that they focus their enforcement investigations on in-
dustries or on particular widespread scams. That result may be
appropriate because the resulting damages incurred by any consumer
are often inconsequential or speculative enough to make the filing of
an individual suit impractical. Where does that leave the individual
consumers who do not fall within the scope of one of these investiga-
tions, whose "rights" under the GLBA have been violated, and who
seeks justice? The short answer is, not much better off than they were
before 1999.

Emboldened by the protections allegedly granted with the pas-
sage of the Gramm-Leach-Bliley Act, consumers whose confidential fi-
nancial information had been mishandled filed suits to offensively
enforce their rights. The threshold issue faced by courts was whether
a private right of action existed under the GLBA. While not expressly

113. In re Nat'l Research Ctr. for Coll. & Univ. Admissions, FTC File No. 022-3005
(Oct. 2, 2002).

114. FTC v. XTEL Mktg., Inc., Case No. 04C7238e (N.D. Ill. 2004).
115. Id. at 5.
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addressing the issue of the existence or non-existence of a private
right of action, Congress had noted, "This subchapter and the regula-
tions prescribed thereunder shall be enforced by the Federal func-
tional regulators, the State insurance authorities, and the Federal
Trade Commission with respect to the financial institutions and other
persons subject to their jurisdiction."1 16 One by one, the courts ad-
dressing the issue relied upon this provision to determine that the
GLBA did not allow for a private right of action, with little to no addi-
tional comment. 117

The first two opinions to offer much analysis of the issue were
delivered by the United States District Court for the District of Kan-
sas 1 18 and the Northern District of Illinois. 1 19 Although both opinions
are also unreported, they provide insight into the courts' reasoning in
refusing to recognize a private right of action.

In Briggs v. Emporia State Bank and Trust Co.,120 plaintiffs al-
leged that defendant bank had permitted a bank employee to have
access to plaintiffs' banking records and related personal financial
statements. The employee allegedly used that information to her own
advantage in unrelated litigation between plaintiffs and the employee.
The complaint also alleged that the bank was aware of similar conduct
by this same employee on other occasions. When the information was
utilized as an exhibit during depositions, plaintiffs immediately filed
suit against the bank, alleging GLBA violations. The district court,
relying upon previous unreported decisions and on the language in 15
U.S.C.A. §6805, determined that there was no private right of action,
express or implied, to consumers under the GLBA. 12 1

In American Family Insurance Company v. Roth,122 American
Family filed a non-compete action against a former broker. One claim
included in the action was that the broker had taken and used confi-
dential information about insureds, in violation of the rights of those
insureds under the Gramm-Leach-Bliley Act. The Roth Court exten-
sively analyzed the availability of a private right of action. Utilizing

116. 15 U.S.C.A. § 6805(a).
117. E.g., Menton v. Experian Corp., 2003 WL 21692820, *3 (S.D.N.Y. July 21,

2003) (not reported); Borninski v. Williamson, 2004 WL 433746, at *3 (N.D. Tex. Mar. 1,
2004) (not reported); Lacerte Software Corp. v. Profl Tax Servs., 2004 WL 180321, at *2
(N.D. Tex. Jan. 6, 2004) (not reported); Farley v. Williamson, 2005 WL 3579060
(W.D.N.Y. Dec. 30, 2005) (not reported).

118. Briggs v. Emporia State Bank & Trust, 2005 WL 2035038 (D. Kan. Aug. 23,
2005).

119. Am. Family Ins. Co. v. Roth, slip op., 2005 WL 3700232 (N.D. Ill. Aug. 05, 2005)
(not reported).

120. Briggs, 2005 WL 2035038 (D. Kan. 2005).
121. Id. at *3.
122. Roth, slip op., 2005 WL 3700232.
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various rules of statutory construction, the court found it could not
reach any other conclusion but that no private right of action existed:

The purpose of the Act was not to create rights but to allow
for enhanced competition among entities that hitherto could
not compete with each other. The protection of confidential
information was ancillary to that goal. More importantly, the
existence of a duty imposed by statute on a class of individu-
als or entities does not perforce create correlative rights in a
separate class merely because the latter will receive a benefit
from the former's compliance with the imposed duties. For,
as the Supreme Court has stressed, "[s]tatutes that focus on
the person regulated rather than the individuals protected
create 'no implication of an intent to confer rights on a partic-
ular class of persons.' " Sandoval, 532 U.S. at 289. Even
where a statute was intended to benefit a defined class of in-
dividuals, the Supreme Court has held that a private right of
action need not necessarily be implied. 1 23

Finding no private right to offensively enforce Gramm-Leach-
Bliley violations, individuals next hoped to at least be able to use
those rights defensively. The results of the defensive efforts have been
mixed. In Marks v. Global Meeting Group, Inc., 124 Union Planters
Bank, N.A. v. Gavel, 12 5 and Martino v. Barnett,126 defendant lenders
objected to discovery of customer financial information on the grounds
that such disclosure would violate the privacy rights of those custom-
ers. In each of those actions, the courts relied upon one of several ex-
ceptions to the GLBA limitations, including the exceptions for judicial
process or fraud. 127 On the other hand, in Chao v. Community Trust
Co.,128 a Pennsylvania federal court held that it would not compel a
party to produce records if to do so would violate an individual's pri-
vacy rights under the GLBA.12 9

In only one case to date has a court held there to be a right to
enjoin the disclosure of confidential information protected by the
GLBA. In Union Planters Bank, N.A. v. Gavel,130 the plaintiff bank
sought an injunction in a state court action to prevent being required
to release private consumer financial information. The district court

123. Id. at *8.
124. 218 F.R.D. 492 (S.D. W.Va. 2003).
125. 2003 WL 1193571 (E.D. La. 2003 Mar. 12, 2003) (not reported).
126. 595 S.E.2d 65 (W.D. Va. 2004).
127. Marks v. Global Mortgage Group, Inc., 218 F.R.D. 492, 495-96 (S.D. W.Va.

2003); Union Planters Bank, N.A. v. Gavel, 2003 WL 1193571, *8 (E.D. La. Mar. 12,
2003) (not reported); Martino v. Barnett, 595 S.E.2d 65, 70-72 (W.D. Va. 2004).

128. 2005 WL 1084619 (E.D. Pa. Sept. 26, 2005) (not reported).
129. Chao v. Cmty. Trust Co., 2005 WL 1084619 (E.D. Pa. 2005) (not reported).
130. Union Planters Bank, N.A. v. Gavel, 2003 WL 1193671 (E.D. La. Mar. 12,

2003).
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granted a permanent injunction under the GLBA. 13 1 On appeal, the
Fifth Circuit vacated the injunction on other grounds and remanded
the case to the district court. 132 While the Fifth Circuit made no ref-
erence in its opinion to the GBLA, it specifically vacated the district
court's opinion on the bank's GLBA action as well.13 3

Finally, individual consumers have plead the GLBA as an indus-
try standard creating a duty to the consumer for purposes of negli-
gence or negligence per se. The theory was plead, but not resolved, in
Guin v. Brazos Higher Education Service Corporation, Inc.'3 4 and
Dunmire v. Morgan Stanley DW, Inc.135 In Guin, for purposes of sum-
mary judgment, the parties conceded that the GLBA established a
duty of care.13 6 The court was therefore never afforded the opportu-
nity to consider whether such a duty of care exists. And while the
issue may be currently pending in other actions, no opinions have as
yet been issued. In Dunmire, for purposes of argument on summary
judgment, the court assumed that the GLBA established a duty, but
held the Act had not been violated.137 The fundamental issue of
whether the GLBA establishes a duty of care has still not been di-
rectly addressed.

CONCLUSION

Five years after its implementation, what has the GLBA accom-
plished? Has it accomplished its primary purpose of facilitating the
sharing of financial data between affiliated entities, so as to allow fi-
nancial institutions to better compete and thereby reduce costs to con-
sumers? Have its safeguards protected consumers from unauthorized
disclosures of confidential financial information? The answers are
mixed and the conclusions not final. The GLBA has proven to be a
work in progress, which continues to be adjusted as it plays itself
out.' 38 In the short term, most consumers are not likely to see its
effects beyond yearly written notices, and most financial institutions
are not likely to see its effects beyond increased procedures and

131. Union Planters Bank, 2003 WL 1193671, at *5-*9.
132. Union Planters Bank Nat'l Ass'n v. Salih, 369 F.3d 457 (5th Cir. 2004).
133. Salih, 369 F.3d at 463 n.10.
134. 2006 WL 288483 (D.Minn. Feb. 7, 2006).
135. 2005 U.S. Dist. LEXIS 33496, Case No. 4:04-CV-01059 (W.D. Mo. Apr. 7, 2005).
136. Guin v. Brazos Higher Educ. Serv. Corp., 2006 WL 288483, *3 (D. Minn. Feb. 7,

2006).
137. Dunmire v. Morgan Stanley DW, Inc., 2005 U.S. Dist. LEXIS 33496, Case No.

4:04-CV-01059 (W.D. Mo. Apr. 7, 2005).
138. See Evolution of a Prototype Financial Privacy Notice: A Report on the Form

Development Project, KLEIMANN COMMUNICATIONS GROUP, INC., SPONSORED BY THE FRB,
FDIC, FTC, NDUA, OCC, AND SEC (Feb. 28, 2006), available at http://www.ftc.gov/pri-
vacy/privacyinitiatives/ftcfinalreport060228.pdf.
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paperwork. But while not immediate, the GLBA will hopefully prove
to be the start of a change in attitude; a change that acknowledges and
protects individuals' privacy rights, even in the face of commercial
progress. The GLBA has proven not to be a destination, but the begin-
ning of a journey.
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