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INTRODUCTION'

By and large, the novel question regarding the admissibility of
web-based evidence-business and personal websites, social-networking pages, and the like-is going to be authentication. (But even this,
as I will explain below, is not as novel as it seems at first glance.)
Once the evidence is authenticated, that is, once it is shown to be
what its proponent claims it is, most of the rest of the evidentiary
problems are the common problems lawyers face all the time. For example, is the printout itself hearsay or are some of the matters asserted on the printout or in the recording hearsay? Does the printout
run afoul of the rule requiring the production of the original, a.k.a.,
the best evidence rule? Can the court take judicial notice of the website and of matters found on the website?
Having in mind that the novel questions are, by and large, questions regarding authentication, I will start there. . .in a moment. But
first, let me point out this illuminating fact. Electronic evidence has
been with us for a long time-web pages, electronically stored information, digital recordings of voice messages, Facebook, Twitter, and
MySpace pages are not new. If that causes you to wonder why the law
of evidence has not adopted new and special rules for dealing with the
admissibility of this kind of evidence, the answer is that the rules that
pre-existed electronic evidence provide an adequate framework for
resolving the evidentiary problems involved with the introduction of
this kind of evidence as well. The technology is new; the evidentiary
problems are not.
1. This article had its genesis in a much shorter online piece published by, and
used with permission from, the NACTT Academy; original publish date December 13,
2010, http://considerchapterl3.org/2OlO/12/13/evidentiary-problems-associated-withthe-introduction-of-web-based-evidence/. It went through a second iteration as a
handout at the 2011 Eighth Circuit Judicial Conference.
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While the evidentiary issues are not new, the evidence itself is
new enough that it may take some work to convince some judges that
the associated evidentiary problems are not new.
II. EVIDENTIARY PROBLEMS ASSOCIATED WITH THE
INTRODUCTION OF WEB-BASED EVIDENCE
A.

AUTHENTICATION AND IDENTIFICATION OF WEB-BASED EVIDENCE

1.

Authentication Using Rules 901 and 902 of the Federal Rules of
Evidence

Hereafter are parts of Evidence Rules 901 and 902. The text of the
rule appears in italics and is indented at the left- and right-hand margins. My comments follow each subpart of the rule and appear in Roman type without margin indention.
Rule 901. Authenticating or Identifying Evidence
(a) In General. To satisfy the requirement of authenticating
or identifying an item of evidence, the proponent must produce
evidence sufficient to support a finding that the item is what
the proponent claims it is.
(b) Examples. The following are examples only-not a complete list-of evidence that satisfies the requirement:

(1) Testimony of a Witness with Knowledge. Testimony
that an item is what it is claimed to be.

Testimony of a witness with knowledge will sometimes work to
authenticate web-based evidence. The person with firsthand knowledge may be in the courtroom, on the stand, and either willingly admit
or have no way to deny the authenticating facts. Your witnesses can
identify their own emails, phone messages, and social-networking
pages. 2 The witness to an online chat might be a police officer involved
2. Sometimes the victim's personal knowledge of the contents of the emails, that
they were received by the victim, and that the victim sent emails to the defendant's
email address is sufficient to authenticate the emails in question. See, e.g., United
States v. Gagliardi, 506 F.3d 140, 151 (2d Cir. 2007) (stating that two undercover
agents' testimony that emails and transcripts of instant message chats were accurate
records of defendant's conversations with the agents' screen names "Lorie" and "Julie"
authenticated the exhibits). "The testimony of a witness with knowledge that a matter
is what it is claimed to be is sufficient to satisfy this standard." Gagliardi,506 F.3d at
151. See State v. Bohlman, No. A05-207, 2006 WL 915765, at *7 (Minn. Ct. App. Apr. 11,
2006) (finding that a witness's emails containing the defendant's name and sent to an
address from which the witness frequently sent and received emails authenticated the
exhibits); Kearely v. State, 843 So. 2d 66, 70 (Miss. Ct. App. 2002) (stating that a witness vouching for the accuracy of email print-outs, along with the defendant having
admitted to sending the emails to the victim, constituted proper authentication); Ussery
v. State, No. 03-07-00116-CR, 2008 WL 269439, at *7 (Tex. App. Jan. 30, 2008) (finding
that a witness's testimony identifying copies of email messages as fair and accurate
representations of actual emails is sufficient authentication); Shea v. State, 167 S.W.3d
98, 105 (Tex. App. 2005) (stating that a witness's testimony that six received emails
were from the defendant is sufficient authentication); Hammontree v. State, 642 S.E.2d
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in a chat-room sting.3 Counsel may be able to get other witnesses to
testify that the purported sender did in fact send the email, make the
phone call, post the material on Facebook, send the tweet, or that the
MySpace page was the page of the particular person. Perhaps the
third-party witness was there and saw the chat, watched the posting,
or overheard the use of speech recognition software 4-analogous to a
412, 415 (Ga. Ct. App. 2007) (stating in a child molestation case that testimony of the
victim's recollection of online, instant-message conversations properly authenticated
the printouts of these online conversations); In re F.P., 2005 PA Super 220, % 5-15, 878
A.2d 91, 94-96 (Pa. Super. Ct. 2005) (stating that the testimony of a witness with personal knowledge is sufficient to authenticate an internet instant-message conversation
and that testimony from an internet service provider or computer forensics expert is not
needed).
Courts in civil cases also have held that emails can be sufficiently authenticated
based upon the testimony of a witness who received or sent the emails. See Bouriez v.
Carnegie Mellon Univ., No. Civ.A. 02-2104, 2005 WL 2106582, at *5-7 (W.D. Pa. Aug.
26, 2005) (holding that documents offered by defendant in opposition to plaintiffs motion for summary judgment were authenticated by plaintiffs production during discovery, and that other documents could have been authenticated had the defendant
provided affidavits by their authors, but no such affidavits were provided), vacated on
othergrounds and remanded, 585 F.3d 765 (3d Cir. 2009); Tibbets v. RadioShack Corp.,
No. 03 C 2249, 2004 WL 2203418, at *13 (N.D. Ill. Sept. 29, 2004) (authenticating a
RadioShack manager's emails by the manager's testimony that copies of email
messages to and from him were true copies of his correspondence); Hussein v. Univ. and
Cmty. College Sys., Nos. 3:04-CV-0455 JCM RAM, 3:05-CV-0076 JCM RAM, 2007 WL
4592225, at *1-2 (D. Nev. Dec. 28, 2007) (stating documents can be authenticated if the
offering party can show that the documents were produced during discovery by the
party against whom they are offered). See also cases in notes 3, 4, 7, 57, and 69, infra.
However, a witness's testimony that he personally printed documents from a
party's website is insufficient to authenticate the printouts. In Wady v. Provident Life
& Accident Ins. Co. of Am., 216 F. Supp. 2d 1060, 1064-65 (C.D. Cal. 2002) the district
court held the witness's affidavit that he had personal knowledge of his printing off
documents from the insurer's website was insufficient to authenticate the documents
because he lacked personal knowledge of either the documents' accuracy, on the one
hand, or the person who maintained the site or authored the documents, on the other.
3. See People v. Foley, 692 N.Y.S.2d 248, 257 (1999) (authenticating a computer
disc containing chat room conversations between an undercover officer and the defendant with the officer's testimony identifying the disc); State v. Webster, 955 A.2d 240,
244 (Me. 2008) (authenticating a transcript of online chats with the testimony of an
undercover officer who participated in the chats that the evidence was a true and accurate representation of the chat logs, how the logs had been stored, and that the logs had
not been tampered with). See also cases in notes 2, supra, and 4, 7, 57, and 69, infra.
4. For example, a witness who saw-or with voice recognition software, heard one
half and saw the other half on screen-a conversation in a chat room may authenticate
the exhibit by testifying that the exhibit in question is a true and accurate representation of the online conversation. See, e.g., Gagliardi,506 F.3d at 151 (authenticating
transcripts of defendant's online conversations with "Lorie" and "Julie" with two witnesses to the conversations testifying that the exhibits were accurate records of those
conversations); United States v. Tank, 200 F.3d 627, 630-31 (9th Cir. 2000) (authenticating logs and printouts of online conversations by a member in the chat room testifying to how he prepared the logs and that the printouts were an accurate representation
of the conversations he witnessed); Ford v. State, 617 S.E.2d 262, 265-66 (Ga. Ct. App.
2005) (authenticating a transcript of a chat by a witness testifying that he personally
witnessed the chat in real-time and that the transcript accurately portrayed the conversation). See also cases in notes 2 and 3, supra, and 7, 57, and 71, infra.
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witness authenticating a signature on a will through personal observation. (Also, though it is not testimony, offering counsel may be able
to get opposing counsel to admit or stipulate to authenticity.5 )
A photograph from a Facebook page showing the criminal defendant half-dressed and fully-drunk at a party during the thirty-one
days when she had not yet reported that her nearly-three-year-old
daughter was missing, or during the five months between the time her
daughter was reported missing and the little girl's body was found,
can be authenticated by someone who was at the party, remembers
when the party occurred, and can identify the defendant from the
photo. It does not matter where the photo was found: on Facebook, on
a camera's flash memory card, or in a shoebox. They are all just photos
and can be authenticated in the ordinary, old-fashioned way. When it
is irrelevant whether the Facebook page was the source of the photo,
then just because it was found on the web does not make authentication any more complicated.
Sometimes a witness will not have any recollection of a particular
exhibit-say, for example, an email from a business-but will be able
to testify that the exhibit in question is the kind regularly made by the
organization in question. This (perhaps in conjunction with other evidence such as the emails' "From" and "To" addresseS6 ) should authenticate the exhibit and, at the same time, get it around the hearsay
rule. It is a record of a regularly conducted activity. Often, in fact, the
evidentiary burden for establishing the business records exception to
the hearsay rule will also authenticate the document. 7
The witness with personal knowledge can be an expert witness.
From the standpoint of the criminal, one of the worst things about
5. See FED. R. Civ. P. 16 & 32; infra note 52.
6. See the discussion of FED. R. EVID. 901(b)(4) in infra notes 14-24 and accompanying text.
7. FED. R. EvID. 803(6) ("The Business Records Exception"). See generally G.
Michael Fenner, THE HEARSAY RULE 169-182, 386-387 (Carolina Academic Press, 3d ed.,
2013) (hereinafter Fenner, THE HEARSAY RULE (3d ed.)).
For example, in Stahl v. Baxter HealthcareCorp., No. 4:06CV0865 AGF, 2008 WL
4488937 (E.D. Mo. Sept. 30, 2008), the court found that the defendant met its burden
under Rules 803(6) and 902(11). A witness who had no personal knowledge of the business records in issue testified as to his personal knowledge of the business practices at
the relevant place of business. The court cited Thanongsinh v. Bd. of Educ., 462 F.3d
762, 776-66 (7th Cir. 2006), which held that "[tihe custodian of the records need not be
in control of or have individual knowledge of the particular corporate records, but need
only be familiar with the company's recordkeeping practices." Stahl, 2008 WL 4488937,
at *3 (alteration in original). The Stahl court also cited DirectTV, Inc. v. Reyes, No. 03 C
8056, 2006 WL 533364, at *3-4 (N.D. Ill. Mar. 1, 2006), which held that an "employee
who was not employed by [sic] company at the time account information was entered
into the company's computer could authenticate computer printouts of account information, because she had knowledge of the procedures by which the computerized records
were created and maintained." Stahl, supra, at *3. The same would seem to be true for
web-based business information.
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being investigated by the federal government is all of the resources
federal law enforcement agents have at their disposal. The FBI has,
for example, experts in the identification of counterfeit money, the origin of firearms, and all anyone would ever need to know about illegal
drugs. Likewise, they have experts in tracing and identifying the
source of web-based materials. Their knowledge, including their education and experience, will allow them to form conclusions that can
authenticate web-based evidence.8 And there are a growing number
of experts available for hire by the other side of a criminal case or
either side of a civil case. 9 There are also experts who work for the
companies upon whose platforms the web-based evidence is found: a
webmaster, for example.' 0
8. To find child pornography transmissions, Government agents will search
Gnutella Network, a public file sharing network. United States v. Werlein, 2010 U.S.
Dist. LEXIS 70725, at *4 (D. Minn. June 24, 2010). The National Security Agency and
the National Institute of Standards and Technology developed the Gnutella Network,
which uses a software encryption method called Secure Hash Algorithm Version 1
("SHAl"). Werlein, 2010 U.S. Dist. LEXIS 70725, at *4. SHA1 reveals a file's "digital
signature" in order to verify the identity of individual files regardless of the particular
file name chosen by the user. Id. This digital signature is called a SHA1 hash value.
Id. Government agents can conclude "with a precision that greatly exceeds 99.9 percent
certainty" whether any two files' digital signatures are identical. Id. at *5. Qualified
expert government agents can use SHA1 hash values to determine whether something
is what it purports to be.
In United States v. Massey, No. 4:09CR506-DJS, 2009 WL 3762322 (E.D. Mo. Nov.
10, 2009), the defendant argued that there was no probable cause for the search warrant used to gain access to his home. A police detective used the Gnutella Network and
an online provider's information to identify a particular IP address in the St. Louis area.
Massey, 2009 WL 3762322, at *2-3. The officer discovered that the SHAl hash values
had been seen in a prior investigation and were believed to be child pornography. Id.
Using the SHA1 hash value, the officer viewed twenty-six images of child pornography
connected to the IP address. Id. at *3. The name, address, and billing information for
the IP address in question was subpoenaed from the online provider. Id. The defendant
initially admitted to the crime but later argued that a neighbor, a drive-by user, or even
a distant browser could download or upload images simply by accessing the defendant's
home network. Id. at *4, *5. Therefore, the defendant argued, there was no sufficient
link between a possible user of the IP address assigned to a particular residence and
someone living at that residence. Id. at *5. In opposition to the defendant's objection,
the Government argued that the defendant did not put forth any evidence that another
person was likely accessing that particular IP address. Id. The court found there was
probable cause. Id. at *6. The defendant's argument-that mere association between an
IP address and a physical address is insufficient to establish probable cause-did not
carry the day. There must be some kind of evidence that someone else was accessing
the account. See id. at *5. It seems that the Government created a presumption and the
defendant answered with speculation and not rebutting evidence. This same kind of
expert testimony could as easily be used to establish authenticity at trial.
9. Without promoting anyone's business, Google has their contact information.
10. See, e.g., United States v. Norman, No. 4:10CR00059 JLH, 2011 WL 2678821,
at *2-3 (E.D. Ark. June 30, 2011) (finding that, among other evidence, a company's
statement that there were two users associated with a particular pseudonym used on its
website, one of whom was the defendant, was enough probable cause to support an affidavit for a search warrant of the defendant's residence; the same reasoning could authenticate the evidence at trial). See also United States v. Nixon, 694 F.3d 623, 633-34
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On motions for summary judgment-or other situations where an
affidavit can be used in spite of the hearsay rule and, against the accused in a criminal setting, in spite of the Confrontation Clause-an
affidavit from someone with knowledge of the website, the webmaster,
for example, will satisfy the authentication requirement.' 1
(6th Cir. 2012) (describing the following authentication procedure for a screenshot of a
computer-generated spreadsheet: "the manager of the fraud-resolution department at
ProPay testified . . . that ProPay stores all information for individual accounts in an
electronic database;" when the government subpoenaed defendant's account information, he utilized database-querying software to retrieve the information; it appeared on
his computer in a spreadsheet; he took a screenshot of the spreadsheet and printed it
out; the government's exhibit was the screenshot; holding that the information on the
spreadsheet fits under the business records exception to the hearsay rule because the
evidence here is the electronic version of the records, which "were created and kept in
the regular course . . . of ProPay's business operations" and that, while the spreadsheet
was produced pursuant to a subpoena for purposes of litigation, the evidence is the information stored in the database-the computer's automatic generation of the spreadsheet is not an assertion and the computer is not an out-of-court declarant. See infra
note 78 and accompanying text.).
11. The use of affidavits at the summary judgment stage of the proceeding is discussed further in notes 56-57 and the accompanying text, infra.
The Internet Archive ("Archive"), found at Archive.org, is a website that provides
access to former websites, older versions of current websites, and other "cultural artifacts in digital form." Sam's Riverside, Inc. v. Intercon Solutions, Inc., 790 F. Supp. 2d
965, 980 (S.D. Iowa 2011). The Archive uses software programs called crawlers to compile data received from third parties. This enables the Archive to store websites as the
sites existed at certain points in time. Sam's Riverside, 790 F. Supp. 2d at 980. The
Archive created the "Wayback Machine," which allows users to search these stored
webpages. Id. See also Keystone Retaining Wall Sys. v. Basalite Concrete Prods., No.
10-CV-4085 (PJS/JJK), 2011 WL 6436210, at * n.9 (D. Minn., Dec. 19, 2011); Healthcare Advocates, Inc. v. Harding, Early, Follmer & Frailey, 497 F. Supp. 2d 627, 630
(E.D. Pa. 2007), both quoted and discussed in the text accompanying notes 45-46, infra.
The Archive provides a way for counsel to find, and then witnesses to authenticate,
archived webpages. For example, in Netscape Commc'ns v. ValueClick, Inc., 707 F.

Supp. 2d 640 (E.D. Va. 2010), the author of a document posted online and retrieved from
Archive.org authenticated the document from personal knowledge. See Sam's Riverside,
790 F. Supp. 2d at 981 n.24 (discussing the facts of Netspace Commc'ns). Some courts
have decided that an affidavit from an employee of the Archive is sufficient to authenticate screen shots retrieved from Archive.org. Id. (referencing St. Luke's Cataract& Laser Inst., P.A. v. Sanderson, 2006 U.S. Dist. LEXIS 28873, at *2 (M.D. Fla. May 12,
2006) (finding that an affidavit by a "representative of Internet Archive with personal
knowledge of its contents, verifying that the printouts Plaintiff seeks to admit are true
and accurate copies of Internet Archive's records would satisfy Plaintiffs obligation to
this Court")).
At the preliminary injunction stage, Sam's Riverside, Inc., the plaintiff in Sam's
Riverside, supra, needed to show that "prior to 2001 it had established protectable
rights in the term 'Sam's Riverside.'" It offered two declarations corresponding to
screen shots taken from the Archive. The first was the declaration of Hainline, an employee of Sam's Riverside. His declaration focused on Sam's Riverside and its past use
of the mark. He affirmed that certain screen shots were true and accurate representations of certain historic Sam's Riverside web pages. However, such declarations must
"'set out facts that would be admissible in evidence, and show that the affiant . . . is
competent to testify on the matters stated.' Fed. R. Civ. P. 56(c)(4) (emphasis added)."
Sam's Riverside, 790 F. Supp. 2d at 978. Hainline's declaration failed to assert any
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facts showing that he had personal knowledge of the things he affirmed, "and the Court
may not consider it." Id. at 982.
The second declaration was that of Butler, an employee of the Archive. His declaration focused on the Archive and stated facts about how the Archive works-how it gathers and preserves information and how that information is retrieved. Butler affirmed
that he had personal knowledge, not of the contents of the webpage, but of how the
Wayback Machine worked. Id. The court found that this affidavit was sufficient to
authenticate the screen shots attached thereto. The court went on, however, to find
that none of the contested screen shots were attached to Butler's affidavit, and the shots
that were attached were outside of the relevant time period, and the court could not
consider this affidavit either. Id. at 981-82.
One important point here is that the affidavit of the Sam's Riverside employee who
had no personal knowledge of its website at the time at issue was insufficient to authenticate the screen shots, but the affidavit of the Archive's employee who had no personal
knowledge of the Sam's Riverside's website at the time in issue was sufficient because
he had personal knowledge of how the Archive works. Sam's Riverside seems to take
judicial notice of the accuracy of the information found on the Archive.
Keystone Retaining Wall Sys. v. Basalite Concrete Prods., No. 10-CV-4085 (PJS/
JJK), 2011 WL 6436210 (D. Minn., Dec. 19, 2011), is a particularly important case on
the subject of the Archive. As in Sam's Riverside, at the preliminary injunction stage,
the court took judicial notice of the authenticity of evidence retrieved from the Archive.
It went one step further and, at this preliminary stage, took judicial notice of the accuracy of the Archive itself. The movant need not present evidence of the reliability of the
Archive or the accuracy of the screen shot retrieved therefrom. In addition, the Keystone Retaining Wall court seemed poised to take judicial notice of the Archive at any
stage of the proceeding. Keystone Retaining Wall, 2011 WL 6436210 at *9 & n. 9. Keystone Retaining Wall and the larger topic of judicial notice of web-based evidence are
discussed in the text accompanying notes 39-50, infra.
See also Fireside IP L.L.C. v. Letyagin, 885 F. Supp. 2d 906, 921 (N.D. Iowa 2012)
(holding that "[pirivate web-sites . . . are not self-authenticating. To authenticate
printouts from a website, the party proffering the evidence must produce 'some statement or affidavit from someone with knowledge [of the website] . . . for example [a] web
master or someone else with personal knowledge would be sufficient.'") (citing cases)
(quoting In re Homestore.com, Inc. v. SEC Litig., 347 F. Supp. 2d 769, 782 (C.D. Cal.
2004)); Griffin v. State, 19 A.3d 415, 424 (Md. 2011) (noting that the "potential for abuse
and manipulation of a social networking site by someone other than its purported creator and/or user leads to our conclusion that a printout of an image from such a site
requires a greater degree of authentication").
Compare Masters v. UHS of Del., Inc., No. 4:06CV1850-DJS, 2008 WL 5600714, at
*2 (E.D. Mo. Oct. 21, 2008) (finding FED. R. Evio. 901 satisfied when plaintiff submitted
an affidavit of a person with knowledge of how information was collected and stored at
the Archive), Telewizja Polska USA, Inc. v. Echostar Satellite Corp., 2004 U.S. Dist.
LEXIS 20845, at *18 (N.D. Ill. Oct. 14, 2004) ("[Opposing counsel] has presented no
evidence that the Internet Archive is unreliable or biased. And Plaintiff has neither
denied that the exhibit represents the contents of its website on the dates in question,
nor come forward with its own evidence challenging the veracity of the exhibit. Under
these circumstances, the Court is of the opinion that [the Archive employee's] affidavit
is sufficient to satisfy Rule 901's threshold requirement for admissibility.") and Novak
v. Tucows, Inc., 2007 U.S. Dist. LEXIS 21269, at *14-18 (E.D.N.Y. Mar. 26, 2007) (deciding webpage printouts were not properly authenticated because plaintiff attested he
retrieved the webpage printouts from the "Wayback Machine" but did not have personal
knowledge of the printouts; stating plaintiff was neither an employee of the Archive, nor
the author of the webpage retrieved), with St. Luke's Cataract & Laser Inst., P.A. v.
Sanderson, 2006 U.S. Dist LEXIS 28873, at *2-5 (M.D. Fla. May 12, 2006) (stating that
a certified affidavit of the administrative director of the Archive, procured from a previous litigation, without more, was insufficient to satisfy the requirements for
authenticity).
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(3) Comparison by an Expert Witness or the Trier or
Fact. A comparison with an authenticatedspecimen by an expert witness or the trier or fact.
There will be cases where the trier of fact or, perhaps more commonly, an expert witness can compare the evidence in question with
other previously authenticated evidence and conclude that the former
is from the same source. This could include a string of emails where
some can be authenticated standing alone and others can be authenticated by consistencies or similarities among the emails.12 This is no
different, really, than authenticating handwritten material with a
witness who testifies to unique uses of language, punctuation, spelling, and the like.' 3 (Other than that, I certainly do not understand
how this is done in the context of web-based evidence; this is why we
may well need an expert; I do, however, understand that it is done,
perhaps even by a lay-witness, just not the lay-witness author of this
article.)
(4) Distinctive Characteristics and the Like. The appearance, contents, substance, internalpatterns, or other distinctive characteristics of the item, taken together with all the
circumstances.
"Distinctive Characteristics and the Like" will work to authenticate some websites. This method should work to authenticate an exhibit as a Facebook or MySpace page.14 This method might also work
to authenticate the exhibit as the Facebook or MySpace page of the
person or business in question. The entry might disclose information
peculiarly known to the alleged author, 15 photographs uniquely avail12. See, e.g., Bloom and Downin, cited and described infra, in note 15; Massimo v.
State, 144 S.W.3d 210, 215-16 (Tex. App. 2004) (stating that when authenticating
emails, courts should consider consistencies with other emails known to have been sent
by the same person); Kupper v. State, No. 05-03-00486-CR, 2004 WL 60768, at *3 (Tex.
App. Jan. 14, 2004) (authenticating emails as from the same sender because they contained similar fact scenarios).
13. See the discussion of Rule 901(b)(4), infra notes 14-24 and accompanying text.
14. See also the discussion of Rule 902(7) in the text following note 28, infra.
15. See, e.g., United States v. Simpson, 152 F.3d 1241, 1249 (10th Cir. 1998) (authenticating evidence of printouts of chat room conversations that included details only
known to the defendant such as the name, street address, telephone number, and email
address given to the defendant by an undercover detective); Dickens v. State, 927 A.2d
32, 36 (Md. Ct. Spec. App. 2007) (authenticating a text message in part because "there
could only have been an exceedingly small number of persons who possibly could have
known [the facts contained therein]"); Bloom v. Commonwealth, 554 S.E.2d 84, 87-88
(Va. 2001) (authenticating evidence of instant-message chat sessions that included personal information about the purported author such as his name, his age, and the fact
that he had a three-year-old daughter; in addition, there were consistencies in the multiple messages that linked them all to the same author); People v. Downin, 828 N.E.2d
341, 350-51 (Ill. App. Ct. 2005) (authenticating evidence regarding defendant's emails
because the victim testified that the emails included information known only to the
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able to that person, and so on. Content and circumstances can indicate the authenticity of an entry.16
That an email message came from a party's work address might
be enough to satisfy the evidentiary burden of showing authenticity,
shifting the burden of raising doubts to the other side. (This evidentiary burden is, after all, not a particularly difficult burden to overcome.' 7 ) That the email reveals intimate details about the life of the
purported author might be enough-this rule, 901(b)(4), lists "content" and "substance" as two of the "[d]istinctive characteristics and
the like."' 8 The header on the email, perhaps together with a minimal
amount of other circumstantial evidence, or perhaps just the header
alone, should be enough.' 9 That a website posting was found at a distinctive web address might be enough.
As noted above, the web-based evidence in question may include
uses of language, punctuation, spelling, and the like that are unique
to one source and serve to authenticate (alone or along with other evidence) the author of the evidence. If the email was sent from a phone,
the authentication problem is the typical one of showing the person to
whom, or business to which, the phone number was assigned. 2 0
Examining the document's metadata-"[d]istinctive characteristics" describing the history, tracking, or management of an electronic
document-might authenticate the document under this part of Rule
victim and the defendant; in addition, similarities among the multiple emails circumstantially linked all of the emails to the same author); Robinson v. State, No. 07-990068-CR, 2000 WL 622945, at *3-4 (Tex. App. May 12, 2000) (evidence authenticating
defendant's emails included the victim's testimony that the emails contained information that could not have been known to others, such as a concern that the victim had
only shared with the defendant and a medical condition that the victim had only told his
father and the defendant).
16. E.g., Lorraine v. Markel American Ins. Co., 241 F.R.D. 534, 541-548 (D. Md.
2007) (discussing the various ways to authenticate web-based evidence and collecting
cases), discussed more fully in note 63, infra.
17. See the text accompanying note 63, infra.
18. Johnson v. State, 208 S.W.3d 478 (Tex. App. 2006) was a capital murder case in
which the defendant was on trial for being an accomplice in her husband's murder. A
reporter received an anonymous letter, purporting to be from a friend of the defendant.
Johnson, 208 S.W.3d at 499. The government's position was that the letter was from
the defendant since it was saved on her computer. The email described intimate details
of the defendant's life, including her history of having been sexually abused, her marriage, her second husband's suicide, her meetings with an accomplice, and her plan for
an upcoming trip. Id. These details confirmed that the defendant was the author and
were enough to authenticate the letter. Id.
19. An email itself may contain distinctive characteristics sufficient to support authentication under FED. R. EVID. 901(b)(4). In United States v. Safavin, 435 F. Supp. 2d

36, 40 (D.D.C. 2006), the court pointed out that emails often have distinctive characteristics, such as the "@"symbol, and include email addresses, many of which contain a
named party in an action. Also, many emails contain the name of the recipient or
sender in the body of the email, in the signature block, or in the subject header. Id.
20.

See FED. R. EVID. 901(b)(6), infra.
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901.21 If the information was found on a seized computer, that is cir-

cumstantial evidence that the information is that of the owner of the
computer.
Perhaps combine this distinctive-characteristics analysis with
part (1) above as follows: Have the witness who printed off the
Facebook page testify that he or she went to facebook.com, saw the
Facebook page in question, and printed it off, and that the printout is
an accurate depiction of what he or she saw on the Internet.
One larger point to be made here is that exhibits of the kind
under discussion can often be authenticated with circumstantial evidence. Another is that any of these things might satisfy the evidentiary burden of showing authenticity, shifting it to the party who
lodged the objection-kicking in a presumption of authenticity-rebuttable, of course, as with every other true presumption. 2 2
As a caveat to what is said above, there are courts that say that
the authentication of electronically stored information requires
greater scrutiny than paper records. 2 3 This is because, said one court,
there is greater potential for difficult-to-detect tampering with electronically stored information-either by the true user or someone
else-and because the technology changes so rapidly and is often so
new to judges. 24
(5) Opinion About a Voice. An opinion identifying a person's voice-whether heard firsthand or through mechanical
or electronic transmission or recording-basedupon hearing
the voice at any time under circumstances that connect it with
the alleged speaker.

Voice identification will work as a way to authenticate a voicemail
message, an audio note-to-self on an iPad, or any other new-media audio recording as being the voice of the alleged speaker. Though this
does not necessarily prove that the message itself is an accurate, unaltered recording of what that person said, it is enough to authenticate
the message and to shift the burden of producing contrary evidence to
the party claiming the message is inauthentic or inaccurate.
21.

See, e.g., Lorraine, notes 16, supra, and 63, infra.

22.

Federal presumptions shift the burden of production, not the burden of proof.

FED. R. EVID. 301.

23. See Griffin v. State, 19 A.3d 415, 424 (Md. 2011) (noting that the "potential for
abuse and manipulation of a social networking site by someone other than its purported
creator and/or user leads to our conclusion that a printout of an image from such a site
requires a greater degree of authentication").
24. Griffin v. State, 19 A.3d at 424; see also Commonwealth v. Williams, 926
N.E.2d 1162, 1172 (Mass. 2010) (holding that although the government demonstrated
the messages were sent by someone with access to the MySpace account in question, the
government did not demonstrate who actually sent the messages, how secure the web
site was, who could access it, and whether codes were needed for access).
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(6) Evidence About a Telephone Conversation. For a telephone conversation,evidence that a call was made to the number assigned at the time to (A) a particular person, if
circumstances, including self-identification, show that the
person answering was the one called; or (B) a particularbusiness, if the call was made to a business and the call related to
business reasonably transacted over the telephone.
The logic behind this rule applies just as well to email messages.
Altering the rule by substituting "email" for "telephone conversations," and underlining the alterations, the rule would appear as
follows:
For an email, evidence that the email was sent to the email
address assigned at the time to (A) a particular person, if circumstances, including self-identification, and perhaps the
content of a reply email, show the person answering was the
one emailed, or (B) a particular business, if the email was
ant to a business and the content related to business reasonably transacted by email.
And if the evidence is a text message from a phone, then the problem is no different than if it had been in the form of a telephone conversation rather than a telephone text message. 2 5
Consider, for example, a lawsuit against a business. If your client
has exchanged emails with the business, this logic could serve to authenticate an email exchange with that business. You still have to
show that the email address (like the telephone number) is the one
assigned at that time to that business. Sometimes that will be easy,
sometimes not as easy. Easy: sometimes the email address of the business will have distinctive characteristics or the like that, taken in
conjunction with the circumstances, including the content of the
emails exchanged, will be enough to authenticate the emails. 26 And, if
considered insufficient authentication, it can be enough to satisfy the
prima facie case and shift the evidentiary burden to the businessenough to create an evidentiary presumption of authentication. 27
Sometimes you will have the testimony of a witness with knowledge. 28
Sometimes you will get the same emails from your client and from
your opponent through discovery; this will authenticate the email exchange as one between your client and the business in question.
25. See State v. Taylor, 632 S.E.2d 218, 230 (N.C. 2006) (finding that a text message was sent from the defendant's cell phone based on the testimony of a witness from
the cell phone company who had knowledge of how that company's text messages are
sent, received, and stored by the company).
26. See FED. R. EvID. 901(4), supra.

27. See infra notes 63 and 97-99 and accompanying text.
28. See supra FED. R. EVID. 901(1), notes 2-11 and accompanying text.
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Sometimes you can access the website in the present, show that it
is the website of the business in question, find its "contact us" email
address, and infer that it was the address of that company in the past,
i.e., on the date the email in question was sent. This is at least circumstantial evidence enough to satisfy authenticity. Your client can
testify that the email did not come back as "undeliverable." That
kicks in the presumption of due receipt in the mail-"due receipt in
the email."
(7) Evidence About Public Records. Evidence that (A) a
document was recorded or filed in a public office as authorized by law; or (B) a purported public record or statement is
from the office where items of this kind are kept.

This can also be made to accommodate web-based evidence by adding just a few words to the rule just above, without in any way changing its meaning, with the additions underlined, to read as follows:
"Evidence that (A) a document was recorded or filed in a public office
as authorized by law; or (B) a purported public record or statement is
from the office, including the office's website, where items of this kind

are kept."
(8) Evidence About Ancient Documents or Data Compilations. For a document or data compilation, evidence that
it: (A) is in a condition that creates no suspicion about its authenticity, (B) was in a place where, if authentic, it would
likely be, and (C) is at least 20 years old when offered.

The World Wide Web has been around in some form since the late
1980s. There are documents or data compilations on the web that
have been in existence for at least twenty years. Ancient-document
authentication, along with the ancient documents exception to the
hearsay rule, 2 9 can make "ancient" websites and the "facts" contained
thereon admissible to prove the truth of the facts asserted.3 0 In addition, and as an ancient-document bonus, some courts say that Rule
805, which requires an exception or exclusion for each level of multiple
levels of hearsay, does not apply to ancient documents.3 1 Furthermore, under the original writing rule, a computer printout or a screen
capture of a web-based ancient document is a "duplicate."3 2 And "[a]
duplicate is admissible to the same extent as the original unless a gen-

29. FED. R. EVID. 803(16): A statement in a document that is at least 20 years old
and whose authenticity is established. See also infra note 90 and accompanying text.
30. See Fenner, THE HEARSAY RuLE (3d ed.), at 209-210, 386-387.
31. Id.
32. FED. R. Evmn. 1001(e).
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uine question is raised about the original's authenticity or the circumstances make it unfair to admit the duplicate."3 3
This is a frightening thought. Anyone can throw anything onto
the web, and much of what sticks is, to put it kindly, inaccurate. And
age authenticates those inaccuracies.
To mitigate the fear that inaccurate web-based data will be admitted under the ancient documents exception, consider this: There
may be other rules of evidence that keep the particular ancient document out-other than the rules regarding authentication and hearsay.
First among them would be Rule 403. If the probative value of the
evidence is sufficiently low, so low as to be substantially outweighed
by the danger of unfair prejudice, the judge can keep it out under Rule
403. Absent that, the counsel can argue, and the trier of fact can handle, the evidence as a credibility problem.
(9) Evidence About a Process or System. Evidence describing a process or system and showing that it produces an accurate result.

"Process or system" authentication may be a useful starting point
when, for example, authenticating computer simulations. 34 Often
parties will use expert witnesses who will describe a process or system
used to trace pseudonymous email or websites to their source. This is
a combination of personal knowledge and process or system. This is
described further elsewhere in these materials. 35
Rule 902. Self-Authentication
The following items of evidence are self-authenticating; they
require no extrinsic evidence of authenticity in order to be
admitted:
(5) Official Publications. A book, pamphlet, or other publication purporting to be issued by public authority.

The key question regarding "[o]fficial publications" authentication
seems to be this: Is the website intended to serve as the equivalent of
an official government publication?3 6
33. FED. R. EVID. 1003. The rule requiring the production of the original is discussed in somewhat more detail in the text accompanying notes 94-95, infra.
34.

See Lorraine, note 63, infra (quoting WEINSTEIN's EVIDENCE).

35. See particularly,notes 2-11 and accompanying text, supra, and the text accompanying notes 94-95, infra.
36. Even foreign government web publications are presumptively authentic. See
Qui Yun Chen v. Holder, 715 F.3d 207 (7th Cir. 2013). After giving birth to two children, in violation of China's one-child policy, Chen, a Chinese citizen, sought asylum in
the United States. She feared forced sterilization if sent back to Fujian province-a
fear legitimized when she received a letter from Fujian authorities demanding she return to the province for sterilization, and warning that if she didn't submit to the sterilization she would not be able to register her children with the government. Children
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(6) Newspapers and Periodicals. Printed material pur-

porting to be a newspaper or periodical.
Under this rule, the version of the Wall Street Journal as printed
on paper is self-authenticating. Using the logic of this rule, wouldn't
the Wall Street Journal as printed on its website be self-authenticating? And wouldn't this be so for all newspapers and periodicals-The
Wall Street Journal (www.online.wsj.com/home/page), the New York
Times (www.nytimes.com), Rupert Murdoch's The News of the World
(http://www.newsoftheworld.co.uk/) (oh, wait, since the voicemailhacking scandal there's no content there anymore), Consumer Reports
(www.consumerreports.org), the Blue Book (www.kbb.com) (that's the
Kelly Blue Book for motor vehicle values, not the Bluebook: A Uniform
System of Citation for citation formats, though that one would also be
self-authenticating if its contents were ever relevant to a cause of action). Each has the web address one would expect and, if you follow
each of the links listed, the front page has the appearance of what it
purports to be. Take the New York Times, for example. If, on midafternoon, July 11, 2011, you visited www.nytimes.com, you would see
this:
(The rest of this page is intentionally left blank to accommodate
the screen-shot on the next page.)

who are not registered cannot access public services and face myriad other social and
economic disadvantages. The Board of Immigration Appeals argued that because
Chen's children had been born in the United States, Chen was exempted from the
Fujian sterilization policy. However, Fujian province's website posted a document
known as the "Robert Lin document," which explained sterilization was mandatory for
violators of the one-child policy. The document listed some exceptions, but none applied
to Chen. In denying Chen's request for asylum, the Board of Immigration Appeals refused to consider the Robert Lin document because, the Board argued, its authenticity
could not be verified. In vacating and remanding the Board's decision, Judge Posner
wrote, "A document posted on a government website is presumptively authentic if government sponsorship can be verified by visiting the website itself; and in this case it can
be." Qui Yun Chen v. Holder, 715 F.3d at 212.
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and to shift the evidentiary burden to the party claiming otherwise,3
or to shift the burden of production without a formal presumption,
which amounts to the same thing. After all, as discussed below,38 the
party offering the evidence need only make a prima facie case that the
evidence is what the offering party claims it is, and that shifts the
And
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803(16),

or

the exception for market reports and commercial publications, Rule
803(17).

FED. R. EVID. 301 reads as follows:
In a civil case, unless a federal statute provides otherwise, the party against
whom a presumption is directed has the burden of producing evidence to rebut
that presumption. But this rule does not shift the burden of persuasion, which

37.

remains

on

the

party

who

had

it

originally.

38. See the text accompanying note 63, infra.
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(7) Trade Inscriptions and the Like. An inscription, sign,
tag, or label purporting to have been affixed in the course of
business and indicating origin, ownership, or control.

This would include favicons. If you go to www.lexisnexis.com and
look in the website's address window near the top, you will see that
the "http" in the web-address window is preceded by the LexisNexis
icon-a red ball with three white lines flowing down from a white top;
that is the LexisNexis favicon. I am not skilled enough to capture and
paste that favicon into these materials.
It is the same at http://unabridged.merriam-webster.com/, http://
www.creighton.edul, and http://www.supremecourt.gov/: Each has a
favicon. The Nebraska Judicial Branch favicon is a representation of
a building fagade in classic Greek architecture-Corinthian columns, I
think. It is found at: http://court.nol.org/. At the New York Times website, the favicon is the Old English Text 5 that precedes http://www.ny
times.com in the website's address window-as in -http://www.ny
times.com. (If you look closely at the preceding page, perhaps with the
aid of a magnifying glass, you can see the favicon on that screen print
of an actual front page of the online edition of the New York Times.)
Were you to go to my Facebook page you should see the Facebook
favicon as the first thing in the address line-and, on my Facebook
page, you won't see much else. Many websites have a favicon-a logo,
or, in the words of the rule, a "sign, tag, or label purporting to have
been affixed in the course of business and indicating origin, ownership, or control." This identification mark alone may be enough to authenticate the website.
2. Authentication Outside of FederalRules of Evidence 901 and
902

a. Judicial Notice
In addition to Rule 901 and 902, judicial notice can sometimes be
used to authenticate the kind of exhibits under discussion here.3 9
There is a famous episode from Abraham Lincoln's twenty-four years
as a trial lawyer, 40 during a trial where Lincoln was representing William "Duff" Armstrong, who was on trial for murder. (He represented
the accused pro bono, as I've heard it, upon the request of the ac39.

See, e.g., United States ex rel. Staniszewski v. Washington & Jefferson Coll.,

2008 U.S. Dist. LEXIS 113624, at *4 n.1 (W.D. Pa. 2008) (citing O'Toole v. Northrup
Grumman Corp., 499 F.3d 1218, 1224-25 (10th Cir. 2007) for the proposition that
"where website presents sources whose accuracy cannot reasonable be questioned, '[i]t
is not uncommon for courts to take judicial notice of factual information' therein").
40.

FRANCIs L. WELLMAN, THE ART OF CRoss-EXAMINATION 78 (4th ed. 1973). The

story which follows is recounted in, among other sources, WELLMAN, 73-78 and FREDERICK TREVOR HILL, LINCOLN, THE LAwYER 229-234 (1906).
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cused's parents who had been kind to Lincoln when he was a much
younger man.) On cross-examination of the state's main witnesswho claimed to be an eyewitness-Lincoln got him to admit the
following:
* He saw the shooting at 10:00 at night.
* The shooting took place in Beech timber and "the leaves were
rather thick."
* The shot was fired three-quarters of a mile from the nearest
source of artificial light.
* He, the witness, was twenty feet away from the shooting.
The cross-examination continued:
* Lincoln: "How, then, did you see the shooting?"
* Witness: "By moonlight!"
* Lincoln: "You saw this shooting at ten at night-in beech timber, three-quarters of a mile from the light-saw the pistol barrel-saw the man fire-saw it twenty feet away-saw it all by
moonlight? Saw it nearly a mile from the camp lights?"
* Witness: "Yes, I told you before."
Turning to the judge, Lincoln produced the Farmers' Almanac (I
like to picture him pulling it out of his inside suit-coat pocket) and
asked the judge to take judicial notice that on the night in question
the moon was but a sliver and did not rise at all until well after the
critical time. The judge took judicial notice. Lincoln destroyed the testimony of the state's main witness and his client was acquitted.
Let's reincarnate President Lincoln and have him defend a man
accused of a murder committed on January 8, 2013, in a field near
Springfield, Illinois. Again, an eyewitness claims to have seen the
10:00 p.m. shooting by moonlight. At this trial, President Lincoln
could whip out his iPad and go to the website of the same almanac
Lincoln used in the 1857 trial of Duff Armstrong, the same almanac
from which the 1857 trial judge took judicial notice-the Old Farmer's
Almanac. He could enter the URL for the almanac page with the
moon phase calendar for Springfield, IL for the January of 2013http://www.almanac.com/moon/calendar/IL/Springfield/2013-01-and
ask the judge to take judicial notice of the fact that on the night of the
crime the moon was only 13% of full. Then Lincoln could enter-http://
www.almanac.com/moon/rise/IL/Springfield/2013-01-08-the URL for
the page that shows moonrise and moonset times for Springfield, IL,
January 8, 2013, and ask the judge to take judicial notice that the
moon rose at 3:52 a.m. and that it set at 1:53 p.m. It was a moon-less
10:00 p.m.
Finally, Lincoln could go to the Naval Observatory website at
http://tycho.usno.navy.mil/cgi-bin/vphase-post.sh. There he could cap-
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ture an image of the phase of the moon on the night January 8, 2013,
in the Central Standard Time Zone. He could have the judge take judicial notice that the image is a representation of the Waning Crescent
moon on the night in question. As the Naval Observatory surely is a
reliable source for moon-phase information, 4 1 the screen-shot captured could be presented to the jury. The screen shot he could capture
appears below. It is quite a dramatic representation of the light of the
moon on the night in question.

Virtual Reality Phase of the Moon
2013 January

8,

0 bre

CT

Perhaps grabbing the iPad off counsel table is not as elegant as
pulling a well-worn paperback copy out of your coat pocket, but, after
all, he was Abraham Lincoln and we're not.
As discussed below, you can download GRAY's ANATOMY OF THE
HuMAN BODY onto your iPad for approximately $140. A judge who
would take judicial notice that GRAY's ANATOMY in book form is an
authoritative source and therefore admissible evidence should take ju41. Rule 902 of the Federal Rules of Evidence includes the following: "The court
may judicially notice a fact that is not subject to reasonable dispute because it: . .. (2)
can be accurately and readily determined from sources whose accuracy cannot reasonably be questioned."
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dicial notice of it in electronic form as well. 4 2 This is no different from
accessing a state statute on Lexis, Westlaw, or the state's own website
and taking judicial notice of the same.
Also, and this is important for the cost-conscious litigator, with
resort-to-sources judicial notice you do not have to enter your iPad
into evidence (and get a new one). The evidence is the judge's judicial
notice that the fact is true. In fact, you may not even have to present
the judge with the source, 4 3 though, when possible, counsel would be a
fool not to do so.
Further regarding judicial notice and web-based evidence, there
is, as noted above, 4 4 a website called the Archive. It is a nonprofit
organization that has created an online library of digital media in an
effort to preserve digital content for future reference. Its digital
database is equivalent to a paper library, but is filled with digital media like websites instead of books. The library includes a collection of
chronological records of various websites which Internet Archive
makes available at no cost to the public via the Wayback Machine. As
of 2007, "[t]he library's records include more than 85 billion screenshots of web pages which are stored on a computer database in California. Internet Archive's database provides users with the ability to
study websites that may have been changed or no longer exist."4 5
At least one court at the preliminary injunction stage has taken
judicial notice of the authenticity of evidence retrieved from the
Archive. 4 6 The proponent of the evidence was not required to show
how the Archive collected and stored the information or that the
42. FED. R. EVID. 201. "On timely request," the judge must, of course, give opposing counsel an opportunity "to be heard on the propriety of taking judicial notice and the
nature of the fact to be noticed." Id. at 201(e). See the discussion of web-based evidence
and the learned treatise exception to the hearsay rule in the text accompanying notes
91-92, infra.
43. E.g., State v. Gagnon, 924 A.2d 384, 388 (N.H. 2007) ("This is not to say that
the source necessarily must be produced in court; rather, the source simply must be
identified"); Christopher B. Mueller and Laird C. Kirkpatrick, 1 FEDERAL EVIDENCE
§ 2:6 (3rd ed. 2012) ("For notice of points established by indisputable sources under Fed.
R. Evid. 201(b)(2), the requesting party generally must produce those sources, but judicial notice operates as a shortcut that obviates the need for formal proof. . ."). See also
Christopher B. Mueller and Laird C. Kirkpatrick, EVIDENCE § 2:7 (5th ed. 2012) ("It
should be noted that the source itself need not qualify for admission under the Rules of
Evidence because the purpose of judicial notice is to provide a substitute for formal
proof.").
44. See note 11, supra.
45. Keystone Retaining Wall Sys., 2011 WL 6436210, at *9 n.9 (quoting Healthcare
Advocates, Inc. v. Harding, Early, Follmer & Frailey, 497 F. Supp. 2d 627 (E.D. Pa.
2007)).
46. Keystone Retaining Wall Sys., 2011 WL 6436210 and at least one other case has
taken judicial notice that material retrieved from the Archive is authentic. Sam's Riverside, Inc. v. Intercon Solutions, Inc., 790 F. Supp. 2d 965, 980 (S.D. Iowa 2011), discussed at length in note 11, supra.
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Archive is reliable and unbiased. The only witness needed was one
who could affirm that he or she had retrieved the evidence from the
Archive.
And that court seems poised to take judicial notice always, at any
stage. The Archive has been around long enough and enough courts
have found it is reliable and unbiased and that its information is collected and stored in a way that insures its reliability that courts may
now be able to take judicial notice of the authenticity of information
gathered therefrom.4 7 This is like, for example, the use of radar as a
way to measure the speed of a car. The first few prosecutors to introduce radar evidence to prove a defendant was speeding surely had to
first authenticate the process: they had to prove that radar is a reliable way to measure the speed of a car, that the methodology is reliable
and relevant. Eventually enough prosecutors had made this proof to
enough judges that judges everywhere began taking judicial notice
that radar is a reliable measure of speed.4 8
Other courts have not taken judicial notice but have required that
the party offering the Archive evidence show how the information was
collected by and stored at the Archive; in other words, they have required a showing that the Archive's methodology is reliable. These
cases, collected elsewhere in this article,4 9 seem on their way out as
courts get more and more experience with the Archive, just as happened as courts got more and more experience with the radar gun.5 0
47. Sam's Riverside, Inc., 790 F. Supp. 2d at 980.
48. All that is left to prove in the case of a readout from a radar gun offered at a
trial on a speeding ticket is to show that at the time in question the equipment was
working properly and the operator operated it properly. In the case of evidence from the
Archive, if the information is found then the Archive is working; the Archive is not like
the radar gun where its accuracy can deteriorate over time and it can need regular
recalibration. The person who found the evidence on the Archive can testify that it is in
fact from the Archive.
49. See note 12, supra.
50. In 1999, one judge expressed his feelings about web-based evidence as follows:
While some look to the Internet as an innovative vehicle for communication,
the Court continues to warily and wearily view it largely as one large catalyst
for rumor, innuendo, and misinformation. So as to not mince words, the Court
reiterates that this so-called Web provides no way of verifying the authenticity
of the alleged contentions that Plaintiff wishes to rely upon in his Response to
Defendant's Motion. There is no way Plaintiff can overcome the presumption
that the information he discovered on the Internet is inherently untrustworthy.
Anyone can put anything on the Internet. No web-site is monitored for accuracy and nothing contained therein is under oath or even subject to independent verification absent underlying documentation. Moreover, the Court holds
no illusions that hackers can adulterate the content on any web-site from any
location at any time.
St. Clair v. Johnny's Oyster & Shrimp, Inc., 76 F. Supp. 2d 773, 774-75 (S.D. Tex. 1999)
(emphasis in original). As courts become more familiar with the Archive, they have
become less suspicious and less hostile to archive.com as a source of reliable evidence,
trusting the Archive even to the extent that they will take judicial notice of its contents.
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This is a good place to pause and note that anytime the court
takes judicial notice of a fact by resort to an authoritative source found
on the World Wide Web the record should reflect the date on which the
court viewed the website for the judicially noticed fact. Authoritative
web-based evidence changes from time to time; authoritative paperbased evidence also changes from time to time-from update to update and edition to edition. Authoritative technical writings, GRAY's
ANATOMY OF THE HuMAN BODY for just one example, change as we
gain new knowledge. With paper-based evidence we take care of this
by citing the edition (and sometimes supplement) used; with webbased evidence we take care of it by citing the date "last visited."
Elsewhere I will recommend capturing an image of the relevant
material to place in the record. 5 ' This should not be necessary when
the avenue of admission is judicial notice. The judge's judicial notice
of the fact is the evidence-not the book. This is true whether the
book is in paper form or on the Internet. After all, the printed-onpaper book is not introduced into evidence, the jury never sees it, and
the relevant page is not photocopied, marked for identification, and
placed in the record. Still, while this area of law-the use of webbased evidence-is developing it might be a good idea to capture an
image of the webpage and place it in the record. "Better safe than
sorry" is a well-worn phrase for a reason.
b. The Federal Rules of Civil Procedure
In civil cases, under Rule 36 of the Federal Rules of Civil Procedure a party may request that an opponent admit the "genuineness of
a document." An affirmative response authenticates the document in
question. Under Rule 16 a party may request that an opponent stipulate to the authenticity of an exhibit. 5 2

And the same is true with website publications of authoritative treatises, statutory law,
some business records, and the like.
This does not apply to social-networking sites. They are not monitored for accuracy, not peer reviewed, not judicially noticeable. Regarding the problem of fake,
hacked, and pseudonymous sites, see, e.g., Ira P. Robbins, Writings on the Wall: The
Need for an Author-CentricApproach to the Authentication of Social-Networking Evidence, 13 MINN. J.L. Sci. & TECH. 1 (2012).

On a related matter, one well-known treatise states that "decisions conflict on when
websites qualify [for judicial notice]." Christopher B. Mueller and Laird C. Kirkpatrick,
EVIDENCE §2:7 (5th ed. 2012) (citing cases).
51. See the text accompanying notes 72, 93, and 103-106, infra.
52. See, e.g., Lorraine, note 63, infra.
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Documents Produced by a Party Opponent

At least one court has held that some documents are authenticated when they are produced by a party during discovery and then
offered by a party opponent.5 3 This is true for material produced from
paper files and should be no less true for material produced from the
Internet. It seems to me that this rule would only apply when either
(1) the documents purport to be the producing party's own documents,
and not just any document that is produced from the party opponent's
files, or (2) the document is only being used as evidence of notice to the
producing party. It seems fair to shift to the party that produced its
own documents-commonly the party with superior knowledge-the
burden of producing evidence of inauthenticity. In this regard, this
rule would be like the rule excluding from the hearsay rule statements
by a party opponent, offered against the party opponent 54 and the part
of the original writing rule (also known as, the best evidence rule) that
allows the use of secondary evidence of certain documents when the
originals are in the possession of the party against whom they are
offered. 5 5
d. Summary Judgment and the Use of Affidavits
Often a party can authenticate web-based evidence by submitting
an affidavit that demonstrates personal knowledge as to the contents
of the evidence. This is particularly appropriate when moving for
summary judgment under Rule 56 of the Federal Rules of Civil Procedure. The offer of affidavit evidence ordinarily comes with hearsay
issues, but not when submitted on a motion for summary judgment.5 6
53.

Sklar v. Clough, 1:06-CV-0627-JOF, 2007 WL 2049698, at *3 (N.D. Ga. July 6,

2007).

54. FED. R. EVID. 801(d)(2)(a).
55.
56.

FED. R. EVID. 1004(3).
See Netscape Commc'ns v. ValueClick, Inc., 707 F. Supp. 2d 640 (E.D. Va.

2010), which states the following:
[A] hearsay objection cannot be used to exclude evidence from the summary
judgment record where, as here, the evidence may be presented at trial in an

admissible form. As the Fourth Circuit has noted,
In Celotex Corp. v. Catrett, the Supreme Court held that the nonmoving

party could defeat summary judgment with materials capable of being reduced to admissible evidence at trial." . . . [Tihe practical question

presented by a motion for summary judgment is whether the case presents
a genuine issue of fact for trial rather than whether the parties have put
their evidence in final form.
U.S. Dep't of Hous. & Urban Dev. v. Cost Control Mktg. & Sales of Va., Inc., 64
F.3d 920, 926 n. 8 (4th Cir. 1995) (emphasis added, internal citation omitted).
In this case, defendants' exhibits may be admissible under the business records
.. Of course, at trial defendexception pursuant to Rule 803(6), Fed. R. Evid..
ants may fail to clear these hurdles, in which case, absent other corroborating
evidence, [the material in question will not be admissible]. At this stage, how-
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Here, affidavits affirming the authenticity of web-based evidence
through the affiant's personal knowledge will suffice.5 7
3. Sometimes Authentication Simply is not an Issue
Sometimes the whole issue of the admissibility of web-based evidence need not be addressed; the case never gets that far; authentication is irrelevant. In Doe v. Flaherty,5 8 for example, the Eighth
Circuit Court of Appeals found that even if the text messages in question were authentic and admissible, there was not enough evidence to
establish a prima facie case.5 9 With or without the text messages, the
plaintiff failed to make a case so there was no need to decide whether
the messages were authentic. 60
Sometimes the resolution of the authenticity issue should be
stayed pending the resolution of relevant issues in another case in-

ever, the inadmissibility of defendants' exhibits cannot be conclusively established, and thus the matter must be litigated at trial.
Id. at 648-49 (footnotes omitted).
57. Here is a case where an affidavit proved insufficient. In Docken v. Minnesota,
No. 08-4952 (JRT/SRN), 2011 WL 359143 (D. Minn. Feb. 1, 2011), the plaintiff, Docken,
filed a motion for summary judgment in her employment discrimination claim. She
submitted several emails between herself and other persons in support of her motion.
Docken, 2011 WL 359143 at *4. The District Court for the District of Minnesota stated
that "[t]o be considered on summary judgment, documents must be authenticated by
and attached to an affidavit made on personal knowledge setting forth such facts as
would be admissible in evidence or a deposition that meets the requirements of FED. R.
Civ. P. 56(e)." Id. (citing Shanklin v. Fitzgerald, 397 F.3d 596, 602 (8th Cir. 2005)). The
district court ruled that "[tihe Court cannot consider documents which do not meet
those requirements." Id.
Greenman, Docken's counsel, filed two declarations. Greenman's declarations
stated in full: "1. I am the attorney representing the plaintiff Pamela Docken in this
lawsuit. Attached hereto as Exhibits A-E are true and correct copies of what they purport to be." Id. The exhibits were (1) emails between Docken and other persons; and (2)
a Westlaw case that Docken did not cite in her memoranda. Id. Nothing suggested that
Greenman had personal knowledge of the e-mails, other than the fact that at the top of
a particular one of the e-mails Greenman's name appeared as if the email had been
forwarded to him. Id. The court held that the exhibits were not properly authenticated
or made on personal knowledge and were therefore inadmissible. Id.
58. 623 F.3d 577 (8th Cir. 2010).
59. The court determined that text messages allegedly from a male teacher to female students such as "Are you drunk yet?," "tell your mom I love her," and "OMG you
look good today" were insufficient to give the school's principal actual knowledge of sexual conduct or sexual abuse. Id. at 585.
60. Accord, e.g., Fanning v. Potter, 614 F.3d 845 (8th Cir. 2010) (finding that an
internal e-mail discussion about whether plaintiff may qualify for vocational rehabilitation did not constitute a challenge to the legitimacy of plaintiffs compensation benefits).
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volving the same materials. 6 ' Sometimes the non-offering party admits the authenticity of web-based evidence. 6 2
4. All that Is Required Is a PrimaFacie Case of AuthenticationAuthenticity's Low Threshold
At this point, it is worth separating out and restating something
that is apparent from much of the discussion above. The party offering the evidence only needs to make a prima facie showing that the
evidence is authentic-that the evidence is what he or she claims it is.
This is not a particularly high barrier to surmount. 6 3 After that, it is
61. Interpreter Servs. v. BTB Techs, Inc., No. CIV. 10-4007, 2011 WL 2601740
(D.S.D. June 30, 2011) (the emails in question connect this South Dakota case to a case
pending in New York, where, presumably, that court will have to determine the authenticity of the emails; serious questions regarding their authenticity were stayed pending
further order from the court).
62. Sitzes v. City of W. Memphis Ark., 606 F.3d 461 (8th Cir. 2010) is worth noting
here because its facts are so interesting. Sitzes involved Police Officer Wright from
West Memphis, Arkansas. After a car accident in which he was involved, he posted four
pictures on Facebook. Sitzes, 606 F.3d at 472 n. 9 (Lange, J., dissenting). They showed
Wright pointing his police revolver at the camera. Id. Above this was a patrol car with
its lights flashing. Id. Next to Officer Wright was a skull engraved with the "the PUNISHER," referring to Marvel Comic's "antihero" created in 1974 to serve as a Spider
Man antagonist. Id. The Punisher "is a vigilante who considers killing, kidnapping,
extortion, coercion, threats ofviolence, and torture to be acceptable crime fighting tactics." Id. (quoting http://en.wikipedia.org/wikilPunisher (last visited April 30, 2010)).
Above the skull was a person wearing the Punisher's garb and holding a gun in each
hand. Id. Substantiated by complaints from his fellow officers, the dissent stated that
the record supported an inference that Officer Wright had poor judgment, was cocky
and arrogant, had a proclivity to not consider his conduct's consequences, and that his
Facebook photos were evidence of this. Id. at 477-78. The West Memphis Police Department had previously chastised Officer Wright for posting a picture of himself on
MySpace in his police uniform pointing his service police revolver at a camera, but he
subsequently posted the same picture on Facebook, evidencing his arrogance and disregard for the law. Id. at 477. In conversations with WMPD employees, Wright acknowledged the photos. Had authentication been required, Wright's non-hearsay admission
would have done the job. See FED. R. EVID. 801(d)(2)(A).
Accord Lisdahl v. Mayo Found., 633 F.3d 712 (8th Cir. 2011) (the purported author
of various emails used some of the emails to support his own position; the court did not
inquire into the authenticity of the rest of the various emails offered by the opposing
party, and, in my opinion, it did not need to do so because the party's admission that
some of the emails were his, along with where the emails were found, their appearance,
and the listed identity of the sender and recipient was enough to authenticate all of the
emails); United States v. Wineman, 625 F.3d 536 (8th Cir. 2010) (at his sentencing
hearing the defendant admitted making a Craigslist posting that the government used
to rebut his acceptance-of-responsibility claim); United States v. Kieffer, 621 F.3d 825
(8th Cir. 2010) (defendant used components of the websites in issue as proof that what
he had done with the website was not criminal; there was no objection to, or inquiry
into, the authenticity of the websites and surely this was because of the defendant's
admission the site was his).
63. See, e.g., United States v. Gagliardi, 506 F.3d 140, 151 (2d Cir. 2007) (noting
that "[wle have stated that the standard for authentication is one of 'reasonable likelihood,' and is 'minimal.' The testimony of a witness with knowledge that a matter is
what it is claimed to be is sufficient to satisfy this standard. See FED. R. EVID. 901(b)(1).
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up to the opposing party to raise sufficient doubts about the authenticity of the exhibit so that either the prima facie case is rebutted, and
the trier of law does not allow the exhibit into evidence, or the trier of
fact does not give it much-if any-weight.
5. Anonymous and Pseudonymous Web-based Evidence
The most difficult problems with authenticating web-based evidence might involve anonymous and pseudonymous websites, a pseudonymous MySpace page, for example. Even there, while the
attorney's job may be more difficult, the rules are the same. They are
the rules discussed above, and principally, Rules 901 and 902 of the
Federal Rules of Evidence, Rules 16 and 36 of the Federal Rules of
Civil Procedure, and the general rules regarding establishing a prima
facie case and shifting the burden of production. 64
Some of the above discussion of rules and cases has involved webbased evidence that was anonymous and pseudonymous. The proponent may be able to show that such evidence is what he or she claims
it is in any number of ways: with the testimony of a witness with
In this case, both the informant and Agent Berglas testified that the exhibits were in
fact accurate records of Gagliardi's conversations with Lorie and Julie. Based on their
testimony, a reasonable juror could have found that the exhibits did represent those
conversations, notwithstanding that the e-mails and online chats were editable") (some
internal citations omitted); Lorraine v. Markel American Ins. Co., 241 F.R.D. 534, 541542 (D. Md. 2007) (stating that "[in order for [the evidence] to be admissible, it also
must be shown to be authentic. Rule 901(a) defines what this entails: '[t]he requirement
of authentication or identification as a condition precedent to admissibility is satisfied
by evidence sufficient to support a finding that the matter in question is what its proponent claims.' . . . A party seeking to admit an exhibit need only make a prima facie
showing that it is what he or she claims it to be. [WEINSTEIN's EVIDENCE,] at § 901.02[3].
This is not a particularly high barrier to overcome"). See Stojkowski v. Fisher, No.
10-2390 (PJS/LIB), 2011 WL 1831680, at *3 (D. Minn. April 18, 2011) (stating that "to
meet the authentication standard 'the proponent need only demonstrate a rational basis
for its claim that the evidence is what the proponent asserts it to be'") (quoting United
States v. Coohey, 11 F.3d 97, 99 (8th Cir. 1993)); United States v. Johnson, 28 F.3d
1487, 1498 (8th Cir. 1994) (stating that "Rule 901 requires that the district court admit
evidence if'sufficient proof has been introduced so that a reasonable juror could find in
favor of authenticity or identification'") (quoting United States v. Black, 767 F.2d 1334,
1342 (9th Cir. 1985)); In re Japanese Electronic Products Antitrust Litigation, 723 F.2d
238, 285 (3d Cir. 1983), rev'd on other grounds, 475 U.S. 574 (1986) (holding that authentication requires only a "foundation from which the fact-finder could legitimately
infer that the evidence is what its proponent claims it to be").
64. For a particularly instructive case on the admissibility of a pseudonymous
MySpace profile page printout, see Griffin v. Maryland, 19 A.3d 415 (Md. 2011) and, for
the value it retains, the case therein reversed, Griffin v. Maryland, 995 A.2d 791 (Md.
Ct. Spec. App. 2010) rev'd, 19 A.3d 415 (2011) (reversing the Court of Special Appeals
not because the authentication it did require should not have been required, but because it did not require enough authentication). See also, e.g., Ira P. Robbins, Writings
on the Wall: The Need for an Author-Centric Approach to the Authentication of SocialNetworking Evidence, 13 MINN. J.L. Sci. & TECH. 1 (2012) (discussing the problem of
fake, hacked, and pseudonymous social-networking sites).
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knowledge, perhaps the webmaster or an expert witness who can trace
the evidence to its source; through voice identification; using evidence
of a process or system; showing that the party against whom the evidence is offered is attempting to use part of the material, claiming it
as his own, and attempting to keep out the rest, claiming it is not
authentic; by producing circumstantial evidence-all things discussed
at various places above.
Here is an example of an easily authenticated, pseudonymous, online chat between Young, the defendant, and an undercover police officer who posed as a fourteen-year-old girl.6 5 The conversation
evolved into the two of them planning to meet at a particular motel, on
a particular date, and at a particular time.6 6 At that date and time,
Young arrived at the motel in question and attempted to use his credit
card to reserve a room. 6 7 When the credit card was declined and
Young had insufficient funds to withdraw cash from an ATM, he drove
to a spot between the motel and a park, a spot the "young girl" had
mentioned in a previous chat. In Young's car the investigators discovered a card with the girl's name on it, bubble bath, and a condom.6 8
Had Young objected to the authenticity of the chats (he did not do so)
they surely would have been admissible. They were easy to authenticate with circumstantial evidence: the content of the chats coincided
nearly perfectly with Young's subsequent actions. This is circumstantial evidence that he was the other party to the chat and that his intent was to meet a fourteen-year-old girl at the motel, which, in turn,
is circumstantial evidence of his pedophiliac intent. He had to have
personal knowledge of the chats. And in addition, the police had these
chats on their own computer (the one used by the "young girl") and,
though the opinion does not say so, it is likely that they found them
upon a search of Young's computer as well.6 9
65. United States v. Young, 613 F.3d 735 (8th Cir. 2010).
66. Young, 613 F.3d at 739.
67. Id. at 740.
68. Id.
69. Once the prosecutor authenticates the chats, the hearsay rule is not a problem
because Young's statements are non-hearsay. Much of what Young said is not offered to
prove the truth of the matter asserted, but just to show that Young said it-to show his
state of mind. Fenner, THE HEARSAY RULE (3d ed.), at 321-323, and other pages found

in the Index, under State of Mind. In any event, everything Young said is a statement
by a party opponent offered against that party opponent. FED. R. EvID. 801(d)(2)(A);
Fenner, THE HEARSAY RULE (3d ed.), at 58-60. The prosecutor is not offering the undercover officer's statements to prove the truth of the matter asserted. Fenner, THE HEAR-

SAY RULE (3d ed.), at 73 n.143, 364-65 n.5 (noting that the statements made by the
accused are not hearsay because they are a party's own statement offered against him
or her (FED. R. EVID. 801(d)(2)(A)) and the statements made by the other party to the
conversation are not hearsay because they are not offered to prove the truth of the matter asserted (FED. R. EVID. 801(c)), but only to make understandable-to give meaning
and context to-the accused's side of the conversation.).
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6. "Authentic"Is Not a Synonym for "Admissible"
Finally, keep in mind that "authentic" is not a synonym for "accurate." To authenticate an exhibit, offering counsel need not show that
the exhibit is admissible, or that it is accurate, but only that it is what
it purports to be. Inaccuracy may cause evidentiary problems, but authentication is not one of them. 70 One can, for example, authenticate
that a web page is from Wikipedia (www.wikipedia.org), but that does
not mean that the information contained thereon is accurate, reliable,
or admissible. The first clue is this statement near the top of
Wikipedia's United States homepage-www.http://en.wikipedia.org/
Similarly, in United States v. Beale, 620 F.3d 856 (8th Cir. 2010), the government relied
on numerous email messages to prove that the defendants engaged in a conspiracy to
falsely arrest a federal district court judge who was to preside over the criminal trial of
one of them. "The [G]overnment's proof of the existence of a conspiracy ... is overwhelming. Without repeating all the evidence at length here, each appellant sent or
received multiple emails . . . detailing plans to arrest Judge Montgomery as well as
other court officers." Beale, 620 F.3d at 864. These were pseudonymous emails. No
defendant argued (or at least there was no argument that was worthy of appealing) that
the Government failed to authenticate the emails. Here, however, the emails were sufficiently authenticated by circumstantial evidence. In addition, the prosecutor's best
friend is often the coconspirator: here the coconspirators testified against one another as
to their pseudonyms. Id. at 860-61. The Government also had many recorded phone
calls between an incarcerated defendant and the other conspirators that corroborated
the information in the emails. Id. at 862-63.
70. In United States v. Safavin, 435 F. Supp. 2d 36 (D.D.C. 2006), the defendant
argued emails were not trustworthy because certain emails in an email string were
embedded in other emails which had been included in a reply message or which had
been forwarded by, or to, others. Safavin, 435 F. Supp. 2d at 41. The district court said,
however, that this argument did not go to authenticity, but rather to the weight the
trier of fact should give the evidence. Id. The district court acknowledged that while
emails could be altered, so too could hard copy evidence, and that, just as with hard copy
evidence, the possibility of alteration cannot be the basis a court uses for excluding
emails. Id.
Compare Safavin (holding that email strings were properly authenticated and that
the possibility of alteration goes to the weight the trier of fact should give the evidence),
with United States ex rel. Parikh v. Premera Blue Cross, No. C01-0476P, 2006 WL
2841998, at *7 (W.D. Wash. Sept. 29, 2006) (holding that emails were not properly authenticated because they were email strings sent between various individuals and there
was no evidence as to the circumstances under which the emails were created).
Compare United States v. Jackson, 488 F. Supp. 2d 866, 871 (D. Neb. 2007) ("The
government relies heavily on United States v. Tank, 200 F.3d 627 (9th Cir. 2000) and
United States v. Simpson, 152 F.3d 1241, 1249-50 (10th Cir. 1998) for the proposition
that chat room logs are admissible. The court finds the cases relied on by the government to be of little assistance. In both cases, it appears that the actual computer files
were offered as evidence, not a cut-and-paste version of the computer files. The court
would have no difficulty admitting evidence which had been saved on the computer and
was the actual computer printout. The cut-and-paste document is not a computer record
nor is it a computer printout"), with United States v. Myers, 575 F.3d 801, 809 (8th Cir.
2009) (finding no error in admitting transcripts of a chat room conversation between the
defendant and an undercover agent which had been cut-and-pasted into word processing files and which the undercover officer testified were accurate).
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wiki/MainPage: "Welcome to Wikipedia, the free encyclopedia that
anyone can edit."7 '
I will pause again, if I may, for this reminder. Whether the evidentiary problem surmounted is authentication or some other, when
you get the court to admit web-based evidence you should make a record that includes the date on which the webpage was last visited and
capture an image of the relevant material to place in the record. 72
B.

OTHER COMMON EVIDENTIARY PROBLEMS WITH WEB-BASED
EVIDENCE

Most of the other evidentiary problems with web-based evidence
will be the common problems lawyers face every day.
1. Hearsay
The hearsay rule may be a consideration when web-based evidence is offered. Analysis here starts with the definition. There must
be a "statement."7 3 The statement must have been made by a "declarant," and the declarant must be a person. 7 4 The statement must be
offered to prove the truth of some assertion contained in the statement. 75 And the statement must not be otherwise excluded from the
definition of hearsay. 7 6
If machines automatically generate the evidence-intersection
photos of cars running red lights-then there is neither an "assertion"
nor a "declarant," and therefore no hearsay.7 7 If the evidence is authenticated as a statement by a party to the litigation and is offered
against that party, then the federal rules of evidence exclude it from
the definition of hearsay.7 8 If it is a statement by an agent of a party
71.

Wikipedia, Main Page, http://en.wikipedia.org/wikilMainPage

(last visited

Nov. 26, 2013). Among other cases, Crispin v. ChristianAudigier, Ind., 717 F. Supp. 2d

965, 976 n. 19 (C.D. Cal. 2010) contains a lengthy discussion of the unreliability of Wiki
pedia.com, and cites a number of other cases to the same effect. Also see particularly
part II(B)(3) of these materials in the text following note 95, infra, discussing Rule 403
of the Federal Rules of Evidence.
72. See the text accompanying notes 51, supra, and 93, 103-106, infra.
73. FED. R. EVID. 801(a); Fenner, THE HEARSAY RULE (3d ed.), at 8-12.
74. FED. R. EVID. 801(b); Fenner, THE HEARSAY RULE (3d ed.), at 12-13.
75. FED. R. EVID. 801(c); Fenner, THE HEARSAY RULE (3d ed.), at 13-17.
76. FED. R. EVID. 801(d). See generally, Fenner, THE HEARSAY RULE (3d ed.), at 40101.
77. Fenner, THE HEARSAY RULE (3d ed.), at 12-13.
78. FED. R. EVID. 801(d)(2)(A); Fenner, THE HEARSAY RULE (3d ed.), at 58-60. See
People v. Franco, 2d Crim. No. B213286, 2009 WL 3165840, at *1 (Cal. Ct. App. October
5, 2009) in which the defendant was convicted of vehicular manslaughter partly on evidence found on a social-networking site. Defendant and deceased were seen racing one
another on a California freeway. The jury found that defendant hit her brakes; deceased veered to avoid hitting her, landed in a field and was killed. At trial, the defen-
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opponent concerning a matter within the scope of the declarant's
agency and made during the existence of the agency relationshipthese statements are also excluded from the definition of hearsay.7 9 If
there is an email string, every email in the string that is by a party, or
an employee or agent while on the job, and offered against that party
or the declarant's employer or principal is not hearsay. And regarding
an email string, an entry made by a party, or an employee or agent
while on the job, and offered against that party or the declarant's employer or principal might cure any hearsay problems associated with
statements in the string that precede the party's, employee's, or principal's statement.a0
There are also adoptive admissions: If business number one's
website discusses its standard practices, for example, and in that context links to another website, say the standard-practices webpage of a
trade association, then the information on the linked page may be admissible against business number one as an adoptive admission.8 1
Some evidence is only offered to show notice, and not to prove the
truth of the matter asserted. Perhaps the defendant is a pizza parlor.
One of its delivery drivers was in a wreck, and the allegation is that
the driver had a severe drinking problem and the pizza parlor knew or
should have known about it-a claim of negligent hiring. The plaintiffs counsel offers the driver's Facebook page, properly authenticated
and shown to have existed at the time the parlor hired the driver. On
that page there are many photos of the then-applicant apparently
drunk, and one of his head over the toil ...

well, never mind that

dant testified she was driving seventy-five miles an hour and was being tailgated by the
deceased. "The day before the accident, however, [the defendant] had written on her
MySpace page, 'If you find me on the freeway and you can keep up I have a really bad
habit of racing random people.'"
79. FED. R. EVID. 801(d)(2)(D); Fenner, THE HEARSAY RULE (3d ed.), at 60-64.
80. The general rule is that when there are layers of hearsay behind a proffered
statement there must be a hearsay exception (or exclusion) for each layer. FED. R. EVID.
805; Fenner, THE HEARSAy RULE (3d ed.), at 89-91, 381-87. In many jurisdictions this
general rule does not apply to any layer of hearsay that precedes a statement by a party
offered against the party, or, in certain circumstances, by an employee, agent, or coconspirator of a party, when offered against the declarant's employer, principal, or coconspirator. Fenner, THE HEARSAY RULE (3d ed.), at 89-97, 385-87.
81. FED. R. EVID. 801(d)(2)(B); Fenner, THE HEARSAY RULE (3d ed.), at 67-78. Depending on the nature of the reference, one business's website's referral to another business's website could be seen as the first business's adoptive admission of the contents of
the second business's website. This is similar, if not identical, to the situation when a
person adopts the contents of a document when he signs that document, even though he
did not write it. Id. at 83 n.117 (citing United States v. Orellana-Blanco, 294 F.3d 1143,
1148 (9th Cir. 2002) ("Ordinarily a signed statement, even if written by another in another's words, would be adopted as the party's own if he signed it, because signing is a
manifestation of adopting the statement")). If the first business's website and its contents are authenticated, then its reference to a second business' website might be seen
as the first business's adoption of the contents of the website referenced.
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photo. There are also many statements that seem to be from him,
such as "Boy am I gonna tie one on this weekend." "Had some hair of
the dog for breakfast." "Likes: Gin and vodka, well, and beer too, and
bourbon whisky (sic), the cheap kind." Had his employer only looked,
it would have seen these things and known it should not hire this man
to deliver pizza, at least not without further investigation. Plaintiffs
counsel is not offering these Facebook pages to prove that these things
are true, but only that the photos existed and the words were said-if
the employer had looked, this is what it would have seen. 8 2 Even if
the website in question turns out to be a fake Facebook page, it still
puts the pizza parlor on notice that there may be a problem and that it
has a duty to inquire further.
Electronic evidence may be admissible hearsay. An authenticated
tweet beginning "OMG, big truck not stopping for red light" may be
admissible as a present sense impression8 3 or an excited utterance.8 4
As with any other present sense impression or excited utterance,
whether that tweet fits under the exception is a function of whether
offering counsel can lay the foundation for the exception.8 5
The entry may be a statement of a then-existing mental, emotional, or physical condition,8 6 a statement for purposes of medical diagnosis or treatment,8 7 a recorded recollection,88 or a record of a
regularly conducted activity.8 9 The key is the foundation. Can offering counsel establish the foundation for the exception? The foundational elements are the same, whatever the form of the out-of-court
statement. The ways of proving the foundational elements are also
the same, whatever the form of the out-of-court statement.
If the entry is over twenty years old and authenticated, it is admissible around the hearsay rule under the ancient documents
exception.9 0
82. Fenner, THE HEARSAY RULE (3d ed.), at 24-25, 323-25. These Facebook postings are not excluded from hearsay as personal admissions by a party opponent because
the driver is not a party, and they are not excluded as admissions by an employee because at the time he made the statements the driver was not an employee. Fenner, THE
HEARSAY RULE (3d ed.), at 61-63. In any event, they are not likely to be held to be statements made within the scope of the driver's employment. Id.
83. FED. R. EVID. 803(1); Fenner, THE HEARSAY RULE (3d ed.), at 111-115.
84. FED. R. EVID. 803(2); Fenner, THE HEARSAY RULE (3d ed.), at 115-131.
85. Fenner, THE HEARSAY RULE (3d ed.), at 111-148.
86. FED. R. EVID. 803(3); Fenner, THE HEARSAY RULE (3d ed.), at 131-148.
87. FED. R. EvID. 803(4); Fenner, THE HEARSAY RULE (3d ed.), at 149-160.
88. FED. R. EVID. 803(5); Fenner, THE HEARSAY RULE (3d ed.), at 160-168.
89. FED. R. EVID. 803(6); Fenner, THE HEARSAY RULE (3d ed.), at 169-183. See also
United States v. Nixon, discussed in note 11, supra.
90. FED. R. EVID. 803(16); Fenner, THE HEARSAY RULE (3d ed.), at 203-210. See also
the discussion of FED. R. EVID. 901(b)(8) in the text accompanying notes 29-33, supra.

CREIGHTON LAW REVIEW

94

[Vol. 47

If the entry is in an authenticated learned-treatise, counsel
should be able to use the learned treatise downloaded onto counsel's
iPad to the same extent that counsel could use the treatise in a
hardbound, paper edition. Take, for example, Gray's Anatomy. It can
be downloaded for approximately $140-the book, I mean, GRAY's
ANATOMY OF THE HumIAN BODY; not the first three seasons of the television show. If authenticated by its favicon and circumstantial evidence, and perhaps the testimony of a doctor who recognizes it, then
your witness can read from the treatise and what the witness reads
can be admissible as substantive evidence. Under this exception, the
court allows the witness to read from the learned treatise but does not
allow counsel to introduce the book itself into evidence. 9 1 It is the
same with the iPad-the witness is allowed to read from the learned
treatise (iPad version), but the iPad itself is not entered into evidence.
(There is no need to come to court with a spare iPad, one to offer up
and one to keep.)
I could go on and on, mentioning records of religious organizations, market reports and commercial publications, and judgments of
previous conviction, but the reader gets the point without me doing
that.
Pausing once more, let me say again that web-based evidence
changes over time. When an image of the web-based evidence is captured and that image is admitted into evidence (as opposed to a
learned treatise, where the relevant page of the treatise is not captured and admitted into evidence, but the relevant passages are allowed to be read into evidence 9 2), the record should contain the
"captured" date.93

As for learned treatises, as noted, the treatise is not itself admitted into evidence; rather, the relevant passages are read into evidence.
As experts become more learned, their treatises change. The record
should reflect the date the treatise was visited, that is, the date the
website was called up and the evidence was read into the record.
2. The Rule Requiring the Production of the Original
The rule requiring the production of the original, or the original
writing rule, is often called the "best evidence" rule even though it has
nothing to do with the qualitative value of evidence. While the rule
may present problems for counsel trying to introduce web-based evi91.

FED. R. EVID. 803(16); Fenner, THE HEARSAY RULE (3d ed.), at 210, et seq. See

also the discussion in the text accompanying note 42, supra.
92.
93.

Fenner, THE HEARSAY RULE (3d ed.), at 212-14.
See also the text accompanying notes 51 and 72, supra, and 103-106, infra.
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dence, for the most part the web-based exhibit in question will be a
"duplicate" and, therefore, admissible to the same extent as an original. First, Rule 1001(e):
A "duplicate" means a counterpart produced by a mechanical,
photographic, chemical, electronic, or other equivalent process or technique that accurately reproduces the original. 94
Second, Rule 1003:
A duplicate is admissible to the same extent as the original
unless a genuine question is raised about the original's authenticity or the circumstances make it unfair to admit the
duplicate.9 5
Quite a few of the exhibits under discussion here will be "duplicates," such as, for example, computer printouts from the website, or a
screenshot. If the computer printout is authenticated as from the
website, then the printout is a duplicate of the original webpage, and,
unless the printout is suspicious or it would be unfair to do so, it is
admissible to the same extent as the original. Same thing if it is
downloaded onto a hard drive, a CD, or a memory stick and then
printed out: it is a duplicate. The fact that it is a duplicate does not
stand in the way of its admissibility.
If the exhibit is not a duplicate, Rule 1004 provides a number of
other ways around the original writing rule. Rule 1007 provides for
the admission of non-original, non-duplicate documents when their
contents are admitted by the opposing party, and Rule 1006 provides
for the admission of summaries of voluminous writings, recordings, or
photographs in the form of charts, summaries, or calculations.
3. Rule 403
Let me quote the whole of Rule 403 of the Federal Rule of Evidence (with emphasis added).
The court may exclude relevant evidence if its probative
value is substantially outweighed by a danger of one or more
of the following: unfair prejudice, confusing the issues, misleading the jury, undue delay, wasting time, or needlessly
presenting cumulative evidence.
This is the rule that allows the judge to turn the question of the
believability of the evidence into a question of law: It gives the trial
judge the ability to weigh the probative value of the evidence against
the above-stated counterweights and, if one or more of the
counterweights substantially outweighs-it is not a straight-up balance-the probative value of the evidence, to keep the evidence from
94.

FED.

95.

FEn. R. EvmD. 1003.

R.

EVID.

1001(4).
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the jury. Probative value becomes a critical question of law. This
might come in handy when counsel offers web-based evidence that is
suspiciously low in probative value. 96
4. Presumptions
Throughout this article, I have written about presumptions and
the important role they can play in the admissibility of web-based evidence. I have written of computer owners who speculated that someone else might have used their computer or accessed their home
network (possibly a neighbor or a drive-by user) and courts that have
held that in the face of the offering party's presumptive evidence of
authenticity this kind of speculation is not enough to sustain an authenticity objection. Sometimes the prima facie case simply satisfies
the burden of production and gets the party past a motion to dismiss
at the close of the evidentiary portion of the party's case. Sometimes it
rises to the level of an evidentiary presumption under Rule 301.97
This is consistent with cases like United States v. Jackson,98
where the court "upheld the exclusion of certain web postings attributed to white supremacist groups because they were insufficiently authenticated. As the court viewed the situation, the criminal defendant
in the case had to show that the postings, in which these groups appeared to claim responsibility for a series of racist mailings, actually
were posted by the groups, as opposed to being slipped on the groups'
websites by the defendant, who was a skilled computer user."99 The
skill of the opposing party means that the proponent of the evidence
must do more; the skill of the opposing party is more than just specu96. For example, as noted in note 71, supra, Crispin v. ChristianAudigier, Ind.,
717 F. Supp. 2d 965, 976 n.19 (C.D. Cal. 2010) contains a lengthy discussion of the
unreliability of Wikipedia.com, and cites a number of other cases to the same effect.
Rule 403 might come into play when evidence is offered from a website with a suspicious provenance, such as a site that can, relatively easily, be edited by anyone. See
Wikipedia, Main Page, http://en.wikipedia.org/wikilMain-Page (last visited Nov. 26,
2013) ("Welcome to Wikipedia, the free encyclopedia that anyone can edit").
97. See FED. R. EVID. 301, quoted in note 37, supra. While the cases discussed do
not write much about presumptions, this is in effect what many of them are doing. For
example, in United States v. Massey, discussed at length in note 8, supra, regarding
probable cause for a search warrant, the court found that the government put on sufficient evidence to authenticate an IP address as the defendant's (which it could have
called "presumptive authenticity"). The argument that mere association between an IP
address and a physical address is insufficient to establish probable cause did not carry
the day-not absent some evidence to the contrary. It seems that the government created a presumption and the defendant answered with speculation, and not rebutting
evidence.
98. 208 F.3d 633, 637 (7th Cir. 2000), cert. denied, 531 U.S. 973 (2000).
99. Perfect 10, Inc. v. Cybernet Ventures, Inc., 213 F. Supp. 2d 1146, 1153 (C.D. Cal.
2002) (citing and describing United States v. Jackson, 208 F.3d 633 (7th Cir. 2000))
(internal citations omitted).
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lation; one could say that the skill of the opposing party overcomes the
presumption of authenticity and requires the proponent to return with
more authenticating evidence.

C.

THE CONFRONTATION

CLAUSE AND WEB-BASED EVIDENCE

The Confrontation Clause guarantees the accused in a criminal
trial the right to confront the witnesses against him or her. The relevant case law, culminating in Melendez-Diaz v. Massachusetts,0 0 says
that the Confrontation Clause only applies to testimonial hearsay offered against the accused in a criminal prosecution.
The Clause does not apply in civil actions. It does not apply to
evidence offered by the accused. It only applies if the evidence is hearsay-an out-of-court statement by a person which is offered to prove
the truth of a matter asserted in the statement. And, it only applies if
the statement is "testimonial." Though this "testimonial" part can get
tricky, it basically means that the statement offered into evidence
must have been made with an eye towards using it at trial, should
there be one. Either the one collecting the statement or the one making the statement, or both, must have collected or made the statement
with an eye toward prosecution.101
The way that much social-networking and other electronic evidence is used, it will not be the kind of evidence that kicks in the right
to confront witnesses.1 02 But, some will be-some who post on the
Internet do so hoping that it will lead to criminal prosecution of the
person or business that is the subject of the post.
D.

MAKING THE RECORD

As I have stated at various places above, 0 3 any time an image is
captured from the web and the image is offered into evidence, counsel
offering the image should make sure the record has a copy of the image which shows the web address where the image was found and
records the date on which the image was captured. Whether the offered evidence is admitted or excluded, the record should reflect these
things.
100. 557 U.S. 305 (2009).
101. See generally, G. Michael Fenner, Today's Confrontation Clause (After Crawford and Melendez-Diaz), 43 CREIGHTON L.REv. 35 (2009).
102. For one case example, the Virginia Supreme Court held that the use of National Automobile Dealer Association's "blue book," a book listing the prices of cars, was
not testimonial when the government used it to prove that a stolen car's value exceeded
$200. Walker v. Commonwealth, 704 S.E.2d 124, 126 (Va. 2011) (finding that the NADA
"certainly did not prepare the book for the purpose of assisting the Commonwealth in
securing [the defendant's] conviction").
103. See the text accompanying notes 51, 72, and 93, supra.
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There are cases where information found on the web is admitted
into evidence but only admitted orally-no hard copy is admitted.
Take the learned treatise, for example. The applicable hearsay exception says that the relevant material from the treatise "may be read
into evidence;" it may not be physically entered in to the record; it does
not go into the jury room. 104 Even here, while this technology is new,
it seems a good idea to capture the page, note the web address, and
include the date the page was captured. This may be an excess of caution, but here excessive caution is better than too little.
Consider also judicial notice. Here the judge takes judicial notice
of the fact. The judge can take judicial notice of a fact that "can be
accurately and readily determined from sources whose accuracy cannot reasonably be questioned."' 0 5 But the source is not the evidence;
the evidence is the judge's judicial notice. With judicial notice it
should not be necessary to capture the image from the authoritative
source and have it marked for identification and placed in the record.
While this area of the law-the use of web-based evidence-is developing it might, however, be a good idea to do so anyway. There is a
reason that idioms become idioms, and one truly is "better safe than
sorry.
III. CONCLUSION
The evidentiary problems associated with the introduction of webbased evidence are not new. Some are simple, resolved intuitively,
and require no particular expertise but that which is possessed by
most lawyers. Some are complex, cannot be resolved intuitively, and
require technical expertise that many lawyers do not have. Nothing
new there. Judges and lawyers should not be any more afraid of webbased evidence than they are of any other kind of evidence.
The Federal Rules of Evidence has only adopted one new-one
special-rule for dealing with the admissibility of this kind of evidence, and, in my opinion, that is because the preexisting rules handle
these admissibility problems as well (or as badly) as they handle all
other evidentiary problems.

104. FED. R. EVID. 803(18); Fenner, THE HEARSAY RuLE (3d ed.), at 212-216. See the
text accompanying notes 91-92, supra.
105. FED. R. EVID. 201(b)(1); Fenner, THE HEARSAY RuLE (3d ed.), at 367. See the
text accompanying notes 39-51, supra.

