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attack produced physically damaging consequences, 
demonstrating the potential of cyber warfare to extend 
beyond the seemingly ethereal realm of cyberspace into the 
physical world we observe and inhabit each day.

Cyber warfare provokes consideration of complex 
technical, diplomatic and political issues. Yet 

the prospect of cyber warfare also raises significant 
international legal concerns. The legality of computer 
network intrusions, cyber espionage, disruptive and 
even destructive cyber operations have already proven to 
be contentious issues. What type of cyber intrusions or 
operations would give states a right to respond in self-
defense with force? Would the use of a civilian server or 
network to launch a cyber attack expose that server to 
lawful targeting in response? 

In 2009, in recognition of these legal challenges, the 
North Atlantic Treaty Organization’s (NATO) Cooperative 
Cyber Defence Centre of Excellence (CCD COE) 
invited an international group of experts in the law of 
armed conflict to draft a manual on the international law 
applicable to cyber warfare. I had the privilage of being 
part of this team.

Headquartered in picturesque Tallinn, Estonia, the 
CCD COE mission is to enhance NATO cyber defense 
capabilities. CCD COE currently enjoys the support 
of Estonia, Latvia, Lithuania, Germany, Hungary, Italy, 
Poland, Slovakia, Spain, the Netherlands and the United 
States as sponsoring nations.

The group of experts convened to draft the manual met 
periodically over a three-year timeframe, almost exclusively 
in Tallinn. The group included academics and military 
lawyers from Germany, the United Kingdom, Switzerland, 
Australia, Sweden, Belgium, Canada, the Netherlands 
and the United States. Organizations including the 
International Committee of the Red Cross, the United 
States Cyber Command, the CCD COE and NATO Joint 
Forces Command sent representatives to participate in 
discussions and drafting sessions as nonvoting observers. 
Critically, a team of computer programming and network 
security experts provided vital technical support to the 

ot long ago, popular notions of cyber warfare were limited 
largely to the imaginings of science fiction and the distant 
future. The idea that computers and the Internet might be 

used to yield physical destruction on a scale associated with war 
seemed impossible to many people or at least far-fetched.

In a short time, however, experience has shown 
cyber hostilities to be a genuine and persistent threat 
to international peace. By conservative estimates, U.S. 
Department of Defense computer networks suffer 
thousands of attempted hostile intrusions each week. 

Malicious cyber operations are no longer the exclusive 
domain of mischievous hackers or greedy criminals — 
they have become a routine facet of modern international 
relations. States now openly acknowledge their capacity 
to conduct offensive cyber attacks. In fact, governments, 
including that of the United States, have developed 
entire agencies and formations of armed forces dedicated 
exclusively to cyber operations. 

In 2007, cyber operations against networks of the small 
Baltic state of Estonia opened the eyes of many to the 
possibilities of cyber conflict. Over the course of a week, 
Estonia experienced widespread disruptions to a number of 
government and banking sector web services. 

Just one year later, the Republic of Georgia experienced 
similar disruptions and defacements of government 
websites. The Georgian event proved distinct, however, 
in that the cyber operations involved were conducted in 
conjunction with a conventional offensive air and ground 
campaign by Russia, illustrating the potential of cyberspace 
to supplement traditional military operations. 

More recently, a cyber attack on Iran’s nuclear program 
made clear the military potential of cyberspace. In 
2010, a computer virus, later known as Stuxnet, was 
introduced to Iranian centrifuges allegedly used to refine 
uranium for nuclear weapons. The virus fed false data 
to the centrifuge’s networked controllers prompting the 
machines to destroy themselves by spinning out of control. 
Although no one was injured, analysts estimate Stuxnet 
destroyed thousands of centrifuges, putting Iran’s nuclear 
program years behind schedule. The origins of Stuxnet 
remain unclear, although the virus’ complexity, its timing 
and its target suggest to many the involvement of the 
United States and Israel.

Like the events in Estonia and Georgia, the Stuxnet 
attack was accomplished exclusively through cyber means. 
Unlike the events in the former Soviet states, the Stuxnet 
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group at each meeting and by correspondence during drafting 
phases.

In addition, Creighton School of Law and Dean Marianne 
Culhane contributed important support to the Tallinn Manual 
by funding four student research assistants (Jennifer Arbaugh, 
JD’12, Nicole Bohe, MS’11, JD’12, Christopher Jackman, 
JD’12, and Christine Schaad, JD’12). The students reviewed, 
fact-checked, supplemented and edited the entire manual, 
leaving it in excellent shape for final editing.

The overall objective of the Tallinn Manual was to develop a 
collection of rules and legal commentary to guide states’ efforts 
to apply the law of armed conflict to cyber warfare. The group 
envisioned a practice-oriented product that would describe the 
law clearly and illustrate its application to currently known 
cyber practices. 

Early in the project, the group resolved to limit its efforts to 
cyber operations that rise to the level of warfare. Thus cyber 

incidents falling short of warfare as understood by the law of 
armed conflict, such as that occurring in Estonia in 2007, were 
not the focus of the manual. Furthermore, the group limited 
coverage chiefly to the international law of armed conflict.

the international law of armed conflict, also known as 
the law of war, includes two important branches, each 

regulating a separate topic. The first branch of the law of 
armed conflict, or as it is often called, the jus ad bellum, 
regulates states’ use of force in their international relations. 
Drawn primarily from the charter of the United Nations,  
the jus ad bellum generally restricts states’ lawful resort to 
armed force to U.N.-authorized missions, such as the 1991 
campaign to remove Iraqi forces from Kuwait, and instances 

of self-defense, such as the United States’ use of force in 
Afghanistan in 2001. 

The second prong of the law of armed conflict regulates the 
conditions of armed conflict or how parties actually conduct 
hostilities during war. Known alternatively as the jus in bello 
and also as international humanitarian law, this prong has 
historically regulated topics such as respect for the wounded 
and sick, prisoner of war treatment, protection of civilians, 
targeting rules and the regulation of weapons. The four Geneva 
Conventions of 1949 are the most widely known examples of 
legal instruments from the jus in bello.

The challenge faced by the authors of the Tallinn Manual 
was to interpret and apply these instruments, including the 
U.N. Charter and the Geneva Conventions, to the novel and 
idiosyncratic circumstances of cyber warfare. Drafted long 
before the advent of computers, neither the charter nor the 
conventions mentions or addresses cyber warfare directly. As 
a result, the group’s most important task was to interpret and 
evaluate the law, often resorting to the object and purpose of 
these instruments, and apply it to the novel circumstances of 
21st century cyber warfare.

Despite early misgivings, the group found the law largely 
up to the task. For instance, although the U.N. Charter 

does not mention cyber attacks as incidents giving rise to 
the right to use force in self-defense, with the help of our 
technical experts, the group was able to identify a range of 
cyber operations that would open the door for a state to use 
force in self-defense. Thus the Tallinn Manual rule describing 
self-defense observes, any cyber operation “that injures or kills 
persons or damages or destroys property” gives rise to the right 
to use force in self-defense.

Not all issues relating to self-defense in cyberspace were 
so easily identified, however. For instance, the group of 
experts could not agree whether a cyber operation that did 
not produce physical casualties or damage but did produce 
extensive negative effects could give rise to self-defense. 
Specifically, the group could not agree whether a cyber 
operation directed against a major international stock exchange 
that caused a market crash gave rise to forceful self-defense 
measures. While some experts were satisfied that self-defense 

The Creighton School of Law contributed 

important support to the Tallinn Manual by 

funding four student research assistants who 

reviewed, fact-checked, supplemented and 

edited the entire manual.

Major treaties of the law of Armed Conflict
Jus ad Bellum prohibition on use of force; collective 

security; self-defense1945 Charter of the United nations  

Jus in Bello

bombardments; weapons; prisoners of war;
belligerent occupation1907 Hague Convention iV  

1949 Geneva Conventions i-iV
wounded and sick; prisoners of war; 
civilians; law of war enforcement

1977 Additional Protocols i & ii 
to Geneva Conventions

internal armed conflict; targeting; prisoners
of war; weapons; law of war enforcement
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The overall objective of the Tallinn Manual 

was to develop a collection of rules and legal 

commentary to guide states’ efforts to apply 

the law of armed conflict to cyber warfare.

including the use of force was authorized as a response, others 
were not prepared to go so far. The latter experts argued that a 
state suffering only economic consequences could only respond 
with measures short of the use of force, such as economic 
sanctions.

turning to the jus in bello or rules for the conduct of 
hostilities, the group managed to achieve consensus on 

a wide range of topics. Most significantly, the group agreed 
that the cardinal rules governing the conduct of hostilities 
translated quite easily to the cyber context. Thus the principle 
requiring warring parties to limit their attacks to military 
objectives and to protect civilians from the consequences of 
attack, known as the principle of discrimination, applied fully 
to cyber attacks.

The group also achieved consensus on another important 
issue concerning the conduct of hostilities in cyberspace, the 
question of so-called “dual-use objects.” The jus in bello has 
long authorized warring parties to target not only military 
objectives such as tanks and bunkers, but also civilian objects 
that are converted to military use, such as bridges, power 
stations and communications antennae. 

In practice, many if not all of the major servers that 
comprise the Internet are dual-use objects. It is estimated 
that 98 percent of military cyber traffic transits civilian 
networks and servers. As troubling as the conclusion may be 
in some circumstances, the majority of the group agreed that 
when civilian cyber infrastructure is used to achieve military 
advantage, that infrastructure becomes a lawful target under 
the law of war.

Still, some jus in bello topics defied consensus within the 
group. In particular, the group split over a number of issues 
related to using contractors and other civilians in cyber 
warfare. 

For instance, the majority of the group committed to a 
view that participants in cyber warfare are held to the same 
rules governing the appearance and conduct of soldiers on a 
traditional battlefield. That is, cyber combatants must belong 
to a state’s armed forces, must answer to a superior responsible 
for their actions, display their arms openly, must wear a 
uniform and follow the law of armed conflict. 

A minority questioned the relevance and utility of these 

tradition-bound requirements in a cyber setting, in particular 
the uniform requirement. The same minority also questioned 
whether such rules actually regulated participation in cyber 
hostilities by civilians at all, arguing that such rules were best 
understood merely as conditions for prisoner of war status 
upon capture.

Despite occasional internal disagreement, the group 
managed to produce the first comprehensive analysis of the law 
of armed conflict in cyber warfare. 

Since its release in March 2013, the Tallinn Manual has 
received extremely positive reviews. Few reviewers, if 

any, have seriously questioned any of the legal conclusions 
reached or the analysis provided by the group’s proposed rules 
and commentary. And a number of states have commented 
favorably on the manual, indicating intentions to incorporate 
its rules into legal reviews of their own cyber operations. 

Thus the manual is likely to prove a significant contribution 
to resolving a number of legal issues that arise from states’ 
cyber activities.

In closing, however, it is crucial to clarify that the 
Tallinn Manual remains and was always intended only as a 
contribution to the challenge of applying international law to 
cyber warfare. As its introduction acknowledges, the manual 
is not a definitive source of international law. In the final 
analysis, the opinions and practices of states are what matter 
most in international law. 

There are encouraging signs that major powers including the 
U.S. and China are willing to begin discussions of how best to 
regulate and prevent cyber warfare. In July, Chinese and U.S. 
heads of state held somewhat promising talks on these subjects. 

Meanwhile it is gratifying to appreciate Creighton law 
school’s recent and significant contribution to this complex, 
important and timely legal subject.
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