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A. Social Media 

1. Social media include 

a. Communication Media: web pages, blogs, micro-blogs (e.g.Twitter), social 
networking systems (e.g. Facebook, MySpace) 

b. Collaboration Media: e.g. Wikipedia 

c. Multimedia: photo sharing (e.g. Flickr), video sharing {e.g. YouTube) 

d. Others: Reviews and Opinions, Entertainment Media .(e.g., game sharing) 

2. Benefits of lawyers using social media 

a. Advertising - Reach the public and other professionals inexpensively 

b. Client development - Reach clients and potential clients 

c. Recruitment - Communicate with law students and other potential employees 

d. Networking - Join with clients, other lawyers, industry groups and community 
organizations 

e. Information-sharing - Disseminate information to clients and others about your 
practice and other topics of interest 

f. Research - legal subjects or general information 

g. Investigations - e.g., locating people and companies 
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3. Risks and downsides of using social media 

a. Disclosing confidential information - Rule 1.6 violation if you post confidential 
information on a site accessible to the public 

—Beware access by opposing counsel, witnesses, jurors 
—Hackers may find a way into your site 

b. Rudeness - disrupting other activities 

—Do you text during a meeting? 
—Do you tolerate texting or BlackBerry use by others? 
—Do you make phone calls during meetings? 

—It may be debatable, but Just Don't Do It 

c. Lack of professionalism - quality of postings 

—Many postings are sloppy 

—You may regret postings made in haste - when you are angry or not in 
control of your feelings 

d. Permanence of postings - you can delete them, but they may still be out there 

—Emily Dickinson: A word is dead 
When it is said, 
Some say. 
I say it just 
Begins to live 
That day. 

e. Losing a device - does it contain confidential information? 

4. Social media and the courts 

a. Generally, individual judges set the rules for their courtrooms 

b. Some judges have allowed some usage of electronic devices 

—e.g., Kansas Judge Tom Marten allows direct reporting from his 
courtroom for a trusted reporter - Judge gave the reporter permission to 
post messages to Twitter from the courtroom 

—e.g., a New York judge allows reporters to use BlackBerrys to minimize 
disruption 
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c. Courts are starting to set restrictions 

-Michigan Supreme Court has banned all electronic communications by 
jurors during trial 

—San Francisco judge dismissed 600 potential jurors after several 
acknowledged having done online research on the case for which they 
were summoned 

—Criminal verdicts have been challenged when jurors "friended" each 
other on Facebook during a trial. 

d. In 2009 a few courts declared mistrials because of jurors' and witnesses' use of 
electronic communication tools in and out of the courtroom 

-Russo v. Takata Corp. (2009 S.D. 83 - Sep. 16, 2009). After being 
summoned, but before voir dire, juror in wrongful death case did Google 
search and found that defendant manufacturer had had no previous law 
suits. Juror disclosed this during deliberations, and subsequent defense 
verdict was vacated. 

e. U.S. Judicial Conference: December 2009 recommendation to all federal 
district court judges to instruct jurors before trial and before deliberations, in the 
following fashion: 

You may not use any electronic device or media, such as a telephone, cell phone, smart 
phone, iPhone, Blackberry or computer; the internet, any internet service, or any text or 
instant messaging service; or any internet chat room, blog, or website such as Facebook, 
My Space, Linkedln, YouTube or Twitter, to communicate to anyone any information 
about this case or to conduct any research about this case until I accept your verdict. 

5. General guidelines for using social media 

a. Use common sense and self-control - If you wouldn't say it out loud in public 
or print it in the newspaper, don't post it 

b. Be professional 24/7 - don't use social media while drinking, angry, tired 

c. Set appropriate policies for attorneys and staff 

-Prison guards in trouble for bragging about abusing inmates 

d. Use appropriate privacy filters - but consider their vulnerability 

e. Do not dispense legal advice except to clients 

f. Research the Facebook page of potential employees 
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6. Guidelines re using websites 

a. Avoid dispensing legal advice to the public 

b. Use disclaimers on legal advice 

"This website is intended to provide only general information. Nothing 
contained on this website represents a legal opinion or advice regarding 
any particular case or issue. The information is not intended to create, and 
receipt of the information does not constitute an attorney-client 
relationship. For legal advice on a specific matter, please consult with an 
attorney. While e-mails from visitors to this website are welcome, they are 
not privileged or confidential and receipt of e-mails does not establish an 
attorney-client relationship." 

c. Use disclaimers on specialization 

"The determination of the need for legal services and the choice of a 
lawyer are extremely important decisions and should not be based solely 
upon advertisements or self-proclaimed expertise. Memberships and 
offices in legal fraternities and legal societies, technical and professional 
licenses, and memberships in scientific, technical and professional 
associations and societies of law or field of practice do not mean that a 
lawyer is a specialist or expert in a field of law, nor do they mean that 
such a lawyer is necessarily any more expert or competent than any other 
lawyer. A description or indication of limitation of practice does not mean 
that any agency or board has certified such lawyer as a specialist or expert 
in an indicated field of law practice, nor does it mean that such lawyer is 
necessarily any more expert or competent than any other lawyer. All 
potential clients are urged to make their own independent investigation 
and evaluation of any lawyer being considered. This disclosure is required 
by rule of the Supreme Court of Iowa." (emphasis added) 

d. Are disclaimers enforceable? 

—Are they just "fine print"? 

—Is your behavior consistent with the disclaimer? 

-Togstad case, 291 N.W. 2d 686 (Minn. 1980) 

—What are the client's expectations? 
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B. E-mail Management, Disclaimers and Privacy Concerns 

1. Keeping email under control 

a. Is email dominating your life? 

b. How do you set client expectations? 

—How quickly are you expected to respond to an email? 

c. Do you publish your email address? 

-Some firms do not give email addresses, but offer a window with "Send 
an email to Mary Smith" - then you can fill in a message and hit "send" 

d. Consider use of a pop-up warning when someone sends an email via the law 
firm website 

"The purpose of our website is to inform our clients and friends about the 
firm and of recent developments in different areas of law. It is not 
intended nor should it be used as a substitute for specific legal advice or 
opinions since legal counsel may be given only in response to inquiries 
regarding particular situations. While we would like to hear from you, an 
attorney/client relationship cannot be established until we know that doing 
so will not create a conflict of interest and until we reach an agreement on 
terms of representation. Therefore do not send us confidential information 
about any matter that may involve you at this time." 

e. Do you know what your spam blocker is filtering out? 

f. Are you sure you are not missing an important email? 

2. Email disclaimers and privacy concerns 

a. Effectiveness of email disclaimers is questionable 

—No case law yet on enforceability of an email or fax disclaimer 

—They do give notice of intent that information is confidential 

—If you have to rely on a disclaimer, the damage has already been done 

—Make your disclaimer prominent 
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b. Best practice is to use disclaimers - here is an example: 

CONFIDENTIALITY NOTE: This e-mail and any attachments are 
confidential and may be protected by legal privilege. If you are not the 
intended recipient, be aware that any disclosure, copying, distribution or 
use of this e-mail or any attachment is prohibited. If you have received 
this e-mail in error, please notify us immediately by returning it to the 
sender and delete this copy from your system. Thank you for your 
cooperation. 

c. Use of Hotmail, Gmail and Yahoo!mail may risk content review by the service 
provider 

—Google Terms of Service: "8.3 Google reserves the right (but shall have 
no obligation) to pre-screen, review, flag, filter, modify, refuse or remove 
any or all Content from any Service." 

—Yahoo!'s Terms of Service: "6. You acknowledge that Yahoo! may or 
may not pre-screen Content, but that Yahoo! and its designees shall have 
the right (but not the obligation) in their sole discretion to pre-screen, 
refuse, or remove any Content...." 

—RPC 1.6(a) requires strict confidentiality: "A lawyer shall not reveal 
information relating to the representation of a client unless the client gives 
informed consent. . . . " 

-Does this imply that that use of Gmail or Yahoo!Mail for 
communicating with a client will violate an attorney's ethical duty of 
confidentiality? 

d. Two ideas for best practice 

—Use the law firm domain name email system - do not communicate with 
clients on your personal email account 

—Put confidential information into attachments - content is less easily 
screened (but still at risk) 

e. Do not use email to dispense legal advice, except to real clients 
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C. Problems with Metadata 

1. Definition of Metadata 

—Metadata is "data about data" - it is embedded information in an electronic 
document which contains information about the type of file, creation and edit 
dates, authorship and edit history 

2. Examples of Metadata (see attached page) 

• Comments 
• Track Changes 

—Many lawyers use metadata when circulating documents - internally and 
externally 

3. Metadata risks 

a. The "Comments" and "Track Changes" may stay with a Word document 

b. Metadata may be read by an unintended recipient 

4. Disclosing attorney's ethical obligations re metadata 

a. Rule 1.6 obligations - "reasonable precautions" 

—Rule 1.6(a): "A lawyer shall not reveal information relating to the 
representation of a client unless the client gives informed consent..." 

—Comment 16: "A lawyer must act competently to safeguard information 
relating to the representation of a client against inadvertent or 
unauthorized disclosure by the lawyer..." 

—Comment 17: " . . .the lawyer must take reasonable precautions to 
prevent [transmitted communications] from coming into the hands of 
unintended recipients..." 

b. General rule from New York State Bar Association: 

—Lawyers have a duty to use reasonable care when transmitting 
documents to prevent the disclosure of metadata containing client 
confidences or secrets 

—Reasonable care: placing a duty on lawyers to "stay abreast of 
technological advances" and the potential risks involved 
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c. Maldonado v. New Jersey (225 F.R.D. at 130-31). Creates a factors test: 

(1) The reasonableness of the precautions taken to prevent inadvertent 
disclosure in view of the extent of the document production; 
(2) The number of inadvertent disclosures; 
(3) The extent of the disclosure; 
(4) Any delay and measures taken to rectify the disclosure; and 
(5) Whether the overriding interests of justice would or would not be 
served by relieving the party of its error. 

5. Receiving attorney's ethical obligations re metadata 

a. Rule 1.3 - Diligence: "A lawyer shall act with reasonable diligence and 
promptness in representing a client." 

b. Rule 4.4(b) - Respect for Rights of Third Persons: 

(b) [Misdirected Documents] A lawyer who receives a document relating 
to the representation of the lawyer's client and knows or reasonably 
should know that the document was inadvertently sent shall promptly 
notify the sender. 

—1994 ABA Opinion that required compliance with sender's instructions 
(regarding misdirected fax) was withdrawn as beyond scope of 4.4(b) 

-Rule does not say what happens after notifying sender 

—Comment 3: "Some lawyers may choose to return a document unread" -
but simply refers to "professional judgment ordinarily reserved to the 
lawyer." [This deals with misdirected documents] 

c. ABA Opinion 06-442: A lawyer is generally permitted to review and use 
metadata contained in an e-mail and other electronic documents. 

—Suggests that metadata information will fall within the scope of 4.4(b) 
only if it is inadvertently sent 

—The Committee reiterated Rule 4.4(b)'s sole requirement that the 
receiving attorney provide notice to the sender of the receipt of 
inadvertently sent information. The Committee concluded that this was 
evidence of the Rule's intention to set no other restrictions on the 
receiving attorney's conduct. 

d. Summary: Receiving attorney generally has a right to read metadata 
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6. Mining for metadata: 

a. Authorities differ as to whether receiving attorney may "mine" a document for 
metadata 

b. ABA's General Rule: It's okay to mine - "An attorney would generally not 
commit an ethical violation by examining received documents for hidden 
metadata." 

c. Opinions that prohibit metadata mining 

—6 states have rejected the ABA position - they conclude that the 
unauthorized mining of metadata to uncover confidential information is an 
ethical violation 

—e.g., New York, New Hampshire, Florida 

d. Opinions that endorse metadata mining 

—Maryland & Pa. put the burden on the disclosing (sending) attorney 

—There are many steps that can be taken by the sending attorney to avoid 
inadvertently sending metadata 

e. Middle ground - DC Bar Association 

—Mining opposing counsel's documents for metadata is only a violation 
when the receiving lawyer has "actual prior knowledge that the metadata 
was inadvertently provided" 

—Mere uncertainty on the part of the receiving attorney as to the 
inadvertence of the sender does not rise to the level of an ethical 
obligation by the receiving attorney to refrain from reviewing the metadata 

7. Best practices re exchanging documents 

a. Scrub your documents of all metadata (or convert to pdf) before sending to 
anyone outside the firm - pdf documents contain no metadata 

b. Maintain total control over your documents - do not let opposing counsel 
amend your documents 

—Insist on comments via memos 
—If you get a revised Word document, run a comparison 

c. Work in Word; transmit in pdf 
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Comments 

The dramatic success of the Single European Act of 1986 and its 
substantial completion of the internal market have provided proof 
of the benefits of QMV. As a result, the treaties of Maastricht, 
Amsterdam and Nice further extended the procedure, and the 
Lisbon Treaty for the first time states that the Council "shall act by 
a qualified majority except where the Treaties provide otherwise.'' 

A further justification for QMV is that it does retain a significant 
role for the Member States within the EU system. Qualified 
majority voting is a step well short of full delegation of authority to 
the EU institutions. 

C o m m e n t [M1J: Stew. 1 dotfuhink 
we SJJOUKJ say mtsacre, i M M M E N 
giving too mocb to tbe 

i faaapfcg -v * 

Track Changes 

The dramatic success of the Single European Act of 1986 and its-
substantial completion of the internal market have provided 
proof of the benefits of QMV. As a result, the treaties of 
Maastricht, Amsterdam and NiceOmaha. Lincoln and Council 
Bluffs further extended the procedure, and the Lisbon Treaty for 
the first time states that the Council "shall act by a qualified 
majority except where the Treaties provide otherwise." 

A further justification for QMV is that it does retain a significant 
role for the Member States within the EU system. Qualified 
majority voting is a step well short of full delegation of authority 
to the EU institutions. 
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